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1 Introduction

In general, ORKA comprises of a three-tier architecture fargy administration, decisioning
and enforcement, and validation that comes with a rich mertéd policy engine providing
support for classical access control domains, such as RBAGI®o supports additional do-
mains, such as process-based access control policies stdipe of this work package 3.2 we
stick to the tier of policy enforcement and decisioning, ietihe tier of policy administration
is addressed by the subject area of ADMIN and the tier of poladidation is dealt within the
subject area VALID. For an overview about the administragod validation please refer to the
work package 1.3.

In the following subsection we discuss the overall simpli ©RKA architecture and outline
the different levels of policy enforcement. Further, weathe discussed example policies
based on two case studies introduced in work package 1.1.edtio® 2 we introduce the
design and concepts of ORKA policies. In particular the teoticg class and its relations to
a dedicated policy decision component and related cordekttormation are discussed along
with some example policy objects. In Section 3 we discussvir®us components of the
enforcement system in detail and de ne the used terms. Iticd®e4, we present the contextual
information service and provider. We also discuss how aigém@rklfow management must be
modi ed to incorporate policy enforcement and decisionargl how to integrate a work odw
management context information service. In Section 5, ankimg scenario is used to present
a concrete ORKA-secured environment in order to supportelargy requirements stressed
by the banking case study.

1.1 High Level Architecture

This section presents a high level overview about the géaechitecture of ORKA. An ac-
companying illustration is given with Figure 1. We basigalistinguish between 3 different
enforcement layers: the User Interface Layer, the Businager_and the Application Layer.
We will go through each of them in the following paragraphessatibing their role in the archi-
tecture.

1.1.1 Three Layers of Interaction

The User Interface Layer comprises all components reldeaniser interactions. In a business
process environment, for instance, a user interface coemgaould be the worklist which lists
a user's tasks she is assigned to. Another example is thenadration interface for managing
the ORKA access control policies.

Theuser interfacesoffer the functionality exposed by the underlying layergie users. If the
user requests to perform an action, these requests aréydcemmunicated to the respective
components of the Business Layer in case of a business prem@assnment or to components
of the Application Layer in case of actions without busingsscess or work ow context. There
is the possibility to implement enforcement techniques ihie user interface components to
prevent users from executing secured actions. In this deseiter interfaces' enforcement
component would send access requests to the evaluationooemip(Policy Decision Point
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Figure 1: ORKA Overview Architecture

(PDP)). Independent whether enforcement is done on the&antelayer, there are additional
enforcement components in the underlying layers.

The Business Layercomprises components introduced to manage and contraédetasks
and actions in a business process environment (e.g., or@ésent). A possible scenario, such
as shown later in this work package, is the usage of a work ogire to take care of a set
of related tasks to be performed in a prede ned order andgéderealizing the execution of a
business process. The components on this layer implembey paforcement points to prevent
unauthorized task executions.

Access requests (created by the policy enforcement pd#iR)) are sent to the PDP using the
communication channel. The presented architecture leagpen to the individual implemen-
tations how the communication between the PEP and the PDjuially realized. This equally
holds for the communication between components of theréiffidayers. In Figure 1, the com-
munication is therefore generally illustrated by a Commatian Channel(s) component.

TheApplication Layer comprises the components which provide the actual systemion-
ality. In other words, these components provide the funetity which is requested by either
the business layer or the user interface layer. Exampletharmternal functions of business
objects for their manipulation, usually exposed by web ises; or externally provided web
service-based methods provided by other legacy systems.

Components of the Application Layer are either called by congmts of the User Interface
Layer or by components of the Business Layer. Each call goesigh an intermediate Ap-
plication Layer Enforcement component and, hence, geeerat access request. This ensures
that only authorized components (on behalf of the intengatiser) have the permission to call



exposed functionality of the application layer components

1.1.2 Dedicated ORKA Components

Besides the more general components (user interface, lssgnecess realization, or legacy el-
ements) the architecture also depicts several dedicated¥aRKiponents; namely Policy De-

cision Point (PDP), Policy Storage Service, Policy Storagéidation Component, and Context
Information Service.

Policy Decision Point: The PDP is the component responsible for evaluating acegs®sts.
It acts as a central point of contact for any access request.

The evaluation of a request needs policies and policy rUl#RKA policies can be separated
into different policy classes (see below for details). Edelss has an individual set of constraint
types that can be expressed and each class also can be immdnea different policy lan-
guage. To support this exibility the ORKA architecture iattuces multiple Policy Decision
Components (PDC). Each component belongs to the central RDPrdivides the evaluation
logic for a certain policy class and therefore is capablevéduate policies written in the respec-
tive policy language. The PDP coordinates the completaiatiah process, combines different
results of its PDCs, and eventually sends a nal decision bbatke requesting PEP.

Policy Storage Service:The Policy Storage Service is responsible for managing ticess
control policies. This comprises two main tasks. The rseas, in case of an access request,
the PDP needs the policy that speci es the rules to evallsedquest. The Policy Storage
Service provides the policy by selecting it from the Poli¢grage.

The second task concerns the policy administration. Thigy8torage Service is responsible
for storing policies adequately. Generally, new policies @esigned using an ORKA speci c
policy model. However, to store such a designed policy, tbkcy Storage Service has to
transform the policy into a storable format and, hence, thipolicy class' speci ¢ policy
language. The transformation task itself is performed byl&cy Transformation Component
which is part of the Policy Storage Service.

One of the goals of ORKA is not only to control access on exaguictions on the application
layer, but also controlling administrators when admimishg policies. The administration of
policies is done via a user interface component and in thés,dhe Policy Storage Service is
treated as being a component on the application layer nffexriservice to the user (e.g., "create
new policy"). Hence, any action to be executed on the Polioyage Service is restricted to
access control policies as any other component on the afiplclayer as well. This gives
the possibility to apply the whole range of available aca®s¥rol policy restrictions used for
regular applications (e.g., including SoD constraints)iie administration of policies, too.

Validation Component: For the Validation Component also applies that it is part ef Ap-
plication Layer. It should mainly be called by the admirasitvn user interface, triggering the
process of validating newly designed as well as alreadytedegaolicies. Policies are directly
retrieved from the Policy Storage Service in a format thedatlon component expects it.

Context Information Service: The Context Information Service retrieves context infolorat
during runtime which is needed to process a policy requestesaluate corresponding poli-
cies. It should be connected to further information prowiofethe system to query the needed



information (not shown in Figure 1).

Policy Storage: All policies are stored in their respective language adogrdo the policy
class they belong to in a separate location. The locatidmeipblicy storage which is accessed
by the two type of components, the Policy Storage Servicepatidy decision components.
The Policy Storage Service accesses it for administragigsons; policy decision components
retrieve the policies they need for the evaluation process.

1.2 Scenario Overview

We recap the case studies about a loan origination prodess teom the banking domain and
an administrative case study about the leaving of an empldgeth case studies can be found
in ORKA Wwork package 1.1 along with a more detailed descniptibthe process details and
necessary steps. In the course of the ORKA project we willegklthese scenarios and present
feasible software systems to ful Il the security requirertgethat are identi ed for them. For a
better understanding of the proposed architectural caagepsented in the subsequent sections
2-4 we recap the two scenarios in the following:

Loan Origination Process:

A standard service provided by a bank is that of offering itsdd its customers. This may
take various forms, such as extending the overdraft limia @urrent account; providing
mortgages for buying a house; or simply offering a xed sunmaiey the customer may
use at his discretion. Depending on the speci c kind of dretle application process will
differ in the principals involved and data that need to besadered. In fact, the specic
type of credit requested will have a direct effect on the imed controls. In the following
we provide an example model of a typical loan originationgess in the banking domain
as shown in Figure 2.
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Loan Process Security Requirements:

We will outline some of the authorization requirements thi related with the given
example process. These requirements are rst discussedhgafet al. [SLS06]. The
depicted tasks can be executed by clerks, acting in a pregp@stgrocessing rol€lerks
are supervised bylanagers

— Requirement 1:
No person may be assigned to the two exclusive roles prefposessor.

— Requirement 2:
A person may be assigned to the two exclusive roles pre/posepsor but must
not activate them both within one process. This means tltlareia) they are not
activated at any state, or b) they have not been activatedfterethe other.

— Requirement 3:
If the customer is an industrial customer, the master datst foel veri ed by an
independent clerk.

— Requirement 4:
If the credit bureau rating is negative then the internahgamust be performed by
another clerk.

— Requirement 5:
If the internal rating is negative, then the case must be oord by a supervisor.
Requirements 4 and 5 are examples for application speci girements where the
type of access control that has to be enforced is dependeaskispeci c results.

— Requirement 6:
A clerk may only price a bundled product if he did not perfoime bperatiormod-
ify() with respect to the speci c offer.

— Requirement 7:
If the customer is an industrial customer, then a clerk mafopa tasks 1 to 7 or 8
but not both for the same customer.

— Requirement 8:
A Clerk may be a member of the two exclusive roles pre/postgesar and the
complete set of authorizations acquired over these rolgsameer a critical autho-
rization set, but a Clerk must not use all authorizations erstame object(s).

— Requirement 9:
A Manager may be assigned to the two exclusive roles posepsat and supervisor.
He may also activate them but not use them for the same prottasce.



Leaving of an Employee:

If an employee leaves a company, a formal organizationalge®is usually in place (cf.
Figure 3). This involves among others IT-related actionshsas returning company-
owned hardware, hardware-based access token (e.g. srdajtcand nally yet im-
portantly locking/removing the user access to the IT inftagure. Especially the last
task can be full of aws. The most important goal is preventaf lost access to data
owned/accessible by the user leaving the company. The hvesanrce department in-
forms administrators about the employee’s leaving. Thitise by organizational means:

Leaving Employee Requirements:

— Requirement 1:
Administrators disable the employee's account at the dakeaving. The account
may also be deleted after a short period.

— Requirement 2:
A workmate of the employee needs access to data previoustgawy the em-
ployee, who already left the company. Since the employetllishee owner of the
requested data (even after locking/removing the acconmt)ther user has currently
access to the data. An administrator is requested to enatdssto the employee's
data. Therefore he performs the following actions:

— Requirement 3:
The administrator takes ownership on the employee's led fafders, since other-
wise he has no access to that.

— Requirement 4.
The administrator sets appropriate access permissionsesrand folders, so that
the new data owner can access them. In addition, the adnatoisgrants the right
"take ownership" to the user.

— Requirement 5:
The new data owner must then manually take the ownershipasiahd folders.

Ressource Access
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Call dynamic
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YES NG

YES v h 4
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Figure 3: Employee Leaves Example
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1.3 Related Documents

Christian Wolter and Andreas Schaad, Modeling of AuthoimraConstraints in BPMN
[WSO07]

Andreas Schaad, Volkmar Lotz, Karsten Sohr, A Model-chegkipproach to Analysing
organisational Controls in a Loan Orgination Process, SACNMNAD6 [SLS06]

Michael Havey, Essential Business Process Modeling [Hav05]

2 Policies

In modern enterprises more and more IT systems are conne€tther standalone systems
are integrated to form complex composite systems. Usingcgepriented architectures, many
legacy systems that could not be integrated before can nomcbeporated.

Furthermore, organizational procedures that rely on pépers and e-mail messages are re-
placed by work ow systems. Using work ows, all steps withiine process can be controlled

and supervised centrally. Each step can be performed bypheuttersons, one at a time or in

parallel.

Composite systems provide a uni ed technical and orgamisatiview on the enterprise. Seen
from an IT security perspective, each system within the amsitp forms an autonomous policy
domain that has an unique security model and must thereéoadiministrated on its own. As an
example, a Unix system provides its own security model taahot be compared or integrated
with an SAP ERP security model.

Here ORKA can provide an integrated security policy architecthat integrates all separate
policy domains into a consistent uni ed security policy.

To be able to provide an uni ed model, ORKA de nescamposite policy This composite
policy consists of multiplgolicy classesEach policy class may implement different security
features. As an example, it may exist a policy class de nedmork ow systems and another
class to be used with le systems.

Using policy classes, a complex and heterogeneous systeladape can be divided into parts
and managed in a clear and concise manner. Independentnspstieies are combined to a

composite policy with different policy classes. Thus, abdlty and maintainability are being

preserved.

With policy classes some security features, that are mgéuionly in a special application
context, can be encapsulated. As an example, constraimiedre steps within a process (history
constraints) make sense only in work ow application pa@gand cannot be used in le system
policies.

2.1 Composite Policy

A composite policy consists of multiple policy classes,tthige structured to form a directed,
acyclic graph. Each policy class is de ned a node in the grdpdch node can have multiple
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sub-nodes, that are policy classes themselves.

The composite policy graph has a root node, from which eatibypdass can be reached.

0 ] Composite Policy Root
@ % Policy Classes

Figure 4: Composite Policy Graph

File paths can be used to describe a reference to a certaay ptdss within the graph, e.g.
[fslunix

2.2 Policy Classes

Each policy class implements the requirements of a spe@ady domain and is de ned to
be autonomous, so there are no interconnections to otleseda

The policy classes provide the infrastructure to de ne iplétpolicy objectsthat provide the
concrete policies for systems that are controlled by ORKAe Pphblicy objects are de ned to
have an unique id for further reference.

The content of each policy object is opaque and is not beiad bg the ORKA Policy Decision
Point (PDP). A policy object contains policy rules that de nrelationships between context
information provided by ORKA and ORKA-enabled applications.

Each policy object provides information about context infation that is being used in the
security rules. This information can be queried by the Rofidministration Point (PAP) to
provide editing functions.

If all security rules are ful lled for a given policy objecthe policy object itself is being seen as
ful lled and can be used to accept or reject an access attempt

Each policy class has its own Policy Decision Components (RBeEan be used autonomously.
The ORKA Policy Decision Point (PDP) is a wrapper for differ@®DCs. In general, a PDC is
implemented as a library that is linked to the PDP.

Policy Object selection rulesan be de ned between different policy objects to be ablarto i
plement security policies that cover multiple systems edgnt policy classes.

12



2.3 Context Information

Context information is used to relate access decisions & attimponents of the ORKA system.
This type of context information is de ned astrinsic context information Examples are the
name of the subject for which the access decision is madeeaubject's effective permissions.
Other intrinsic context information are the current systiate and time.

The application may provide other context information feseun access decisions, e.g. the id
of a current work ow object that the user is working on. Thypé of context information will
be de ned adusiness context information

The ORKA component Context Information Service (CIS) provithescontext information for
use by the PDP and its components. The context informatiosdd also by the Policy Admin-
istration Point (PAP) during policy editing. The CIS may ains multiple context information
providers, each delivering information about a particsistem.

2.3.1 Intrinsic Context Information
Intrinsic context information is provided by the ORKA systamd its environment. The current
system date, as an example, can be queried from the computee tihe PDP service is running.

To be able to de ne new types of context information for us¢éhwiolicy objects, the system
administrator can register additior@ntext information providers (CIRd be used by the PDP
and the policy objects.

2.3.2 Business Context Information

Business context information is based on the applicationusas ORKA for access control.

The application sends context data with each access decesioest. The PDP takes the context
information and forwards it to the policy objects that taketpn the access decision.

2.4 Generic Access Decision Sequence

An ORKA-enabled application can use an interface to requastss decisions to be made by
the PDP and determine if a user may perform an operation.

The PDP acts as a service for different applications, e.ginkss applications or the ORKA
policy administration applications.

The application, referred to as thkent, sends a access decision request to the PEP (in general,
the PEP will be a library). This request containsagget on which the operation is to be
performed, and aaction, which is the name of the operation. The client may add aufthi
business context information to the request.

The PEP adds the subject identi er of the logged on user todhjeest and forwards it to the
PDP.

13



The PDP uses the target and action of the request to nd thieypobject selection rule to
be executed for the access decision. The selection ruleedewvhich policy objects are to be
evaluated and how to combine the evaluation results.

After that, the PDP forwards the request to each policy dbjethe selection rule, checks the
evaluation results and returns the access decision toit gla the PEP.

Client PEP PDP PDC
PDP identifies PO selection rule
using (target, action)
1:invoke
2 : access request
3 : identify policy objects by selection rule
client provides (target, action) and 4 *[n] : evaluate selected policy objects
business context information to the PEP

X‘ 5 : evaluate PO selection rule based on PO results

6 : access decision result

PEP sends (subject, target, action) and
business context information to the PDP

Figure 5: Generic access decision sequence

2.4.1 Policy Object Selection Rules

When an access decision request arrives from the PEP, the 8D md out which policy
objects are responsible for deciding if access is to be gdamt denied.

To get a list of policy objects that are involved, the PDP eatdspolicy object selection rules
which can be de ned by the administrator. The selectiongai@n be de ned to match speci ¢
targets and actions. The PDP uses target and action fromEReréquest to nd the policy
objects.

A policy object selection rule may cover multiple policy ebjs. If multiple policy objects have
been de ned, each object has to decide whether access isgi@bted or denied.

The access decision results of the policy objects are cadbiith the AND-operator: if any
of the policy objects denies access, access is being demidkdef operation as a whole. Other
operators for result evaluation are possible, e.g. OR-o@er@r voting algorithms, but the
implementation of these are beyond the scope of the ORKA giroje

2.4.2 Policy Rules

Policy rules are de ned within a policy object to decide ifcass is granted for a speci c re-
source. In general, this rules are being built from atomjeressions that relate context infor-
mation values to values.

14



For each policy class, multiple names of context informmatbjects can be de ned. The values
of the context information objects are used as resource keys

2.5 Policy Language Integration (SPEC work packages)
The ENFORCE component design and internal structures havedeeged taking into account
the policy language de nition that is developed in the SPE@k\packages.

The policy language consists of specneoduleghat can be combined and used to de ne sub-
languages that cover the requirements of certain busirsessases. An example of a language
module is a history constraint module for use in work ow ewviments.

A SPEC sub-language corresponds to an ENFORCE policy class.pdlicy class contains
de nitions of language modules that may be used to de ne cetecpolicies, each stored in a
policy object.

2.6 Policy Use Case Examples

The section of the document contains some real world exangflapplication policies from
different business processes and how they may be impletheitie the ORKA access control
system.

2.6.1 File System Access

Description: Mr. Anton Meier tries to write a le to directory C:/tmp on Wirmgvs Server_A.
First he tries to write the le on Monday, August 20th, 2002;17 PM ( gure 6), and later on
Thursday, August 23th, 2007 at 10:32 AM ( gure 7).

Basic Flow:
- Policy Enforcement Point (PEP)
The PEP sends a message to the Policy Decision Point (PDiP)heipparameters:
Subject: AMeier; Action: writeFile; Target: Server_A; palC:/tmp; date; time
- Policy Decision Point (PDP)

The PDP analyzes Action and Target and identi es the comedimg Policy Objects to
be evaluated:

Windows File System, Server_A: PO2 must be ful lled; Orgaation System: PO5 must
be ful lled.

- Policy Decision Components (PDC)
The PDCs that handle PO2 and PO5 are addressed to check tlge quer
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PO2 is approved. Mr. Anton Meier working in the marketing aleément is authorized to
write les to C:/tmp on Server_A.

PO5 is approved on Monday but denied on Thursday. Mr. AntoreMe authorized to
act on the Organisation System of the company only from mpsittawednesdays.

- Policy Decision Point (PDP)

The PDP evaluates the results of the policy objects andnetine nal access decision
result to the Policy Enforcement Point (PEP).

Target:Server_A;path=C :\tmp;mon08/20I207; 12.17h

] i

. D
PDP:
‘ Target=Server_A and Action=*: ‘
PO2 and PO5 must be fulfilled

( PC1: Windows File System ]
| PO2: Server_A )
Rules: logon.subject="“AMeier“ and

logon.action=“writeFile“ and
parameters.path="“C:\tmp*“

[ PC2: Organisation System ]
[ PO5: Company_X ]
Rules: logon.subject="“AMeier“ and
sys.weekday in [mon-wed] and sys.hour in [9-15]
and org.department=“Marketing“

o /

-

Figure 6: Use case 1. le system access on Monday (allowed)

2.6.2 Internet Banking

Description: Mr. Anton Meier wants to transfer some money via internetkoam from ac-
count 4711 to account 4712. First, he wants to transfer 435 Bn Monday, August 20th,
2007 at 09:53 AM (' gure 8), later at 09:56AM he wants to trarsidditional 7330 EUR ( gure
9).

Basic ow:
- Policy Enforcement Point (PEP)
The PEP sends a message to the Policy Decision Point (PDiP)heiparameters:

Subject: AMeier; Action: accounting.transfer; value: 835UR (resp. 7330 EUR);
Target: ACCSVR_A; acct_from: 4711; acct_to: 4712; date; time

- Policy Decision Point (PDP)

The PDP analyzes Action and Target and identi es the comegimg Policy Objects to
be evaluated:
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Target:Server_A;path=C:\tmp;thu08/23/2007;10.32h

L} 1

e N

‘ PDP: ‘

Target=Server_A and Action=*:
PO2 and PO5 must be fulfilled

( PC1: Windows File System ]
| PO2: Server_A )
Rules: logon.subject="“AMeier“ and

logon.action=“writeFile“ and
parameters.path="C:\tmp*“

ok

[ PC2: Organisation System ]
[ PO5: Company_X ]

Rules: logon.subject="“AMeier“ and
sys.weekday in [mon-wed] and sys.hour in [9-15] ai
and org.department=“Marketing“

o /

Figure 7: Use case 1: le system access on Thursday (rejected

NetBank System: PO6 must be ful lled; Transfer System onrim€ banking: PO12
must be ful lled.

- Policy Decision Components (PDC)
The PDCs that handle PO6 and PO12 are addressed to check thie que

PO6 is approved. The time to execute money transfers viangttdor European cus-
tomers is appropriate.

PO12 approves the transfer value of 4350 EUR but deniesahsfér value of 7330 EUR.
A Policy Rule of PO12 de nes the maximum amount of money to bagferred in a sin-
gle operation to be 5000 EUR. Another Policy Rule of PO12 de theg the transfer is
allowed only if the subject performing the transaction is thwner of the account from
which the money is taken.

- Policy Decision Point (PDP)

The PDP evaluates the results of the policy objects andnetine nal access decision
result to the Policy Enforcement Point (PEP).

2.6.3 SAP Accounting Audit

Description: Mr. Anton Meier would like to audit some calculations of anuobacc_SAP_K
on Tuesday, August 21th, 2007 at 10:40 AM ( gure 10) and onoaoct acc_SAP_B some
minutes later ( gure 11).

Basic ow:

- Policy Enforcement Point (PEP)
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value

acct_t

p

Target=ACCSVR_A and Action=accounting.*:

‘ PDP:
PO6 and PO12 must be fulfilled

( PC2: Organisation System )
| PO6: NetBank )

Rules: sys.weekday in [mon-wed] and
sys.hour in [9-15]
and org.department=“Customer_Europe*

[ PC3: Accounting ]

[ P012: Internetbanking ]
Rules: logon.action =“accounting.transfer” and
parameters.value<=“5000“ and ok

account.Account[parameters.acct_from].owner=
logon.subject

.

v

Figure 8: Use case 2: money transfer (allowed)

p

Target=ACCSVR_A and Action=accounting.*:

‘ PDP:
PO6 and PO12 must be fulfilled

( PC2: Organisation System )
| PO6: NetBank )

Rules: sys.weekday in [mon-wed] and
sys.hour in [9-15] ok
and org.department=“Customer_Europe*

[ PC3: Accounting
[ P012: Internetbanking

Rules: logon.action="accounting.transfer* and
parameters.value<=“5000“ and
account.Account[parameters.acct_from].owner=
logon.subject

fail

.

v

Figure 9: Use case 2: money transfer (rejected)
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The PEP sends a message to the Policy Decision Point (PDiP)heiparameters:

Subject: AMeier; Action: accounting.audit; Target: SAHS\X; account: acct SAP_K
(resp. acct_SAP_B); date; time

Policy Decision Point (PDP)

The PDP analyzes Action and Target and identi es the comedimg Policy Objects to
be evaluated:

Organisation System: PO5 must be ful lled; SAP accountinygtém: PO20 must be
ful lled.

Policy Decision Components (PDC)
The PDCs that handle PO5 and PO20 are addressed to check tiie que

POS5 is approved. Mr. Meier is authorized to act on the Orgdios System of the
company within the speci ed time frame.

PO20 is approved for SAP account acc_SAP_K but denied for&&Bunt acc_SAP_B.
Mr. Meier is authorized for auditing SAP accounts from G to Myo

Policy Decision Point (PDP)

The PDP evaluates the results of the policy objects andnetine nal access decision
result to the Policy Enforcement Point (PEP).

Target:SAPSVR_X;acct_SAP_K;tue08/21/2007;1

] i

a D
PDP:
‘ Target:SAPSVR_X and Action=accounting.*: ‘
PO5 and PO20 must be fulfilled

[ PC2: Organisation System ]
[ PO5: Company_X ]
Rules: logon.subject=“AMeier“ and
sys.weekday in [mon-wed] and sys.hour in [9-15]
and org.department=“Marketing“

ok

[ PC3: SAP_accounting ]
|_P020: SAP_auditing )

Rules: logon.action="accounting.audit“ and ok
parameters.account in [SAP_G-M]=logon.subject

Figure 10: Use case 3: account audit (allowed)

2.6.4 Credit Work ow

Description: Using a banking work ow Mr. Anton Meier wants to approve aditaequest
on Tuesday, August 21th, 2007, at 10:50AM. He created thditomequest himself on behalf of
a customer ( gure 12).
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Target:SAPSVR_X;acct_SAP_B;tue08/21/2007;10.42h

L} 1

' N
PDP:
‘ Target:SAPSVR_X and Action=accounting.*: ‘
PO5 and PO20 must be fulfilled

( PC2: Organisation System )
| PO5: Company_X )
Rules: logon.subject=“AMeier” and

sys.weekday in [mon-wed] and sys.hour in [9-15]
and org.department=“Marketing“

.

[ PC3: SAP_accounting ]
P020: SAP_auditing
Rules: logon.action="accounting.audit“ and
parameters.account in [SAP_G-M]=logon.subject

Figure 11: Use case 3: account audit (rejected)

Basic ow:
- Policy Enforcement Point (PEP)
The PEP sends a message to the Policy Decision Point (PDiP)heiparameters:

Subject: AMeier; Action: credit.approve; Target: WFSVR_Aedit_no: 0815; date;
time
- Policy Decision Point (PDP)

The PDP analyzes Action and Target and identi es the comegdimg Policy Objects to
be evaluated:

Organisation System: PO5 must be ful lled; Banking work owssem: PO30 must be
ful lled.

- Policy Decision Components (PDC)
The PDCs that handle PO5 and PO30 are addressed to check tiie que

PO5 is approved. Mr. Anton Meier of the credit departmentutharized to act on the
Organisation System within the speci ed time frame.

PO30 is denied because the Policy Rule prevents a creditseguigalization and ap-
proval by the same subject (Separation of Duty). To detestabn ict, the PDCs have
had access to the work ow history information provided bg thork ow system Context
Information Provider (CIP).

- Policy Decision Point (PDP)

The PDP evaluates the results of the policy objects andnetine nal access decision
result to the Policy Enforcement Point (PEP).
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Target:WFSVR_A;credit_no.=0815;:tue08/21/2007;10.50h

g D

‘ PDP: ‘

Target=WFSVR_A and Action=credit.*
PO5 and PO30 must be fulfilled

PC2: Organisation System ]
PO5: Company_X ]

Rules: sys.weekday in [mon-wed] and ok
sys.hour in [9-15] and org.department=“Credit*

[ PC4: Banking Workflow
| PO30: Standard Credit - SOD

Rules: logon.action=“credit.approval“ and
parameters.value<=“100.000“ and
workflow.Process[parameters.credit_no.].
step[init].submitter!=logon.subject

( 0815 AMeier | 08/21/2007 | 09:58 init |
| 0815 approval |
| 0815 control |

Figure 12: Use case 3: credit approval (rejected)

21



3 Policy Component Design

This section describes the components of the ORKA ENFORCEmySeme components will
match system services in the deployment, other componeaistarfaces to be implemented
by integrators that connect legacy systems to an ORKA enwie.

For each component, its internal design and interactioh etiter components is being shown.

3.1 System Architecture

The Policy Enforcement Point (PEP) communicates direcily whe Policy Decision Point
(PDP) and calls it each time a policy decision is to be made.

The Policy Administration Point (PAP) is connected to thédydecision Point (PDP) via the
Policy Storage Service (PSS).

The Policy Decision Point (PDP) works with the Context Infation Service (CIS) that con-

tains multiple Context Information Providers (CIPs) to mtg context information needed dur-
ing evaluation of Policy Objects (POs). Other informatiequired may be retrieved from the
Policy Storage Service (PSS).

Administration

LI

Figure 13: ORKA System Components

3.1.1 De nitions

This section de nes the terms that are used in other chapféhés document. Commonly used
terms like Policy Enforcement Point (PEP) are further exkdrand it will be explained how
they will be used in the ORKA project.

- Policy Enforcement Point (PEP)

Sends permission queries related to a subject to the Poécision Point (PDP). Param-
eters like 'subject’, 'action' and 'target’ are delivered @arameter context to the PDP.
Additionally, the PEP provides business context infororathat the PDP needs to make
the access decision (context push operation).
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Policy Decision Point (PDP)

Contains different Policy Decision Components (PDC) impletingrPolicy Classes (PC)
and handling Policy Objects (PO).

The PDP uses the 'target' and 'action' parameters in theexdmneceived by the PEP to
decide which Policy Objects have to be evaluated to get agsaatecision. It sends the
parameter context to the Policy Objects to decide if the scgeery is to be approved or
rejected. The PDP will then send the decision result backed”EP.

Policy Decision Component (PDC)

Technical implementation of a Policy Class (PC). In generBID& is a software library
that is used for evaluating Policy Objects.

Policy Class (PC)

De nes the Policy De nition Language for special businesses, e.g. the syntax and
semantic of language constructs. Examples for Policy Céemse'Windows File System’
or 'SAP ERP".

The policy language used in the ORKA project will be de nedhe SPEC project area.
Policy Object (PO)

Each Policy Object contains Policy Rules that are used to nagkess decisions. It
belongs to a Policy Class that de nes the syntax and semafif@aule language.

In a simple way, a rule may be de ned as a key, which is the nahaecontext variable,
followed by an operator (examples: =, <>, >), followed by &eawhich is the value of
a context variable). This rule representation will be usé@tiwthis document. The real
policy languages will be de ned in the SPEC area of the ORKAgxD

During evaluation of the rules, the context variable namésbe& sent to the Context
Information Service (CIS), which returns the value(s) oftadables (context pull oper-
ation). Other values of the context variables may be dedaday the Policy Enforcement
Point (context push operation). So each Policy Object careve any intrinsic and busi-
ness context information by push and pull operations.

Policy Rule
Each Policy Object (PO) contains multiple Policy Rules.
Context Variable

Names of variables that can be used within Policy Rules. The names are de ned by
a Context Information Class (CIC).

Context Information Class (CIC)

De nes the syntax of context variables. Each CIC has a unigueenand provides vari-
able keys the may be used in Policy Rules. Example: the intridsntext Information
Class 'System’ provides the context variables ‘'date’ anahéi.

Example Context Information Classes may be: Logon, Sys, Rdexs) Orka, Organisa-
tion, Work ow.
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- Context Information Provider (CIP)

The Context Information Provider (CIP) is an implementatiéa €ontext Information
Class (CIC). Multiple CIPs may be used by a Policy Object (PO) toenee context
information.

Each CIP collects its information autonomously. There maitipie CIPs implementing
the same Context Information Class (CIC), but for differentagerservices (e.g. two
different LDAP directories providing organisational infieation).

A CIP may retrieve the context information from the host sys{e.g. system date and
time), from the Policy Storage Service (PSS) or from othgady systems connected to
ORKA.

- Context Information Service (CIS)

The Context Information Service (CIS) is an ORKA componenttiramanages Context
Information Providers (CIP). The CIS is used by Policy Obj¢PS) to resolve context
attribute references during evaluation of policy rules.

- Policy Storage Service (PSS)

The database storage used in the ORKA project. Policiess as®r other information
related to security features may be stored there.

- Policy Administration Point (PAP)

The Policy Administration Point (PAP) is used to manage &K®a related information
in the Policy Storage Service (PSS). All Policy Objects aadebdata can be created,
modi ed and deleted using administrative applications.

3.1.2 Entity Relationship Diagram

The following diagram ( gure 14) describes the entitiegenfiaces and their relationships of the
ORKA project.

3.2 Policy Enforcement Point (PEP)

The Policy Enforcement Point (PEP) is the interface betwberbusiness application and the
ORKA security system. The applications will send accesssitatirequests to the PEP which
forwards them to the Policy Decision Point (PDP). The PEPitawhe decision result and
returns it to the application.

Submitting an access decision request, the application pnagide the action to be taken, the
target at which the action is to be performed, and a list oiif®ss context information to be used
in the access decision. Using action and target, the PDRi ieletthe policy object selection
rule and therefore the policy objects used for the accessidac

The context information list contains business informatibat is required for the access de-
cision. As an example, it may contain the id of a running wank or information about a
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Figure 14: ENFORCE: Entity Relationship Diagram

customer being worked on. The exact context informatiow irs@n access decision depend on
the action taken and have to be de ned during development @RKA security policy.

Example: To be able to process an access request for the aCtistomer.Modifyan applica-
tion has to provide the name of the customer in the contegrtimdition, as each sales clerk is
responsible for customers within a certain alphabetic namge.

If the application does not provide enough business comtéatmation, the access decision
request will be rejected due to an incomplete request.

3.2.1 Component design

The Policy Enforcement Point (PEP) is a passive system coamgomplemented as a library.
ORKA-enabled applications use functions provided by the HiRry if they need to perform
access decisions.

Policy EnforcementInterface

+logon()
+logoff()
+performAccessDecision(target, action, contextAttributes)

Figure 15: Policy Enforcement Interface

Thelogon() function will be called by business applications to estbh connection with the
ORKA system. The application provides the name of the useagrassword as credential.
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Thelogoff() function is to be called by the business application if theemnt user stops working
with it. The subject identi er obtained during logon will levalidated so that it cannot be used
again.

The performAccessDecisionfiinction will be called to enforce access protection. Theliap
cation needs to provide a target identi er, an action to bégomed by the application and a
set of business context information. The request will bevéwded to the Policy Decision Point
(PDP) and will result in one of the return codes below:

- invalid or incomplete request

The request is invalid or required business context infoionas missing.
- access granted

The application is allowed to perform the requested access.
- access denied

The application must not perform the requested accessfadt iallowed by the system
policy.

- access decision failure (temporarily)

The application must not perform the requested action aadbess decision could not be
performed due to a failure. It may re-submit the request atex ktage of the process.

- access decision failure (permanent)

The application must not perform the requested action aadbess decision could not be
performed due to a permanent system failure.

Other interface functions may be de ned during implementabf the ORKA prototype.

The interface may be implemented by different means. WitenORKA project, a standalone
version will be implemented as a statically of dynamicailhkéd library that can be used from
arbitrary applications. Additionally, a wrapper moduldlwe developed to integrate the inter-
face with the jBPM work ow management system.

3.2.2 Interactions with other components

The PEP implements tHeolicyEnforcementinterfac&hich provides the application functions
needed to perform access decisions. This interface is ysaddications if an access decision
is required ( gure 16).

The PEP itself uses thiccessDecisionInterfaaaf the Policy Decision Point (PDP) and for-
wards all access requests to the PDP. The PEP is resportsdild the subject identi er of the
user to all requests (the subject identi er, which is a cogpaphically secure item that cannot
be forged, is obtained during user logon).
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O <<interface>> <<service>>
l User Interface Business Application Service
User
<<interface>> <<service>>
Policy Enforcement Interface Policy Enforcement Point

Figure 16: Policy Enforcement component Interfaces

3.3 Policy Decision Point (PDP)

The Policy Decision Point (PDP) is the main component of tlRK®@ security systems. All
access decision requests will be handled by the PDP.

In general, an access decision process will have the fatipwsieps:
- identify policy objects

The PDP uses target and action from the access request tbenalticy object selection
rule that de nes all policy objects to be queried.

- forward access request to policy objects

The PDP will forward the access request to the Policy Degi€iomponent (PDC), eval-
uating each policy object de ned in the selection rule.

- collect policy object decision result

The PDP collects the decision result values of the policedisjand computes a global
access decision result.

- return access decision result
The PDP returns the global access decision result to the PEP.

During the access decision sequence, the PDP creates@yéiténts for further investigation
by security auditors.

3.3.1 Component design

The Policy Decision Point (PDP) is an active system compbimplemented as a network
service.

The PolicyDecisioninterfac@rovides mainly the same operations asPoécyEnforcementin-
terfaceof the Policy Enforcement Point (PEP). Thabjectparameter is a cryptographically
secure item that will be created by the PDP after successjoh and returned to the PEP. The
PEP needs to provide the subject identi er to the PDP each éimaccess decision is requested.

Other interface functions may be de ned during implemeantabf the ORKA prototype.
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PolicyDecisionInterface

+logon()
+logoff(subject)
+performAccessDecision(subject, target, action, contextAttributes)

Figure 17: Policy Decision Interface

3.3.2 Interactions with other components

The PDP implements thBolicyDecisioninterfacavhich provides the application functions
needed to perform access decisions. This interface is ugdidebPolicy Enforcement Point
(PEP) if an access decision is required ( gure 18).

<<service>>
Policy Decision Point

<<service>> <<interface>> <<library>>
Policy Enforcement Point Access Decision Interface Policy Decision Components

<<library>>

g Policy Object Selector

\

<<interface>> <<interface>>

Policy Storage Interface Context Information Interface
<<service>> <<service>>

Policy Storage Service Context Information Service

Figure 18: Policy Decision Component Interfaces

The PDP uses thBolicyStoragelnterfacef the Policy Storage Service (PSS) to read policy
information from the repository, such as policy objects agdr information.

The PDP and the Policy Decision Components (PDC) as PDP suloc@nis use th€ontex-
tinformationinterfaceo read context information values from the system enviremm

3.4 Policy Storage Service (PSS)

The Policy Storage Service (PSS) is a database servicenfatination related to the ORKA
security policies and master data is stored in the PSS.

3.4.1 Component design

The Policy Storage Service (PSS) is an active system compam@lemented as a network
service. It uses a database to store and retrieve policyniafioon and will be developed as a
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thin, object-oriented wrapper around the database store.

The PSS manages all information that can be speci ed in an OR&Grity policy, e.g. policy
objects, users, and roles. It is a central component thagad by other ORKA services for
communication and data exchange.

The PolicyStoragelnterfac@rovides a secure interface for managing ORKA policy busines
objects.

As the policy data model relies on the ORKA policy languagechtis in development, the
data model will be developed in work package 5.3 after thé&iestto be stored have been
de ned. The entities will be de ned according to the poli@nuage de nition developed in
work package 2.4. The interface functions will be designether in the project.

3.4.2 Interactions with other components

The PSS implements thiolicyStoragelnterfacerhich provides the application functions needed
to store and retrieve policy information. This interfaceuged by the Policy Decision Point
(PDP) to perform access decisions and by the Policy Adnnatish Point (PAP) to read and
write policy data ( gure 19).

<<service>> <<service>>
Policy Decision Point Policy Administration Point

<<interface>>
Policy Storage Interface

<<service>>
Policy Storage Service
<<service>>
Policy Repository

Figure 19: Policy Storage Component Interfaces
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3.5 Context Information Service (CIS)
The Context Information Service (CIS) is a manager compotmaticontrols Context Informa-
tion Providers (CIP) delivering context information for uséORKA policies.

If a policy object is evaluated in an access decision prodespieries the CIS if a context
attribute speci ed in a policy rule needs to be resolved sovdlue. The CIS identi es the CIP
responsible for the context attribute and forwards the estjto the CIP.

A CIP may retrieve the context information from the host sys{e.g. system date and time),
from the Policy Storage Service (PSS) (e.g. ORKA master degardles or permissions), or
from other legacy systems connected to ORKA.

3.5.1 Component design
The Context Information Service (CIS) is an active system comept implemented as a net-
work service.

The CIS manages an arbitrary set of Context Information Pessi@CIP), each one delivering
context information of a speci ¢ Context Information Class GJl

If a context attribute value is queried, the CIS identi es @I® that is responsible and forwards
the request to it. The CIS waits for the returned value andgsasback to the caller.

A CIP may cache context attribute values if appropriate toicedts response times.

The ContextInformationinterfacepeci es the function supported by the CIS. This interface
and the relate@€ontextinformationProvideinterface will be de ned in work package 5.3. The
interface functions will be designed further in the project

3.5.2 Interactions with other components
The CIS implements th€ontextinformationinterfacevhich provides the application functions
needed to query context attribute information. This irsteefis used by policy objects within

the PDC on policy rule evaluation and by the Policy Admiragtn Point (PAP) during policy
management ( gure 20).

4 Policy Component Environment

This chapter describes the integration of the ORKA ENFORCE aoapts with other compo-
nents.

4.1 Policy Administration Integration

The Policy Administration Point (PAP) is used by securitynagers to de ne and modify
ORKA security policies and all associated data. It will be lempented as an ORKA business
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<<service>> <<service>>
Policy Decision Point Policy Administration Point

<<interface>>
Context Information Interface

<<service>>
Context Information Service

Figure 20: Context Information Component Interfaces

application, using the ENFORCE mechanisms for controllingeas to the policy repository.
The Policy Storage Service (PSS), which controls the pakppsitory, is the communication
hub between the PAP and other ORKA components (Figure 21).PARetherefore serves as
an example how applications may be implemented, takingafilMantage of ORKA security
features.

Using the Context Information Service (CIS), a policy adnthaitor has access to context in-
formation in realtime.

The Policy Administration Point (PAP) will be designed in ORMvork packages 5.3 and 5.4.

<<service>>
Policy Enforcement Point

<<interface>>
Access Decision Interface

<<service>>
Policy Decision Point

<<interface>> <<interface>>
Policy Storage Interface Context Information Interface

<<service>> <<service>>
Policy Storage Service Context Information Service
<<service>>
Policy Repository

Figure 21: Policy Administration Component Interfaces
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4.2 Work ow Context Information Service

Work ow technology improves things not only by managing tbes of work but also by digi-
tizing the information, thereby making the process as aatethand paperless as possible. This
approach helped speed up processes, such as insurancéalaiimg. The Work ow Man-
agement Coalition (WfMC) has published a work ow reference mlpghown in Figure 22, as
well a a set of various interfaces for part of this work ow aitecture [Hol95].

In general a work ow management system or enactment seovices a process description that
must be followed during the process execution and a relatéil @ata storing all related process
information, such as activity histories and processed. ddtimnans interact with the enactment
service via their individual work ow client application &t hosts their task list. Applications
are either invoked directly by the enactment service in seofmautomatic tasks or by humans
via the task list in case of manual tasks. Dedicated admatish tools and external interfaces
allow the monitoring and interaction with external sergieed administrators (cf. Figure 22).

Based on the banking example process given in Section 1 areldated authorization require-
ments contextual process instance information is necgssaupport the required ne-grained
authorization enforcement. Therefore, in what follows vegelop the concepts to integrate a
context information service for a work ow management systeBy the end of section we it
will be laid out how policy enforcement, policy decision,darelated requesting of contextual
work ow information are integrated into the a general tak@ation sequence.

Process
Defintiion Tool

3

Workflow Enactement Service
Administration & ‘ Process Definition D External
Manitering  —OH Worlkflow HO— Enactement
Tools ( Audi Data > Engine Service
Workflow Clisnt C Invoked
Application Applications

Figure 22: WfMC Reference Model [Hol95]

4.2.1 Human Task Assignment

Human activities or tasks play an important role in the afeaark ow management. A ded-
icated service is called whenever an human must be involvgeiforming manual activities
in the context of a work ow, for instance signing an insurardaim. In this case, the ded-
icated enactment service assigns a task to a quali ed ustrins of organisational role or
capabilities, by querying a task assignment handler. Téleitaadded to the user's work list.
The information is stored in an database used for auditifg Work list user-interface is feed
with the updated data from the work list. A user invokes thgliaption related to the assigned
task in order to perform his duty by selecting the task from tiask list. When the task is
completed this information is propagated back to the enatreervice that now advances the
overall work ow. This discussed sequence is illustrateéigure 23.
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Il QueryTask() = Application

GetTaskDetaill) [
Claim()
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Figure 23: General Worklist Population

4.2.2 Enforcing Human Task Policies

As indicated by the banking example process taken from tee studies discussed in work
package 1.1, a primary concern of ORKA is the support for makged access control in the
context of human-centric processes or work ows. This mean®rk ow management system
must guarantee that all assigned tasks do not violate amy speecurity policies. Therefore,
a policy enforcement point must be integrated into the taskgament handler. Before a task
assignment takes place the policy enforcement point mustutbthe ORKA policy decision
point in order to get the set of potential owners of a task.

In Section 2.4 a generic access decision sequence is giensdquence outlines that request-
related contextual information must be passed along fraptilicy enforcement point to the
policy decision point or queried by a corresponding poliegidion component. This contex-
tual data is related to the current access request, fomiostdne insurance amount, the client
data, and other process related data. This informationdessary to support dynamic types
of separation of duty policies that are related to recenésEcontrol decisions, case data, or
system state. Meaning that speci c tasks performed by desinger or a group of users in the
current process or an related one prevent the assignmespeftac tasks to this dedicated user
or group of users in order to prevent potential fraudulethiavéor. Referring to Figure 23 the
audit database stores all the information about activgeEr$ormed by users in recent process
steps and related processes along with their correspomdisg data. An extended sequence
diagram is shown in Figure 24 adding a PEP and PDP to the ¢ypeallation of the task list
of potential owners.

Task
E,"s—‘lﬂ,'i]‘e—“ Assignment PEP PDP Workdst
e Handlar
call(y _ |
H == ol _— Audit DB Warklist GUI
Hurman ssumed Role Gat Potantial
Task ]
| |
| - Assign) ] Invoked
- Refrashi) ol ..
| = QuenyTask) ——
| * GoTaskDeial] |
Result j | o] Claim()
- omplete()
i - Complata() -
Completel) DRy e | ~ e R
L. Completel) | S abii e f --------------- A ’]f J

Figure 24 Policy-Based Worklist Population

33



By adding the policy component, tasks can only be assigneddcswhose assignment does
not violate any kind of static separation or binding of dutguirements. Nevertheless, there
might be the possibility of race conditions, meaning tha ttusome parallel execution of tasks
(cf. Figure 25) two task that can be initially assigned toshene person's task list can not be
claimed both by the same user, once one of the tasks is claithezh a situation is commonly
referred to as dynamic separation of duty, thus the othkmtasst be removed from the task list
of the claiming person. Such a behavior is much more exildmpared to a static separation
of duty solution in which case each parallel branch of a work must be sequentialized prior
to the calculation of the potential owners and their work fispulation. Thus, the process
behavior re ects more the original concepts of the busimeesess expert (e.g. overall process
performance).

Role X

Figure 25: Parallel Task Example

This behavior is shown in Figure 26. In this scenario the PEPonsulted by the worklist
GUI to notify about the upcoming claiming of a task. The PERuests an updated list of
potential owners of all initialized tasks (i.e., all taskatare ready to be executed according to
the process de nition) from the PDP to support dynamic safpan of duty constraints. In case
some potential owners must be updated for the initializekisgathe worklists and the according
entry in the audit database are updated. In the unlikelytéliaha claim request must be denied,
the nal application invocation by the worklist GUI can begpented by the PEP. In case the
claim is granted, the task claiming and task completion med in the audit database and the
application is called as usual.

Please note that different strategies for worklist popoitaaire imaginable. These approaches
will be discussed in detail in the course of the related ORKAlwmackage 1.6. There, the
adoption of the jBPM worklfow management system will be dgsmd in detail. Nevertheless,
the overall call sequence when a task is claimed is indepeicien the population strategy of
the worklist population.

Referring to Figure 1 the called application comes with itsxapplication layer policy en-
forcement point. Therefore, onces and application is ssfaly invoked from the worklist
GUI further policy enforcement is done by the applicatioyelaitself. The application layer
enforcement point must provide proper feedback to the wsirdUI in case access is denied.

4.2.3 Contextual Work ow Information

The banking process example de ned several authorizagunirements that are based on con-
textual information of a given work ow instance, for inst@which activities were performed
by whom. Therefore, based on the policy enforcement se@sepesented in the previous
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Figure 26: Updated Task Claiming

subsection, we discuss different types of contextual médron that can be obtained from a
work ow management system in order to get the list of potntwners and the nal access
decision to invoke an application. Especially, to suppgrtamic separation of duty constraints,
different types of contextual information are necessanytlie policy decision component to
come to a conclusion. The audit database provides most ofetbessary information and must
provide the following pieces of contextual information:

Case Handling Data:

This type of contextual information is related to the datat tls about to be processed
by the next task. For example the insurance amount relatad tasurance claim or any
other kind of process-based data ow. In a technologicdiifas case handling data refers
to the input values for the upcoming tasks. Case Handling Bataed for instance to
support policies, such ag&Very insurance claim worth more than 100.000 Euro must be
approved by a Managér

Intra-Instance Activity History:

In order to perform dynamic separation of duty security @es some kind of process
miner must select the set of recent activities or the lifetoh already activated tasks of
a set of potential owners in order to determine which usepieable to be assigned to
an upcoming task or a potential escalation (e.g. imminesit teeadline) from the audit
database. This allows to support the evaluation of poligash as A Clerk identifying
the current Customer is not allowed to perform the task of tatimee same Customer
internally”.

Inter-Instance Activity History:

In order to suppor€Chinese-Wallike policies is it also important to provide historic data
that is not related to the current considered task and pspbesrather related to any per-
formed activity of a speci c user or group of users in the @xtiof a speci ¢ data set. For
instance only the medicating physician is allowed to actiesgatient data. Therefore,
“A physician not treating this patient is not allowed to acaisspatient record:

Process De nition Data:
The de ned control- and data- ow that comes with a processidien provides valu-
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able contextual information for the design-time of authation policies. This allows
to query at design-time all potential tasks and relatediegipbns of a given user role
or single user. It also allows to simulate the process behawia testing environment,
potentially preventing a disruption in a productive enuimeent, by revealing potential re-
source shortage or policy implicated deadlock situatiorthé process control- ow. The
control- ow data is not needed at runtime, because at thigesthe ordering of events, ex-
plicitly de ned by the control- ow, is enforced by the enawént service of the work ow
management system itself.

This list is bounded to the contextual information that cardbrived from a work ow manage-

ment system. Authentication-based information, such aslils users roles, and other related
organisational information must not be provided by the tiddtabase or process de nitions.
The same goes for system state information, such as cuimneatar date. Such contextual
information must be queried by other dedicated policy desisomponents and contextual
information providers.

Figure 27 depicts the extension of the policy decision psedey querying a dedicated con-
text information service as it was introduced in the presisaction. The context information
service is connected to the audit database of the work owagament system and its vendor
speci c tailored context information provider (not degdtin Figure??), while exposing an
uni ed context information interface. The policy decisiecomponent may request contextual
information via the context information service that asessthe affected context information
provider.
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Figure 27: Context Enriched Task Assignment

4.2.4 \Work ow de nition

According to [Hol95] the work ow de nition de nes the elen@s that make up a work ow.

It contains de nitions or declarations, respectively, tartomatic tasks, manual tasks, and re-
lated application, and process relevant data entitiesddiitian, attributes may be speci ed for
administration relevant data like author and version; ordmtime relevant data like priority.

Typically, work ow de nitions are persisted in terms of sittured documents, such as XML
documents. Well structured documents stored in a le or tleenory allow the parsing, query-
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ing, and modi cation of document content and properties. Ajon drawback is an increased
memory consumption and computation time, due to the numbsiractural and descriptive
elements. A trivial example jPDLprocess de nition is given in Figure 28. This small exam-
ple describes a simple sequence. More complex work ow denss also contain information
about potential owners, invokable applications, relatgaii parameters, and routing informa-
tion.

? State Start
From Start- <process-definition>
to-5 <start-state>

<transition to='s'/>

é State S ey </start-state>

<state name='s">

From S-to- <transition to='end'/>
End </state>
é <end-state name='end'/>
State End </process-definition=>

Figure 28: JPDL Process De nition Example

Excursion:

Besides the usage of the process de nition at policy desige tthe de nition and the de ned
sequences of tasks could be used for the determination aforal ordering of claimed tasks
in cases where the control- ow is not explicitly enforced aywork ow enactment service.
For instance consider a loosely coupled, event-driverreniient, where applications provide
listeners that wait for a speci c event on a message bus irrdalinvoke the application. An
event interceptor could be used to suppress events untibileeabout to be processed, based on
a related process de nition. Another aspect, where thegs®cle nition is used as contextual
information for the policy decision component, could be phecalculation of upcoming access
requests in order to speed up the decision performancererdiitical work ow executions.

To provide contextual information in terms of process déams, another context information
provider should be used, because typically process demstiare not stored along the general
audit data and generally only used at policy design-time.

5 Scenario Implementation Environment

Based on the banking example process presented in Sectiartieambstract component design
presented in Section 4 we now discuss the design of an emv@onimplementing the scenario
process.

This environment can be divided into three major sectiohsKigure 29). The enactment and
coordination of the example banking business processuatsitl in the business process layer.
Based on the related process de nition, a work ow managensgstem is coordinating the
process execution. To be precise, this means that in tertaskd, where human participation
is necessary (in our case in all given tasks), an user imterégpresented to the user that contains
case speci c data (e.qg., the entered customer master diatjdition, if decisions are necessary
or additional information must be recorded for this prodastance, data inserted into the user

1Java Process De nition Language
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interface must be propagated to the application logic imgletation in order to be processed
and persisted. In our layered model this is done on the agifitlayer. The business logic is
exposed as dedicated service interfaces. The couplingelketgervices and the user interfaces
Is realized by the process layer as indicated by Figure 2®réfbre, the process layer is the
central unit of coordination. This layering is related te iodel-View-Controller paradigm.

5.1 Revisited Banking Process

As indicated by Figure 29, human activities are related tingarface through which an user
interacts with the entity which implements the businessclog hus, data is presented to the
user based on tables and forms. In the same manner, datartethsto a form and then prop-
agated to the implementing service to be processed andualigmnpersisted. If the interaction
is completed the overall business process advances iitsatd the next interaction interface
is presented to the user if necessary. Figure 29 also vissalhe dependencies between the

different layers.
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In what follows we describe the concepts of the utilized texdbgies for the three layers. For
the uppermost layer we use a portlet-based worklist andfate concept, deployed in a jBoss
Portal. Hence, the jBoss Portal and its contained portletesent the user interfaces. We utilize
the jBPM Process Engine for implementing the Business Layeih,Bbe process engine and
the portal service are deployed and run in a JBoss applica¢iorer container. Referring to the
ORKA overview architecture (cf. Figure 30) the JBoss applicetis situated in the application
layer. Both, the portal system and the work ow managemertesysare deployed in their own
application container on the jBoss application server, Wigcituated on the application layer.
In the course of the ORKA project, all applications, impleiag parts of the banking process'
business logic, will be deployed on this application server

jBoss Portal

-- User Interface Layer --

JBPM Process Engine

-- Business Layer --

-- Application Layer --

jBoss Application Server

Figure 30: Layer Mapping

5.2 Application Layer

The application layer provides platform independent serdiescriptions, Enterprise Java Beans,
encapsulating small parts of business logic or hosts wieglady applications. Enterprise Java
Beans expose their methods as Web Services by utilizing JAR-RPthe same sense, legacy
applications expose their functionality as Web Services.tke discovery of exposed services,
an adapter directory allows the registration and queryindeployed services. On J2EE, this
might be the JAVA Naming and Directory Interface (JNDI).

This layer is also responsible for the runtime message rtiedibetween the different underly-
ing services, applications, and the user interfaces. Tvee Ni@ssaging Infrastructure (JMI) is
used for the reliable communication between enterprisecgebeans. To enable the communi-
cation between the graphical user interface, displayedhemportal server, JBoss Seam is used
to unify and integrate the different technologies, suchsg&hronous Java Script(AJAX), Java
Server Faces(JSF), Enterprise Java Beans(EJB3), Javas$)@mle Business Process Manage-
ment.
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5.3 Business Layer

On this layer a work ow management system controls the grsgion and life cycle of work-
ows. A work ow is a series of steps, and the job of the work oengine is to run through
the steps. A work ow engine is highly event-driven, meanthgt it spends much of its time
waiting for a stimulus to awaken. At this point it performsardt of activity before returning
to sleep in anticipation of the next event [Hav05]. Incomawgnts, such as the completion
of a user task, modify the state of the overall work ow. Eathis change is accompanied by
forwarding message from the Business layer to the Applindager routing the messages to
the underlying service endpoints that implement the bgsimaesk. The outcome of the service
invocation and interaction is mediated back to the Proag land the User Interface Layer,
resulting into a state change of the according work ow basethe message feedback.

The jJBPM process engine executes de ned process actionsitairas process state, and logs
all process events. The main components of the processesaggr(cf. Figure 31):

Request Handler: It intercepts the client's task claiming requests and fodsahem to the
task assignment manager.

State Management: Process states can be stored in a database system to restuaeeecon-
sumption for long running processes. Hence, the processititen, execution informa-
tion, process variables,tasks, process state, and logeesisted in a database system.

Task Assignment Manager: It keeps track of all assigned tasks to system entitiesyiitaals,
or groups.

Log Management: This module tracks audit data and reports process statgebaturing the
execution.

Process De nition Loader: This module loads a process de nition into the process engimd
instantiates the corresponding classes of the jBPM engine.

Process Execution Servicelt calls de ned services, such as exposed services by enltzpd
Java objects or legacy application functionality.

R Process jBPM Process Engine
() Attributes
Process Client Loaded Deplay Definition Process
User IE Process Loader w

\/ [ Instanciate
R ; E 't S _l N
; equest xecution & Action
Directory -OH : L) _
i Handler Sarvice < Handler /l
Task Assignment ] |

A
e e P
Process
Monitor

Log Manager State Manager

Figure 31: jBPM Overview

A process de nition contains manual user activities. Eactivdy may contain zero or more
tasks. Tasks are a static description part of the processta®. At runtime, tasks result in the
creation of task instances. A task instance correspondsd@ntry in a subject's task list. The
task assignment handler calculates the responsible $titwjectask and push it in the user's task
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list. Or alternatively, a task can be assigned to a pool ofsugag., sharing a common role).
In this case, each user in the pool can pull the task and puits personal task list. A pool is
equivalent to an organizational role. Hierarchal poolshsas necessary for role hierarchies are
not supported by jBPM.

jBPM's assignment handler can be extended by various acosgsotsensitive functionality.
Therefore, it is possible to insert some callback functibpao a policy decision point. A
process context and audit data is available during tasgrassnt.

For the identity management of users, groups, and permissjBPM includes an optional
identity component that can be replaced by a company's oemtity data store. In our case we
will utilize the LDAP server that comes with the jBoss Portal & more sophisticated support
for organisational context information.

jBPM's auditing is used to keep track of the history of a pr@cesecution. As the runtime
data of a process execution changes, all modi cations amedtin the database. There are
various use cases, e.g. process logging information, psdastory by participants of a process
execution, or undo functionality. Since the logs contalrstdte changes, a previous state can
be recreated in case of a serious exception or error.

5.4 User Interface Layer

Human interaction takes place on the User Interface laBesg Portal runs on this layer and is a
central application providing human participation cafiaés in a business process. Therefore,
the portal manages a worklist portlet, driven by the jBPM angthat coordinates human tasks.

Human users view and execute tasks in a user-friendly graptonsole designed for usability
and productivity. Whenever a user task is invoked a corredipgmmessage will be mediated to
the Business layer that further calls the underlying serthoeugh the Application layer. If the
service requires interaction with the human user, the ses/graphical user interface (e.g. JSP,
JSF, Spring, Grails) is displayed within the portal as a spuwtlet.

According to the Java Portlet Speci cation [SDNO7, AHO3partlet is web component based
on Java very similar to a servlet, but in contrast portletg provide a markup fragment, rather
than a complete web document. It is capable of processingests| and generating dynamic
content and is part of as a plugable user interface comp@sgpdrt of a portal. With respect to
the MVC-Paradign#, a portlet represents the view to system information wittamy applica-
tion logic.

The dynamic content is based on typical web-based techieslaguch as HTML or XHTML. A
web client may interact with a portlet by request/responséopols implemented by the portal
itself that are forwarded to the portlet container hosting affected portlet. The generated
content of a portlet may vary depending on the speci ed usergurations for each portlet.
A portlet container runs portlets and provides them withréguired runtime environment and
manages their lifecycle.

In the case of a portlet access request, the portal invokgsattilet through the portlet container.
Therefore, the portal determines the list of portlets tlegithto be executed to satisfy the request.

2Model-View-Controller
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The portal creates the portal page with the portal fragmgeterated by the portlets that is
returned to the client application, e.g. a web browser. Apgtnoverview is depicted in Figure
32. For a detailed description of portlets and portals @dasl free to refer to the JSR 168
speci cation [SDNO7].
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Figure 32: Portal Page Structure

5.5 Policy Decision and Enforcement

Having discussed the different utilized jBoss applicatitorsthe various layers of the ORKA
stack we now give a detailed, but still abstract overviewutlibe ORKA layer that is used
to later implement the described banking scenario procéf&semphasise on the connection
between the previously isolated components.

According to Figure 33, it should be noticed that the taskgassent handler of JBPM is pop-
ulating a personalized user worklist as a portlet in the sanfthe portal. Whenever the user
selects a task from the work list the request is propagatéidetoelated action handler, which
invokes or creates the related EJB instance via a bean paxcy bean comes with a dedicates
interface described as a Java Server Face, which is bgsacaH TML template rendered by the
portal server. Entered data is send through the portal serntbe business logic implementing
EJB, processed, and stored. If the processing was succeabsfidngine is informed and can
now change the state of the current process in order tolinéithe next activity.

Having omitted any policy enforcement, decision, or conpervisioning, Figure 34 depicts an
extended version of the ORKA architecture by policy enforertipoints and dedicated context
information provider that are necessary to implement tremgte banking scenario discussed
in Section 1.

Figure 34 contains four different context information potar:

Portal Server Context Information Provider:

The jBoss portal keeps track of the user session data of egghddn user in terms of so
called session data. This session data contains all clyrr@rdilable information about
the user, such as user id and application speci ¢ data thatriently displayed in a user
form, that is going to be rendered, or that is going to be sendnd EJB for further

processing.

42



Figure 33: ORKA' jBoss Stack

Identity Manager Context Information Provider:

jBoss Portal provides an integration of the OpenDS LDAP sereind could be used to
guery organisation data, such as role, departments andretheed information. Please
note, that it is not yet agreed on utilizing OpenDS as an LD&pbsitory or any similar
product.

The Process De nition Loader CIP:

It provides information about the various deployed progessdels and could be queried
at policy design-time to de ne task-based authorizatiolges or even ne-grained sep-
aration and binding of duty policies based on task execttistories.

Log Manager Context Information Provider:

The Log Manager keeps track of every state change and thalbpercess progression
and handled data objects. It provides runtime speci ¢ amddrmation used to support
the decisioning about dynamic separation and binding of dalicies at runtime.

Besides the necessary context information provider the ORKAi@cture is secured by placing
three policy enforcement points on three strategic posstio

Task Assignment Policy Enforcement Point:

Traditionally, task assignment is based on role evaluafforsupport ne-grained access
control additional contextual information must be consédieto propose tasks or assign
task only to users that currently do not violate any auttadian policy when performing
this task. On the other hand this PEP also protects for unam#d task invocation based
on some race conditions. Meaning, due to some recent chartige process state, a task
must be revoked from the worklists, but in case the user ddhm task before it was
revoked from the worklist, we must still make sure this taak not be invoked.
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Portal Server Policy Enforcement Point:

The portal represents a central work place for interactntheé context of the business
process. Meaning, the different JSF are accessed by thal,dortinstance by clicking
on a navigation link. In some scenarios, such as cross@ijgiag it might be possible
to modify the referenced navigation points. This could leahvoke JSF pages or query
data based on SQL injection that is not supposed to be pegfbing the current user.
Therefore, the portal server's PEP protects against suaesios by querying the PDP to
verify the authorization of a requested page load or datayiee

EJB Proxy Policy Enforcement Point:

The enforcement point located at the EJB proxy protectsagtie EJB invocation over
the network directly without requesting access via the wistk Therefore, every EJB
call, independently of its origination is validated agaitne deployed authorization poli-
cies.

Figure 34: ORKAs PEPs and CIPS
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Figure 35: ORKAs PDCs and their CIPs

The previously discussed PEP and CIP extended architeatuteed the policy decision com-
ponent and the context information services. These compsrage independently deployed
along the other applications on the application layer aedetffore are situated on the applica-
tion level. Whenever a policy decision request is triggergaibe of the policy enforcement
points the PDP forwards the request to the affected decmiomponents (PDCs) (cf. Figure
35). The PDP keeps a reference repository to all known coiméxrmation services. When
a context information is needed for an policy evaluationridated PDC request it from the
responsible CIS. The context information service than gsdhie context information provider.

Please note that the CIS is also consulted by the policy adtration point, therefore, it is not
an PDP exclusive component and should be considered as epeindent service utilized by
both the PAP at policy design-time and the PDP(PDC) at policyime enforcement.

6 Conclusion

In this work package, the ORKA policy enforcement architeetuas been de ned. The main
components Policy Enforcement Point (PEP) and Policy DatiBoint (PDP) have been de-
signed with their interfaces to the other supporting conamis Policy Storage Service (PSS)
and Context Information Service (CIS).

In general, all access decision requests, originating in 8RKabled business applications,
will be passed to the PEP that forwards them to the PDP. TheltRB®the mandatory attributes
targetandactionfrom the request to identify the policy objects that are oesible to decide if
the access request is to be granted or denied. Processirggtnest, the policy objects use the
CIS and PSS to evaluate the policy rules stored within. Afterdecision has been made, the
result will be returned to the calling application.

Certain attention has been put on the design of the ORKA pelaig their integration into the
enforcement model. Aomposite policyhas been de ned, containing arbitrgoplicy classes
Each policy class implements a subset of the ORKA policy laggude ned in work package
2.4. For each class, policy objects can be de ned that shar@olicies for concrete information
systems.

A key feature of the ORKA policy model is supporting work owdnitectures and systems.
Within a work ow system, it must be sure that all tasks can Beosited successfully with-
out violating the system security policy. To support wonksystems in ORKA policies, a
specialized policy class will be de ned. This policy clasgports work ow-speci ¢ context
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information like case handling data, intra-instance agtivistories, inter-instance activity his-
tories, and process de nition data.

The policy class and policy object entities have been design support a modular policy
architecture, supporting advanced features for policynden, such as work ow context in-
formation. Work package 2.4 de nes the ORKA policy languagéer the language has been
speci ed, the information stored in policy classes and otgean be de ned.

Within this work package, the life cycle of policies, theiodi cation and evaluation has not
been de ned. To de ne the object life cycle, a policy admtragion model has to be designed.
This will be done in ORKA work package 5.3.

In Section 4, we discussed the sequence of work list populddr human activities and out-
lined how our proposed policy components are integratemtims sequence. In addition, we
discussed the potential set of contextual information a@gtdbed the information source to
get the necessary information.

In Section 5, we designed the overall ORKA architecture aeditilized jJBOSS applications,
such as the application server, the jBPM work ow managemsgstesn, and the jBoss Portal.
We discussed the most important components of each layerid&i ed the four different
context information provider necessary to enforce the régcrequirements of our example
banking process. We also showed how the ORKA PDP interacts thvit various CIPs via
dedicated context information services.

In the next ENFORCE work package 3.3 the component interfadebevfurther de ned and
a basic prototype architecture will be implemented.
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