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1 Introduction

This work package in the context areakgiforcedeals with a detailed analysis of some typical
and popular enterprise legacy applications. In order tarabégexisting system setups into an
ORKA enhanced system landscape.

The ORKA control architectures is designed to support vargystem landscapes and enter-
prise applications. Due to the unique features of ORKS’srigqoolicy expression language
OPL, authorisation policies based on different accessalbmibdels and concepts, such as role-
based access control, task-based access control, te@ah-desess control, time-based access
control, or the most generic one, attribute-based accegsotonodel, are supported by OPL.

In the case the ORKA architecture is introduced into an ens&scale system environment
old security configurations must be ported and translated@PL policies. Because it is un-
likely that system administrators want to recreate all gmigse-wide security configuration from
scratch we investigate in the course of this work packagesgmopular and wide-spread legacy
applications and analyse how far existing system configuraican be migrated and translated
into the ORKA architecture and it's OLP policies. Six reprasd¢ive legacy applications and
their utilized security technology and authorisation nsa@ge discussed and mapped onto the
OPL model of ORKA.

The rest of this document is structured as follows. In se@iave give an overview and analysis
of six different legacy applications and their security mies, namely SAP Web Application

Server, SAP BusinessByDesign, Mircosoft’s Active DirectaiossSX, Oracle Access Man-
ager, and general SOA security frameworks, implementieg\Ws-Policy and WS-Security

standard. In section 3 we provide an architectural coneepif an legacy policy migration

tool that is able to connect to these selected legacy apiplitsa queries parts of their security
configuration and translates them into OPL policies thatlmamleployed in an ORKA envi-

ronment. This work package concludes with a discussiontabeumplications of the legacy

system analysis for the prototype implementation of theonpong work package 3.10

2 Legacy System and Technology Analysis

In this section we will give a detailed description six diéfat legacy applications that are com-
mon in an enterprise-scale system landscape.

2.1 SAP Web Application Server

The SAP Web Application Sever (AS) is the major componenhefSAP NetWeaver stack. It
represents the application platform for all Java and ABA&Bda SAP applications, for instance
the SAP Portal. The AS enabled the migration from former nitn&AP applications into
service-oriented applications deployable in an enteg@esvice-oriented architecture.

While the Web AS is supporting two types of authorisation @mts for Java-based applications,
such as Java Authentication and authorisation Service $)/hd the SAP User Management
Engine (UME), we will focus in this section on the UME and th&-8ava stack. We will



describe the JASS concepts in the context of the JBoss applicerver in one of the following
sections that apply for both SAP AS-Java and JBossSX. Augaitbon concepts for the SAP AS-
ABAP have been discussed already in work package 3.1. ahdatitepeated in this section.
Parts of this documentation are taken from [SAPO5].

2.1.1 User Management Engine

Use Management within the SAP Web Application Server isqgraréd by the User Manage-
ment Engine (UME). UME user data is stored in one or more dawaces. Each type of data
source has its own persistence adapter in the UME. The @rsessmanager consults the persis-
tence adapters when creating, reading, writing, and se@ycdser management data (cf. Figure
1. Three different types of persistence adapters are stgapby SAP AS:

e Database, such as MaxDB
e Lightweight Directory Access Protocol (LDAP) directory
e SAP Systems based on Web Application Server 6.20

Application SAP Enterpise
Layer Portal

User Management

User Account

User AP D) Group AP} Role AP
) .| Replication
Persistence Manager Manager
[} L
- I ¥ 3
LDAP SAP R/3 Extneral
Database Directary System System

Data Sources

Figure 1. SAP R/3 User-Management Layers

The data repositories or persistence layers from which e management engine (UME)
retrieves user management data are referred to as dataesowéth the UME, the leverage
of existing user data repositories to the UME system infuastire by connecting to it using
configurable persistence adapters (cf. Figure 1).

The user management configuration can be used to define apdisetonnection to the various
user data sources, such as indicated by the screen shotureFig It is possible to setup
several data stores in parallel. Users can also be storeelvera different physical LDAP
directory servers, or in different branches of the same LId&Ectory server. It is also possible
to configure UME so that user data is read from an existingaratp directory, while new users
are written to the SAP NetWeaver Application Server (ASpJkatabase.

A persistence manager is responsible for reading the data d&r writing the data to the cor-
rect data source. The data source to which the persistencagaawrites is transparent to
applications using UME.



The configuration of the UME for the different data sourceetyps defined by the data source
configuration file. The data source configuration file is an XMé& that defines a configura-
tion for standard scenarios, such as storing standard asarida corporate LDAP directory
(directory service) and application-specific data in theJaga database.

User Management Configuration

PRI TS (DAPServer  SAPAASysiem  SecurtySetngs | Netificaton E-ail . DitsctEdking

| Data Soursa® | Res0-Only Sun ONE LDAP Servar (Fal Hewsichy) - Detanase W
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AP User ConNiguration
| Enabic SAP" user (f you disebis the SAPT vaer, entor o superuser [T and passwore bolow)
| superiser Hame
| superuser Pazzwora
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Figure 2: User Management Configuration

The data source(s) must be available for the AS to start. ThesAlependent on authentication
and authorisation information from the data source. If tiMBJis misconfigured or the data
source is not available on the network, the SAP AS can ndt Sthe UME can use the following
types of data sources:

e Database of the AS Java
e Directory service

e User management of the AS ABAP

2.1.2 Policy Model

Authorisations are enforced in the user management engii&} using permissions, actions,
and roles. Internally in their code, applications define Up#Emissions and use them for access
control. UME permissions are an implementation of Java ssions.

An action is a collection of permissions. Every applicataefines its own set of actions and
specifies the permissions assigned to the actions eithar XML file or dynamically in the
code. The actions appear in the user management admiiistcainsole, where they can be
grouped together into roles. UME Roles group together asticom one or more applications.
Roles area assigned to users or groups of users in the usegema@at administration console
to define user authorisations. There exists three difféygas of XML-file based specification
of permissions:

e Java Security Roles
The application developer defines and deploys securitg totgether with the J2EE appli-
cation he created in accordance with the J2EE specificalioa.deployment descriptors
for the role are included in the WAR file for Web modules or tARJile for EJB modules.

e UME Roles
UME consist of actions which are in turn collections of pessmns used for Web Dynpro
applications. UME actions are deployed with an applicatiod defined in a file called
actions.xml
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Figure 3: UME Role Concept

e Access Control Lists
ACLs limit access to individual objects. The portal is one laggpion that uses ACLs
to control access to objects on the AS Java. One example ofstlihe portal content
directory (PCD). The UME also provides APIs for maintaininGl4s on the AS Java.

2.1.3 Model Matching

In this subsection we describe the most important businggets of SAP AS and match them
with related entities of the OPL model. Therefore, we wdt ihe related business objects:

e User
The most important object used by the identity managemens Afthe business ob-
ject USER. User contains the technical information useddgoh and work in the SAP
system, for example, validity, role and profile assignmanis printer settings.

e Technical User
Technical user are created for system to system commuoricalih most cases applica-
tions create their own users for communication automayical

e User Attributes
User attributes contains various communication data, ssdelephone number, fax, e-
mail address, company assignment, and additional adda¢s$ar each user.

e Group
The group business object is used by the identity managementised to cluster individ-
ual USERS. There exists three default grousonymousauthenticatedadministrators
guests andeveryone Groups serve to create sets of users who have somethingnin co
mon, for example, users who work in the same department os wggo have similar
tasks in a company. Groups make it easier to manage usergx&mple, it is possible
to assign a role to a group instead of assigning the role to eser individually. This is
known as indirect role assignment.

e Virtual Group
Virtual groups are used to automatically assign users to Maaagement Engine (UME)
groups based on the value or values of a single USER attributee UME properties it
Is defined which attribute to use and which values are useatto §roups.



UME Role
These roles define a set of authorisations. By assigning aouggoup to a UME role,
the set of authorisations that the role defines to the assigser or group are granted.

Portal Roles

These roles define how content is grouped together and handisplayed in the SAP
NetWeaver Portal. By assigning a user or group to a portal iblis defined which
content that user or group sees in the portal. During assghnthe system checks the
Role Assigner permission to see if the administrator has thpep rights to assign the
role.

Permission

UME permissions are provided by the User Management EngiME) and extend the
possibilities provided by the J2EE security roles. Howgthezy are only supported when
using a programmatic approach.

One advantage for using UME permissions are that the adimatien is easier because it
consolidates permissions into actions. The administratoks with the actions and not
with all of the individual permissions.

Action
Actions are a consolidated collection of Permissions.
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Figure 4: OPL-SAP-UME-Mapping
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Referring to Figure 4 a mapping between OPL entities and SARE UBvitities is straight for-
ward. Groups and groups based on dynamic attributes arddtad into OPL Attribute entities
that are assigned to User entities. Users are mapped toQR&irequivalents. Similar UME
and Portals roles are translated into OPL roles. UME Acticars be represented by an OPL
policy. Each policy than contains the collection of UME P&sions. The resource specific
information necessary for OPL resources are extracted fih@t/ME permissions. The related
granted activity that is assigned to the affected resousceanslated into an OPL permission.

2.1.4 Interfaces

This section describes how to use the identity managemesat ARIs for managing users,
groups, and roles when using the User Management Engine jUdiEdentity management
with SAP systems.

The following functions can be performed on user, group anié objects using the identity
management APIs:

Creating objects

Modifying objects

Searching for objects

Deleting objects

The following Figure 5 shows a complete list of potential BARBIIs to access UME data:
Besides the ABAP based access by calling the listed BAPI iongf it is also possible to
access UME data by utilizing the JAVA APSAP UME SPMLThe Java-based APIs relate to
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Furpose

RFC Function

BAPI Method

Cbtain a list of users

BAPI_USER_GETLIST

USER.GetList{)

Cbtain information about users

BAPI_USER_GET DETAIL

USER. GetDetail()

Walue help BAPI_HELPVALUES GET Helpvalues. GetList{)
Create users BAPI_USER_CREATE1 USER. Create (]
Modify users BAPI USER CHANGE USER.Change()
Delete users BAPI_USER_DELETE USER Delete()
Set initial passwords BAPI_USER_CHANGE USER.Change()
Set a productive password SUSR _USER CHANGE Mone

PASSWORD _RFC
Lock users BAPI USER_LOCK USER Lock()

Unlock users

BAPI USER_UNLOCK

USER Unlock()

Obtain a list of companies

BAPl HELPVALUES GET

Helpvalues. GetList{)

Obtain information about a BAPI_ADDRESSORG_ AddressOrg. FindDetail()

company DETAIL

Medify address infermation of a BAPI_ADDEESSORG_ AddressOrg. Update()

company CHANGE

Obtain a list of roles PRGN_ROLE_GETLIST MNone

List role assignments BAPI USER GET DETAIL USER GetDetail{)

Assign roles BAPI_USER_ACTGROUPS_ USER ActgroupsAssign()
ASSIGN

Delete role assignments BAPI USER ACTGROUPS USER ActgroupsDelete()

DELETE

Obtain a list of profiles

BAPI_ HELPVALUES GET

Helpvalues GetList{)

List profile assignments

BAPI_USER_GET_DETAIL

USER. GetDetail{)

Assign profiles BAPI USER PROFILES USER FProfilesAssigny)
ASSIGN
Delete profile assignments BAPI_USER_PROFILES_ USER. ProfilesDelete()

DELETE

Figure 5: BAPIs and Function Modules Used for Identity Magragnt
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the SPML! protocol, in principal a simple request/response protémolCRUD-like activities
on the UME data sets. Following this approach two major cairds must be considered:

e SAP role objects cannot be created or deleted

e Only certain ABAP attributes are supported.

2.2 Sun Java Access Manager

The Sun Access Manager 7.1 is a comprehensive authenticaia authorisation framework
to protect network resources. The idea is - as with many aibeess managers as well - to
protect all types of information stored within a company.r Bee Sun Access Manager the
typical scenario is that a user within the company or an aglespplication wants to access
information content located on an internal server. Theré lvé an Access Manager policy
agent which intercepts the call and directs the request ficaass Manager server.

For the evaluation of the requested call the Access Managgaaito authenticate the user and
therefore asks the user for his/her credentials. The ehtzszlentials are matched to the ones
stored internally in one of the identity repositories aahié for the Sun Access Manager. The
connection to such repositories are realized using autaioin modules which are responsible
to compare the received user information with the infororasitored in the repository. Available
repository plug-ins are, for example,

e Active Directory (uses LDAP version 3 specification for agsiag data),

Certificate-based authentication,

HTTP Basic (credential transportation for internal validatusing the LDAP authentica-
tion module),

LDAP module,

verification via an external RADIUS-server, or

0OS-based authentication

to name a few.

If the user is authenticated the request is evaluated by ttoegs Manager policy agent ac-
cording to the stored policies. There are different typegadicies to identify, for example, for
which groups access to a specific resource may be grantednplete list of policy types will
be given in the section below, Policy Model. The policy ewdilon results in a grant or deny
answer based on which access is permitted or denied.

The following picture depicts a general integration scen@gaken from [Mic08d]).

2.2.1 Policy Model

There are two policy types provided by the Access Manager

1Service Provisioning Markup Language
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Figure 6: Sun Access Manager - General Integration ScefMio®8d]

e Normal Policy, and
e Referral Policy.
Normal Policy

The "Normal Policy" specifies who can get permission to acaga®tected resource. It com-
prises rules, subjects, conditions, and response pravideenerally, the Policy is structured
as XML document and therefore has the just mentioned partiffasent elements. We will
provide a brief description of each in the following paramrs?

ThePolicy element is the root element and may contain one or more of émgiomed elements
Rule, Conditions, Subjects, Referrals, or Response Providers.

A rule defines a typical permission for a user to execute an actica r@source. It explicitly
specifies the user, the resource, and the allowed actioteargource by the elements Service-
Name, and ResourceName. Further a "value" has to be definet gecifies the permission
for the action, for example, "allow" or "deny".

The subject of a policy (or rules respectively) might be a single user cobection of users,
called group. Standard subjects which can be assigned togsobre, for instance, Access
Manager Roles and Identities which are the subjects defingdnithe Sun Access Manager
System, or LDAP Groups, Roles and Users. Additionally to thetandard available subject
types, the Access Manager Policy API allows the use of cust@pecific implementations.

Thecondition part of a policy specifies additionally constraints whichymasult in restrictions
for the user such as that access to a resource is only pobsiiween a certain time frame. As
with subjects Access Manager provides a standard rangessfipe conditions which also can

2The description is based on the Sun Access Manager DocutieaistiMic08a], [Mic08c], and [Mic08d)].
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be extended using the Access Manager Policy APIs. As stdrtdamain provided conditions
are

e Active Session Time (e.g., restricts the maximum length uder session)
e Authentication Chain

e Authentication Level ("The Authentication Level attributelicates the level of trust for
authentication. The policy is applicable [e.g.,] if the tsauthentication level is greater
than or equal to the Authentication Level set in the conditi§Mic08d])

e Authentication Module Instance (applies if the user hassssfully authenticated with a
specified authentication module)

e |P Address/DNS Name
e Current Session Properties
e Time (time, day, date, time zone)

The last element of a policy are thesponse providerswhich are plug-ins that provide means
to deliver additional information about the user’s profileconjunction with a policy decision
to the requesting application. There is one standard imgrheation available (IDResponse-
Provider); others can be implemented using the Access MarRalicy API.

Referral Policy

The second type of policies are called Referral Policies.yTdre meant for policy adminis-
tration in such a way, that the Administrator at root levelgbthe highest level of the Access
Manager information tree) can delegate the creation otgslifor resources to other admin-
istrators. By delegating the right to create policies, thersiseceiving the right may then also
be able to create and configurate policies. A referral palmysists of rules (which define the
resource) and the referrals (defining the identity objextstiich the rights for policy creation
and configuration is transfered). In summary, a referratpas to delegate policy management
privileges to other entities.

The Policy itself is finally stored XML-encoded in the Diregy Server. The Policy Service
loads the policies from there.

2.2.2 Model Matching

The matching between the ORKA entities and the entities fleenSun Access Manager are
straight forward. Resources entities referred to withinésscManager Policies can be directly
mapped to the resource entities in ORKA. The Policies of thee&s Manager consist of rules
and conditions. The rules in a policy is the permission tceas@ resource based on direct
user identities or roles or groups and a predefined actiors ddrresponds to the Permission
entity with ORKA. The condition can be mapped to constraints WRKA as they extend the
notion of permissions by additional constraints which hevbe fulfilled to be granted access
to a resource. Finally user and group entities have to be ethpplearly, those map to the user
and role entities on the ORKA side respectively. 7 depictsiiapping.

13
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Methods Description

policyManager constructor The PolicyManager can be obthioy passing a priv-
ileged user’s session token or by passing a privileged
user’s session token with a realm name. The Policy-
Manager class manages policies for a specific organi-
zation, sub organization or a container.

Policy getPolicy(java.lang.StringGets the policy object given the name of the policy.

policyName)

java.util.Set getPolicyNames() Gets a set of names of geldefined in the organi-
zation for which the policy manager was instantiated.

ReferralTypeManager getReferralReturns ReferralTypeManager associated with this

TypeManager() policy manager.

ResourceManager getResourceMsets the ResourceManager object instance associated
anager() with this PolicyManager object instance
SubjectTypeManager getSubjectGets the SubjectTypeManager object instance associ-
TypeManager() ated with this PolicyManager object instance

Table 1: Accessing the Policy Manager

2.2.3 Interfaces

Sun Microsystems provides for the Access Manager a Poligfiéqtion Interface (Policy API)
and Policy Management Classes to configure the Access Maitagkr(adding custom sub-
jects, referrals, or conditions), as well as to create andage policies located in the policy
store. The API is provided in several languages, among theandCJava where we will con-
centre on the latter.

As typical for Java the Policy API comes in different Javakaaes comprised by the following
threecom.sun.identity.poliggom.sun.identity.policy.clienandcom.sun.identity.policy.interfaces
For Policy Management the Java packages.sun.identity.policgan be used. For the gather-
ing of the policies of an Access Manager System to transeantto ORKA, the last package is
of main interest and will be depicted in more detail in thédwing paragraphs.

The Java packageom.sun.identity.policy.PolicyManageontains the classes and methods to
access policies described in [Mic08c] and [Mic08b]. A reletzexcerpt of the class discription
Is given with 1.

The clasgolicy has the in Figure 2 described methods to access policiesirfAtpe table lists
an excerpt of the list given at [Mic08b] restricted to theexgnt entries for transferring lagacy
policies to an ORKA-based system. The complete list can bedat the cited reference.)

15



Methods Description

Condition getCondi- Gets the condition object identified by name.
tion(java.lang.String condition)

java.util.Set getConditionNames()  Get the set of conditiames associated with the
policy.

java.lang.String getDescription() Gets the descriptmnthie policy.

java.lang.String  getOrganization-Gets the organization name under which the policy is
Name() created This would be set only for policies that have
been read from data store.

Referral getRefer- Gets the Referral object identified by name.
ral(java.lang.String referralName)

java.util.Set getReferralNames() Get the set of referralemassociated with the pol-
icy.

Rule getRule(java.lang.String rule-Gets the rule object identified by name.
Name)

java.util.Set getRuleNames() Gets the set of rule namesiassd with the policy.

Subject getSubject(java.lang.Stringsets the Subject object identified by name.
subjectName)

java.util.Set getSubjectNames() Get the set of subjeciesamsociated with the pol-
icy.

boolean isActive() Checks whether the policy is active ociive An in-
active policy is not used to make policy evaluations.

boolean iISRealmSub-Checks if the subjectName is a reference to a Subject

ject(java.lang.String subjectName)defined at the realm.

boolean isReferralPolicy() Checks whether the policy is arraf policy.

boolean isSubjectExclu- Checks if the subject is exclusive.

sive(java.lang.String subjectName)

java.lang.String toString() Gets string representatiothe policy object.

java.lang.String toXML() Gets the serialized policy in XML

Table 2: Accessing Policy Information

16



2.3 Active Directory

Active Directory is a hierarchical collection of objectatllescribe network resources. Objects
are loosely categorised as being services (often softvased, functional resources), users
(representing users of the network and groupings), andrgaesources (essentially hardware-
based network resources, such as printers). Each objedbecaichly attributed via typing
defined by schema objects (known as characterisation seheatlawing for fine-grain location
and discovery of services based on search criteria. F@mnnost a desktop PC’s object entry in an
Active Directory can be related to a characterisation sehespresenting hardware capabilities,
such as CPU type and free hard drive space. These schemadezrnaiv the object can be
manipulated, such that objects with certain schemas malgendeleted, or others may only be
able to be deactivated.

Organisational Structures

A directory can be viewed from 3 distinct levels: the foraaticture encapsulates all the objects
within the Active Directory, and contains trees which erszdpte domains. A domain can be
considered as a set of resources that share the same seatitysaalicies, where all objects in
the same domain are subject to domain-wide security pslieiled domain-specific authentica-
tion. In this way, when a user object is related to a domaggiits access to the resources within
the domain by default. Each object can hold a collection béobbjects, providing the notion
of a directory hierarchy through organisational units (QUBhese units can also encapsulate
policies in a similar fashion to domains, such that thesé&@s can be applied to all objects
within an OU, however are more flexible in their definition mat they aren’t directly relatable
to network resources. For instance, when an OU is grantegsado a resource, all objects
contained within the OU are also attributed access. Finsillgs are collections of IP subnets
that share reliable connections to each other and thusda@viother grouping of objects.

2.3.1 Policy Model

Access control in Active Directory is provided for by Groupliey management, and the ex-
plicit trust afforded by the hierarchical domain and tre€3roup Policy Objects can define

settings for resources and users, such as access rightegowrae for a particular user. GPOs
can be defined for all levels of the directory, and are appheal specific order. First, a GPO

local to the object is applied, followed by site and domaitigyoobjects, and lastly GPOs

pertaining to organisational units for the object.

GPOs themselves define how a particular resource will fandtr users, either through basic
deny or permit access control, or through fine-grained coist&tion to specific services. By de-
fault, these may include Windows Registry settings to beauithet! or removed, and the software
permissions available, for a user when accessing a comas@aurce.

2.3.2 Model Matching

The mapping between the entities of the Directory Servicethe ORKA Entities are depicted
in Figure 8. As the GPO explicitly defines the access for ysetss and resources it directly
mapps to the ORKA Policy entity and its sub-entity Permissibhe Resources entity on the

17
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Figure 8: Active Directory Entity Mapping

Active Directory side reflects compared to ORKA both, researand roles which makes it
necessary to map it onto the Resource entity and Role entitpawlde some splitting func-

tionality to extract and assign the "Resources" correct toeeithe Resource entity or Role
entity. Users of the Active Directory model map directly be tUser entity in ORKA.

2.3.3 Interfaces

All editions of Microsoft Windows since Windows NT 5.0 hasopided Active Directory ser-
vices, and as with most Microsoft technology, there are Q@M and .NET APIs that allow
for the control and manipulation of these Active Directoey\sces. As .NET is intended as a
successor to COM, the following will focus on the .NET API fasclission.

Active Directory services are provided for by several syste
e Windows NT version 5.0, Windows 2000, Windows XP, Windowst¥i
¢ Lightweight Directory Access Protocol (LDAP)

e Novell NetWare Directory Service

18



e Novell Netware 3.x
¢ Internet Information Services (11S)

which are distinguished by path names. For instance, tosac@e Active Directory residing
on an IS server, one would use the directory prefix 11S:, wherthe operating system Active
Directory would use the WIinNT: prefix.

Principally, two classes are available for the manipuratiad querying of objects in an Active
Directory, and are located under the System.Directoryi8eswnamespace. The DirectoryEntry
class encapsulates an object within Active Directory amdedlexists a characterisation schema
for each object, which provides the notion of a classicaktjgr creating and manipulating
Active Directory objects. Active Directory objects howevare not directly typed by schema.
Instead, attributes can be queried by calling the methaokewn a DirectoryEntry object, and
passing the name of the attribute to be returned or set.

user. I nvoke("Get", new object[] {"Nane"});

Objects can be located programmatically too, via the Dagy&eacher class, however will only
operate over LDAP deployed Active Directories. Filters ased to provide query criteria, and
an array is returned with SearchResult objects, relatingaaesults of the query for attributes
(or properties) defined to be returned. For example, thewatlg will search over an LDAP
directory, returning all names of users.

f 00. SearchRoot = new DirectoryEntry("LDAP://dc=sap");
foo.Filter = "(& objectclass=user) (objectcategory=person))"”;
f 00. Sear chScope = SearchScope. Tr ee;

foo. Properti esToLoad. Add(" Nane") ;

Sear chResul t Col | ecti on bar;

bar = foo. FindAll ();

SearchResult s = new SearchResult();
foreach (r in bar)

{
}

Other classes in the API allow for manipulation of Group Elek, such that they can be created,
removed, or objects be assigned to particular domains.

Consol e. WiteLi ne(objResult.Properties["cn"](0));

2.4 JBossSX - JAAS Security

A key aspect of the Java 2 Platform, Enterprise Edition (J2ieEhponent models is a simple
declarative security model. The EJB and Servlet specifinatsupport a role-based declarative
security model that externalizes security from applicatmgic and decouples the application
security roles from the deployment environment’s secuntglementation. At the application
level, theejb-jar.xmlandweb.xmldeployment descriptors define security rules for methods an
user roles. The descriptor filgsoss.xmlandjboss-web.xmilescribe the security-domain. Al-
though this model allows for an independent, simple spetito of the application server’s se-
curity requirements, mapping the application-defined sgconto the deployment environment
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security’s infrastructure is an application-server-gfpeactivity. Thus, configuring a J2EE ap-
plication’s security requires proprietary applicatiomva&s APIs or tools. One such tool is the
Java Authentication and authorisation Service (JAAS).

“Authorisation is the process of verifying that a user haspssion to take a specific action.
J2EE covers this topic, but it is constrained to role-basdbaisation, which means that ac-
tivity can be constrained based on the roles the user hasgnemm For example, users in the
manager role might be able to delete inventory, while ugetise employee role might not.

The EJB and Web containers have a request interceptor ectiivié that includes a security
interceptor, which enforces the container security mod&l.deployment time, the security
domain in thgboss.xmlandjboss-web.xmélescriptors is used to obtain the security manager
instance associated with the container and used by theitseituerceptor. When a secured
component is requested, the security interceptor delegaieurity checks to the security man-
ager instance associated with the container. For the JBode&Xilt security manager imple-
mentation, shown in Figure 9, security checks are basedeomtbrmation associated with the
login context [JBo07].

JBoss Server

; JAAS Security
Login Context Marager
HTTP

& | Regquest Web Container R
user f > x

|Sec. Interceptor I_

p— EJBContainer o

= [sec. Interceptor

Figure 9: JBossSX Security Interceptor
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Declarative Security

Declarative security refers to the means of expressing piicagion’s security structure, includ-
ing roles, access control, and authentication requiresnard form external to the application.
The deployment descriptor is the primary vehicle for deatiae security in web applications.

There are five types of deployment descriptors, each of wtocresponds to a type of deploy-
ment unit:

EJB deployment descriptors are defined in the EnterpriseEBkans specification.

Web deployment descriptors are defined in the Java Sendetfgation.

Application and application client deployment descriptare both defined in the J2EE
platform specification.

Resource adapter deployment descriptors for Java Connes®idefined by the J2EE
Connector architecture specification.

The Deployer maps the application’s logical security reguients to a representation of the
security policy that is specific to the runtime environmeAt. runtime, the servlet container
uses the security policy representation to enforce auttaitn and authorisation. The security
model applies to the static content part of the web appboatind to servlets within the appli-
cation that are requested by the client. The security mookes ehot apply when a servlet uses
the RequestDispatcher to invoke a static resource or sesileg a forward or an include.

Programmatic Security

Programmatic security is used by security aware applicatichen declarative security alone is
not sufficient to express the security model of the applcatiProgrammatic security consists
of the following methods:

e getRemoteUser
The getRemoteUser method returns the user name the cliehfarssuthentication.

e isUserInRole
The isUserInRole method determines if a remote user is in @fgggbsecurity role.

e getUserPrincipal
The getUserPrincipal method determines the principal naftike current user and re-
turns a java.security.Principal object.

2.4.1 Policy Model

Security enhancements for the JavaTM 2 SDK, Standard Editié.4.2 include the following:

Security constraints are a declarative way of annotatiegrttended protection of web content.
A constraint consists of the following elements:

e Web resource collection
A web resource collection is a set of URL patterns and HTTP ousthhat describe a set
of resources to be protected. All requests that contain @estgath that matches a URL
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pattern described in the web resource collection is subpebie constraint. The container
matches URL patterns defined in security constraints usigdme algorithm described
in this specification for matching client requests to sdsvéand static resources.

e Authorisation constraint
An authorisation constraint is a set of security roles astleme of which users must
belong for access to resources described by the web resmlteetion. If the user is not
part of an allowed role, the user must be denied access tesloance requiring it. If the
authorisation constraint defines no roles, no user is atlosmeeess to the portion of the
web application defined by the security constraint.

e User data constraint
A user data constraint describes requirements for thegoaihkayer of the client server.
The requirement may be for content integrity (preventingdampering in the communi-
cation process) or for confidentiality (preventing readiigle in transit). The container
must at least use SSL to respond to requests to resourcesdanat&gral or confidential.
If the original request was over HTTP, the container musteetlithe client to the HTTPS
port.

Example Policy

<security-rol e>
<r ol e- name>manager </ r ol e- nanme>
</security-rol e>

<security-rol e-ref>
<r ol e- name>MGR</ r ol e- nane>
<l-- role nane used in code -->
<rol e-1i nk>manager </rol e-1i nk>
</security-role-ref>

<security-constraint>
<web-resource-col | ecti on>
<web- r esour ce- nanme>Sal esl nf o</ web-r esour ce- nane>
<url -pattern>/sal esinfo/ *</url -pattern>
<ht t p- met hod>GET</ ht t p- net hod>
<ht t p- met hod>POST</ ht t p- net hod>
</ web-resource-col | ecti on>
<aut h- constrai nt >
<r ol e- nanme>nanager </ r ol e- nane>
</ aut h- constrai nt >
<user - dat a- constrai nt >
<t ransport - guar ant ee>CONFI DENTI AL</t ransport - guar ant ee>
</ user - dat a- constrai nt >
</ security-constraint>
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2.4.2 Model Matching

The authorisation concepts of JBoss security that are bas@dAS-specification in principle
implement a role-based access control model. the mappihgiisfore rather straightforward.
JBossSX focuses on the protection of web resources. Them@ces could be directly mapped
onto OPL resources. The specified methods are mapped ontp@PRiissions. While JBossSX
supports communication channel security in terms of datayption we are only importing au-
thorisation constraints that are related to role membpssAnd mapped these onto an OPL
constraint. The subject list and role assignment defirstire imported from an LDAP direc-
tory that is utilized by JBossSX. LDAP groups and nested gsaurp directly mapped onto an
OPL role hierarchy under consideration of the JAAS relaiclsty role-link defined in the
deployment description files. LDAP users are directly mapmeto OPL users. Attributes are
copied as OPL attributes and directly assigned to roles aedsu The described mapping is
depicted in Figure 10.

| .o
Resource (—I— Web Resource - Method
| 1
| n.*
Gy, | Caonstraint
' :
[ ]
Permission | User Data Authorization
| Constaint Constraint
| o 0.
/ 0.1 T
Constraint |
Encryplion Rale
! 1
loaas | _
Role | LDAP
I\ 1 D..'
User |- | User 22 i Group :
! [ 1.*
| u'* ]
Attribute 1—: Attributes  }2-

Figure 10: Mapping JBossSX Entities
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2.4.3 Interfaces
JBossSX API

The JBossSX API defines a set of testing and informative methatican be used to query
and test security permissions. These methods are contairied packagerg.jboss.security
While there is at least to our knowledge no tool available B0skSX to extract descriptive
security configurations the following API could be utilizedwrite a small application that is
able to search through the deployment descriptors andsstioeen in OPL format. The most
suitable methods are described in Table 3.

Class Method

Class Authorisationinfo publi®ermissionCollectiorgetPermission§ubject
subject,CodeSourceodesource)

Class Authorisationinfo public void gra@6deSourcess, ArrayList permis-
sions,Principal[] principals)

Class Authenticationinfo publicAppConfigurationEntry[] getAppConfigura-
tionEntry()

Table 3: JBossSX APl Methods
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LDAP

Because JBossSX provides no tool to directly access an LDAgetdny for querying user and
group data we have to utilize some of the existing LDAP APMmed by various API provider,
l.e. thejavax.naming.lda@ndjavax.naming.directorpackages. The number of operation that
are supported by the LDAP protocol since version 2 is listethble 4. This list is extend by
LDAP v3 by extendedperations.

Operation Description

bind Used to start a connection with the LDAP server. The LDAR
connection-oriented protocol. The client specifies thequal version
and the client authentication information.

unbind Used to terminate the connection with the LDAP server

search Used to search the directory. The client specifiestaining point (base
object) of the search, the search scope (either the objégtitsnchil-
dren, or the subtree rooted at the object), and a search(REZ 1960).
It can also supply other information to control the searcithsas the
names of the attributes to return and the size and time limfie search
results consist of LDAP entries (and the attributes recubshat satisfy
the filter.

modify Used to modify an existing entry. The client specities name of the
entry to be modified and a list of modifications. Each modifazaton-
sists of an attribute and information regarding whethevaisies are to
be added, deleted, or replaced.

add Used to add a new entry. The client specifies the name atthentry
and a set of attributes for the new entry.

delete Used to remove an existing entry. The client spedtiesame of the
entry to remove.

modify RDN Used to change the RDN of the last component of artiegis

entry (that is, to assign the entry a new name in the samextpnidne
client specifies the DN for the entry and the new RDN.

compare Used to test whether an entry has an attribute/yeliie The client
specifies the name of the entry and the

name and value to check.

abandon Used to terminate an outstanding request.

Table 4: LDAP Operation List
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2.5 Oracle Access Manager

Oracle Access Manager provides a full range of identity adstriation and security functions,
that include workflow functionality, auditing and accegsaging, policy management, dynamic
group management, and delegated administration. Orades&dVlanager offers a DMZ-type
three-tier architecture to provide a highly secure deplegtrand runtime protection of data
and applications. Of special interest is thecess Systempmponent, responsible for access
control. The Access System supports a variety of accessg@sliand is fully integrated with an
identity management system so that changes in user prafd@sstantly reflected in the Access
System’s policy enforcement.

Access System stores information about configuratiomggttand security policies that control
access to resources in a directory server that uses Ona@téfis object classes. Administrators
can use the Access System to protect Web resources andresgteégsources such as J2EE ap-
plications, servlets, EJBs, and legacy applications, satite Policy Decision Point or PDP (cf.
Figure 11). The Access Server provides dynamic policy etaln as users access resources.

The Access Manager provides Interfaces for LDAP direcsooieutilizes its proprietary Oracle
virtual directory. Optional it can be further configured tgoport SNMP and NMS to monitor
the status of network activities and components. Accessalglamnauthorisations are governed
by a policy domain that includes an authorisation expresaimong a set of default rules that
specify how resources for this domain are protected. Adstratiors work with the Policy Man-
ager system - to define policies that restrict access to fapeesources by user, role, group
membership (static, nested or dynamic), time of the dayod@lye week and IP address.

i A Access Gate —6— hocess Enterprise
User Q@ Syntest Resource
\gié LDAP &
over SSL
i AR Policy C Directory User Identities
s ~| Manager Server Policies
Administrator o2 LDAP
> over SSL

Figure 11: Access System Communication

2.5.1 Policy Model

By default, The Access system provides centralized polaseld authorisation services to se-
cure access to web and J2EE resources. Authorisation isrga/éy a policy domain that
includes an authorisation expression among a set of detded that specify how resources for
this domain are protected [Ora06].

In addition, the Access System provides an authorisatidrcARbe used to build custom autho-
risation plug-ins to allow incorporating custom authatiisa logic into the access management
policies, which can extend the available range of authtioisaptions available out-of-the-box.
In many cases, the authorisation plug-ins are leveragedcrporate existing authorisation
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logic or systems that customers want to either continuegusirmigrate from while deploying
the Access System.

The Access Manager can be enabled to support J2EE securhgdted applications, and de-

fines URL-policies for enforcing access control over web ueses hosted in web deployment
container. Using Access Manager based URL-policies for wsburces, an administrator spec-
ifies such complex policies for the application resourcdsiclvare evaluated by the agent in
order to ensure that access to these resources is granted/loerh all conditions are satisfied.

An administrator can set policies that govern access tetfesources at any level of granularity,
such as that for a single user or for an entire organization.

URL Prefix

The URL prefix is the starting point for resources in a policyndan. A URL prefix
defines the beginning boundary of a policy domain, that ssfiist resource. A URL
prefix maps to a directory on the file system of an applicatemmers or Web servers. All
resources under the URL prefix are protected by the defaws rofl the policy domain
unless more specific rules are applied to them through pslidt is possible to assign one
or more URL prefixes to a policy domain, but each URL prefix caohgito one policy
domain only.

URL Pattern

URLSs for policies specify the fine-grained portion of a res@s namespace. To fully
identify the URL, the host identifier and URL prefix for the pglidomain are concate-
nated with the policy’s URL pattern. An example of a URL patteavering many re-
sources is a URL for all HTML pages, such*astml.

Authentication Rule

Specifies the method used to challenge and authenticate nespresting access to pro-
tected resources. Can specify actions to be taken if autfagiotn is successful or if it
fails. Only one default authentication rule can be incluche@ policy domain. Each of its
policies, however, can have its own authentication rule.

Authorisation Expression

Authorisation expressions include authorisation rules the operators used to combine
them. Combining authorisation rules within expressionséate from simple to complex
means of specifying who is allowed or denied access to thegqed resources is possible.

Authorisation Rule

Allows or denies a user access to requested resources &ighaticy domain or policy.
Can specify actions to be taken if authentication is sucuoéssff it fails. These rules are
included in authorisation expressions. If more than one isiincluded in an expression,
the order of evaluation of the rules is determined by theclsgecified to form the expres-
sion by combining them viand or Or operations. An authorisation rule can also specify
one or moreconditions for access. Only one default authentication rule can bedexd

in a policy domain. Each of its policies, however, can has@wn authentication rule.

Audit Rule
Rules contain schemes that define how the resources of a giogin are to be pro-
tected, including:

— How authentication of the user is to be performed.
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— Whether a user has the right to access a domain resource awcdrahyions defin-
ing access rights. Authorisation rules are included in @aughtion expressions. A
policy domain must contain exactly one authorisation esgic.

— Events to be audited pertaining to the policy domain or golitules can include
actions to be executed depending on the result of the ev@tuait user information
against the specifications of the rule.

e Action
An Action allows to define an obligation that must be perfotnbg the Access Manager
In case a rule or expression evaluates to true or false. Btanne URL redirection,
accessing cookie data, or hand over information to othelicgtipns (i.e. Personalizing
the end-user’s interaction with the receiving application
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2.5.2 Model Matching

Relating to Figure 12 OPL Resources can be derived from theypdtimain and patterns that
encode URLSs to protected entities. OPL Permissions thatate@pan OPL Policy are derived

from the authorisation Expressions and their related ri@esditions relate to the similar con-
cepts as OPL constraints in terms of temporal restricticautiiorisations. Concrete user infor-
mation and their related group and role associations cairéetlg derived from the LDPA-like

directory server.

OPL Policy Entities

ORACLE Access
Manager Entities

Policy Domain

-
.

URL Prefix

1.
1

Figure 12: Entity Mapping
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2.5.3 Interfaces

Oracle Access Manager provides IdentityXML and Policy MgataAPI that enable writing
custom applications and plug-ins to perform Identity Systanctions and to be able to per-
form other Access System functions programmatically [@ta0

IdentityXML

IdentityXML provides a programmatic interface for carnyiout the actions that a user can
perform when accessing an ldentity System application fadonowser. IdentityXML enables
external applications to access these ldentity Systentituns

e User. Create, delete, and manage user data within or outside ofkflaw or an asyn-
chronous workflow.

e Group: Create, delete, and manage groups and subscriptions.
e Organization: Create, delete, and manage organization object data.
e search One basic component of many IdentityXML functions is tharsé operation.

Policy Manager API

The Policy Manager API provides an interface which enabiestamm applications to access
the authentication, authorisation, and auditing servaéélse Access Server to create and mod-
ify Access System policy domains and their contents. They®Manager API provides Java,
C, and managed code bindings for classes to instantiatetsisjgech as:

Access Policy Objects:

These objects are used for data that is part of policy dompaigies, access conditions, audit
rules and other policy domain content that Access Admiaists ordinarily configure through
the Policy Manager.

Access Server Connections:

The ObAccessManager class represents one or more comeettidccess Servers hosting the
Policy Manager Service. An application uses ObAccessMamnagthods to send requests to
get and set policy objects and to get configuration objects.
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2.6

IBM Tivoli Access Manager

IBM Tivoli is a product family from IBM to organize and manage @ngpany’s IT-landscape.
The operational management comprises products in the fi¢ldsset management, business
application management, security management, storagagearent.

One product is the IBM Tivoli Access Manager which provideBgysbased access control for
IT-system infrastructures. It builds up on security staddgsuch as 1SO17799 [Ris02]) and
the general security architecture model defined by Commoer@ifCriO8] representing "best
practices" for security design.

The Tivoli Access Manager has three types of core components

1. Base components

These components are generally needed to manage and ddméntbe environment
where the Access Manager is implemented. The componenté\arsger registry based
on a database containing user and group information, arorasdiion database which
contains the security policies specified for the environtnas well as a Policy Server, a
Policy Proxy Server and the general authorisation servitewtogether form the eval-
uation engine for access requests. Additionally, the baseponents also include an
command-line administration utility and the accompanyadgninistration API as well as
a Web Portal Manager to provide browser-based access toadraiive operations.

Resource managers

The resource managers are comparable to the Policy EnfertePoints defined within
the ORKA project. They are responsible to support the aughtidn engine by enforcing
the evaluation results given by the engine.

Interface components

The interface components of the Access Manager provide Biéc”connect to the access
manager functions and allows direct programmatic accedsetoomponents. The APIs
provided are namely: aznAPI ("standard programming and gemant model for inte-
grating authorisation requests and decisions with apdics’ [IBMO06]), Java API for
the integration of Access Manager authorisation functipnato an Java 2 environment,
Microsoft .Net interface for authorisations in an .Net4omment (Managed C++, C#,
Visual Basic .NET), as well as a management API for C and Jasadomplish adminis-
trative interactions. Also possible is to include extemaluation mechanisms for policy
evaluation.

2.6.1 Policy Model

The policy model comprises the users and groups stored ialtbady mentioned user repos-
itory, the so called protected object space, and threerdiifetypes of access control policy
representations composing the authorisation model. Welisduss each of them in the follow-
ing paragraphs.

User Repository
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ou: Organizational Unit

cn: Common Name

Figure 13: Example of hierarchical structure in an direcs@rvice [IBMO6]

For the authorisation functionality a user and role repogiis required. Tivoli Access Manager
uses a database of user identities, roles (called 'grouped additionally stored metadata.
The idea behind the user repository is not necessarily tkigeatication of a user, but map
authenticated users (authenticated via various possibEhamisms such as certificate-based
authentication) onto the identities defined in the repogitor authorisation operations.

The registry structure in a default installation compaceart LDAP-based directory. The fol-
lowing image (taken from [IBMOG6]) illustrates the Tivoli @&ctory model on a simple example.

Authorisation Model

The authorisation data is separated from the user and mitme stored in a special database:
"Called the protected object space, it uses a proprietarydbamd contains object definitions
that may represent logical or actual physical resourcéBNMQ6] In this table different types of
security mechanisms are stored to specify the policiesrfiiepting objects and other resources.
The security mechanisms to define such policies are a cotdnref three different categories:

1. Access control list (ACL) policy templates

An access control list specifies which identities (= useraast cases) and groups (stored
in the user repository) can be considered for a access onjentalsing a predefined
action. An ACL is attached to an object in the Protected Obfgzice (see below). It
explicitly names the user or group and the specific operditinthe object it is attached
to.

2. Protected object policy (POP) templates

A Protected object policy specifies conditions for the prted objects to access them.
The conditions relate to privacy, integrity, auditing, dimie-of-day access. The protected
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Figure 14: Authorisation decision flow [IBMOG6]

object policy explicitly does not specify any action or uger which access should be
granted or denied) on the resource but defines more genemditioms on the context of
the object which have to be fulfilled that access is granted.

Conditions which can be applied are given in [IBMO06], statingttcertain POP attributes
may be required such as audit level, or time-of-day.

3. Authorisation rules

With authorisation rules complex conditions for accessdgieas for protected objects
can be specified which have to be met before access is gra@muext data used for
such decisions can be based on the request context, thatcammsgronment, or external
factors.

For the evaluation of rules an XSL parser is used as rulesatrah engine. The input for
the engine are two files: AKML document andXSL document The XML document

contains the so called authorisation decision informafiaBl)3. The XSL document
contains the configured rule for the accessed object.

Whenever the XSL parser gets an XML document as input the X$&epdormats the

XML document using the XSL document. As with the parsing ef XML file an access

decision should be made, the rules (withing the XSL documemist be written such

that the output of the parsing process will be TRUE in casessshould be permitted,
FALSE in case access should be DENIED, or INDIFFERENT if nasien can be made.
In other words, the result of the XSL parser (respectivel/rille evaluation engine) is
the result of the formatting of the inputted XML documenBNI06]

There is a general authorisation process which defines g a@lan access request, in which
order the three types of access control policies (Accessr@ldasts, Policy Object Policies,
and authorisation Rules) are evaluated. If during this m®tke evaluation of the policies of
one policy type returns that permit should be denied, thegswis interrupted and the DENIED-
answer is given back. The authorisation flow is depicted ibdldw.

3In ORKA the equivalent would be an access request context.
“In ORKA the equivalent would be the policy definition.
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Protected Object Space

The IBM Tivoli Access Manager architecture represents dbjecbe protected in an Protected
Object Space. Itis a hierarchical, logical representatioobjects divided into two types:

e Resource Objects, and
e Container Objects.

Resource Objects are a logical representation of physigattshto be protected. This can be
files, services, Web resources, message queues, etc. @omthjacts are a logical construct to
represent groups of resource objects or groups of otheait@ntobjects. This allows to specify
a hierarchical structure among the resource objects. Tétenmle for the complete Protected
Object Space is always "/".

It is possible to implement the IBM Tivoli Access Manager in althkdomain landscape. In
this case there will be several authorisation reposit@rmesresource managers; (at least) one
of them for each domain. Hence, every Container Object (thotuthe root node) and every
Resource Object definition is part of a security domain.

Each of the elements in the object space can be referencetbyity policy specifications (i.e.,
either the ACL, the POPs, or the authorisation rule spedificat Related to ORKA and the
respective mapping from Tivoli Access Manager policy égito ORKA policy entities, this
means the resource entity defined within an ORKA policy mayltdsom either a resource
object directly or a container object respectively.

2.6.2 Model Matching

In Figure 15 the mapping between the the Tivoli Access Mankgéties and the OPL Policy
Entities is shown.

As described above, for the Tivoli Access Manager the Ptete©bject Space comprises Con-
tainer Objects and Resource Objects. They map to the Resontite & the ORKA side. The
authorisation rules map on to the general policy entity amdsginformation for the attribute
related entity. The ACL list is a list of permissions of acgam resources and therefore maps
to the Permission Entity which is part of the general ORKA &pliFor users and groups the
mapping is to the users and roles on the ORKA side respectively

2.6.3 Interfaces

IBM Tivoli Access Manager provides an Java application fiatee for administration of users
and groups as well as for the administration of access dogpieeification. In this section we
will show which functionality of the interfaces providedrche used for accessing the informa-
tion stored within the Access Manager. For accessing uskpalicy information of a running
system, a Tivoli Access Manger user has to be available wihéshthe appropriate rights to
access the data. The descriptions given next are taken prthpugh we only describe the
functions relevant for the legacy import for ORKA.

For the administrative access to user and group data, tleeclkesse$DUser and PDGroup
are available having the following functions:

34



OPL Policies Entities

Resource |«

Tivoli Access Manager

1.*

Policy -¢

1,
Container Resource |1.* Security
Objects Objects Domain
1.x 1.x
1.*

1.x

Authorization Rules

Attribute |-

(XSL Document) 1> /
| SR
Permission </. ACL List N

Role -t
User ¢
Figure 15:

1 M
I
Protected Object [ *
Policies (POP) | 1.* ]
Groups L. /
s
User L J

Tivoli Access Manager Entity Mapping

Methods

Description

PDUser constructor

Instantiates a user object for the Bpdclivoli Ac-
cess Manager or user registry

PDUser getDescription

Returns the user description.

PDUser getRgyName Returns the user registry name for the user.
PDUser getFirstName Returns the first-name attribute fousiee.
PDUser getLastName Returns the last-name attribute forsée u

PDUser getPolicy

Returns the password and account politpgeas-
sociated with the user.

PDUser getGroups

Lists the groups in which the user is a membe

PDUser isAccountValid

Returns the account-valid indicébothe user.

PDUser isPDUser

Returns an indicator whether this is a Tikotiess
Manager user.

PDUser.listUsers

Lists Tivoli Access Manager users.

PDGroup constructor

Instantiates a group object for theiBpd Tivoli Ac-
cess Manager or user registry name.

PDGroup getDescription

Returns the group description.

PDGroup getMembers

Lists the members of a group.

PDGroup.listGroups

Lists Tivoli Access Manager groups.

Table 5: Accessing User and Group Information
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Methods Description

PDProtObject getAclid Gets the name of the ACL attached tosfiexified
protected object.

PDProtObject getEffectiveAclid Gets the name of the ACL ifeeff for the specified
protected object.

PDProtObject getPopld Gets the name of the POP attacheck teptrcified
protected object.

PDProtObject getEffectivePopld Gets the name of the PORféctdfor the specified
protected object.

PDProtObj getAuthzRuleld Gets the name of the authorisati@object that is
attached to the specified protected object.

PDProtODbj getEffectiveAu- Gets the name of the authorisation rule object that is

thzRuleld in effect for the specified protected object.

PDProtObject getDescription Gets the description of trexgied protected object.

PDProtODbj.listProtObjects ByAu- Lists the protected objects that have the specified au-

thzRule thorisation rule attached.

Table 6: Accessing Object Information

For the administrative access to protected object defigtithe Java clag3DProtObject is
available and has the following functions:

For the administrative access to ACL, POP and authorisatitas idefintions, the Java classes
PDAcI, PDPop andPDAuthzRule are available having the following functions:
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Methods

Description

PDAcI constructor

Instantiates the specified ACL.

PDAcI getDescription

Returns the description of the spatifi€L.

PDAcI getld Returns the name of the specified ACL.
PDAcl.listAcls Returns the names of all the defined ACLs.
PDPop getDescription Returns the description of the spddH@P.
PDPop getld Returns the name of the specified POP.

PDProtlistProtObjectsByPop

Finds and lists all protectgdais that have the spec-
ified POP attached.

PDPop constructor
PDProtObject getPop

Returns the specified POP object.

PDPop.listPops

Lists all POP objects.

PDPop getlPAuthinfo

Returns the IP authentication levedrimation from
the specified POP.

PDPop getAuditLevel

Returns the audit level for the speciHexP.

PDPop getQOP

Returns the quality of protection (QOP) levetHe
specified POP.

PDPop getTodAccessinfo

Returns the time of day range forpgleifsed POP.

PDPop getWarningMode

Returns the warning mode value fronspleeified
POP.

PDPop getAttributeValues

Gets the values for the specifiddneed attribute
from the specified POP.

PDPop getAttributeNames

Lists the extended attributescéted with the spec-
ified POP.

PDAuthzRule constructor

Instantiates the specified awghtion rule object.

PDAuthzRule getld

Returns the ID for the specified authoasatile.

PDAuthzRule getDescription

Returns the description for trexgied authorisation
rule.

PDAuthzRule.listAuthzRules

Lists all of the registered auitation rules.

Table 7: Accessing Policy Information
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3 Legacy Adapter Tool

As initially described in the introduction it is unlikely &k it is feasible to replace an exist-
ing security infrastructure by the ORKA architecture withoansidering any existing security
configuration, i.e. user data directories, that might bdace.

Recent analysis in work package 3.1 and the analysis that eresid the course of this work
package reveals, that there are various kinds of legacgmsgsavailable in a modern enterprise
system landscape, providing different methodologies ataifaces to persist, access, and query
security configuration. An interesting observation is thajeneral all systems support to some
degree the role-based access control model. Another @igervs the huge support of LDAP
or LDAP-like directory services. Some applications eveppsut JASS security concepts to
provide fine-grained method-based access control for gngerJava Beans.

Based on these two observations we propose a modular secomifiguration adapter tool that

is able to connect to a legacy security infrastructure, yjagisting user and authorisation data,
maps the underlying data model to the OPL data model, andlatas the legacy data sets into
OPL data sets that can be directly used within the ORKA aditnatien tool. As a second
option the legacy adapter can be rurofflinemode. This mode does not generate OPL entities
for the administration tool, but rather writes OPL entiteess OPL/XML files. In this way,
OPL/XML files can be read and translated into OPL for testingopse without an existing
legacy system or in case the legacy system is not availalglenare.

3.1 Design Concepts

The ORKA legacy adapter is designed to support a various sdiffefent legacy systems.
Therefore, each adapter is considered an independent c@mipaonsisting of two sub com-
ponents. Th&€onnectormodule is a hand tailored component to connect to exactlytygresof
legacy system. Thé&ranslatorcomponent is used align a legacy data set with an OPL data set
or entity. The legacy adapter is configured via a simple condigon property file. The overall
idea is to keep the adapter as independent from the other ORIK#n&stration components as
possible in order to enable an early start of the adapter@@veent. Later, when the ORKA
administration components are complete and the OPL APlfisetf the legacy adapters can
be integrated into the administration tool itself.

Therefore, the design is based on the following key concepts

e Modularity
In order to support various kinds of legacy system integrasicenarios we follow a mod-
ularised approach. Therefore, we define a set of abstrassedathat must implement
a connection and a translation interface. These interfameslesigned to support role-
based access control authorisation querying an®@fke RBAC CoréModule. Thus, it is
possible to query user data, their role assignments, aatbtepermission assignments.

According toOPL RBAC Cordhe corresponding OPL entities can be generated by the
Translator. The Translator maps imported elements of the legacy system policy data
structure to OPL elements according to the model matchinleoprevious sections.
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e Offline Mode
The offline mode concept allows to dump legacy security gationfigurations into a
file and import security policies stored in OPL/XML into thdR®A administration tool
using theTranslatorcomponent. This concept fosters the idea of importing legaticy
configurations beforehand, even without a running ORKA stftzcture. This allows to
shut down legacy systems early in case they must be replaced likely to fail. Another
benefit is the unit testing capabilities of thenslatorwithout a legacy system in place.
This allows to verify the OPL generation for the ORKA admirasion tool independently
from any legacy system available.

e Usage of OPL API

The Translatorcomponents are designed to generate OPL or OPL/XML enttelsto
write them into the ORKA administration tool system memoryirdao a file in case of
offline mode. Instead of reimplementing OPL creation fumaiity that is also provided
by the ORKA administration tool via an OPL API, tAeanslatorcreates OPL policies
by using the administration OPL API provided by the ORKA adstiation tool. There-
fore, theTranslatorcan be considered as a batch processor for OPL policy gerelst
specifying the output format and automatically calling O®RI methods. Accordingly,
a conceptual schema is shown in Figure 16.

R
Connectar @dal Match@ _O_ OPL Canverer
Policy
i OPL/XML
HOH OPLIXML Writer :
Palicy

a £
Froprietary QPL
( Policy >—i Translator -D— AP
Figure 16: Policy Translation

3.2 Integration Scenario

Conceptually, the legacy adapter components are part of RieACadministration tool. As
shown in Figure 17 an administrator works directly with thRKA administration tool in order
to specify OPL-based policies. During administration ORIligies are stored in an interme-
diate format in the system memory of the administration i@ppibn for faster policy editing.
When a policy is stored and ultimately transferred to thegyadiorage service (PSS) the OPL
Convertertransforms the memory-based representation of an OPLypolio the persistence
format OPL/SQL. Analogously theonvertertransforms an OPL policy into the validation for-
mat OPL/Isabelle or OPL/XACML based on the 1-Step-Trans&diom concept discussed in
work package 1.3.

The legacy import modules are part of the ORKA administratoah and can be used either di-
rectly via the administration Ul or stand alone (availapibf the OPL API is still mandatory).

Each import module consists of two sub components. A coonaad a translator. The connec-
tor component is responsible for establishing a conned¢tidhe legacy application. Usually,
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the connection will be based on RMI, SOAP or other XML-basedsage exchange. Neces-
sary connection information, such as service endpoint Usdy ar password data is stored in a
plain text configuration file.

The Translator component is used to query policies from the legacy appticatia the ded-
icatedConnector Based on an internal mapping description the retrievecciegalicies are
translated by calling the related OPL creation methods ®fQPRL API. Therefore, the neces-
sary method parameters are extracted from the importedyqualicies. Due to investigation
of various legacy system we restrict this mapping and tediosi capabilities tdOPL RBAC
Corepolicies. In case the import module is called from the adstiation tool Ul, the imported
policies are directly loaded into the administration tool.

ORKA Administration
. Impaort Module

fR . - \" R
{ (Runtime Mem ) CFG Connector O

oL gl 0

Admin OPL Converter &) Translator
E
A :
( Policies ):J PSS Legacy System

Figure 17: Administration Integration

3.3 API Definition

In this section we outline the basic class concepts of thacke@dapter tools. As mentioned
earlier each adapter consists o€annectorand Translatorcomponent. Because each legacy
system is likely to provide it's own interfaces to remoteesxs; theConnectorcomponent must
be rewritten for each accessed legacy system. To provideer@einteroperability between
the administration tool and the import modules e&cmnectommust implement th€onnector
Interface Similar, theTranslator must be rewritten for each legacy application in order to
extract the necessary information from the imported legamicies based on th&ranslator
Interface OPL APl methods are called in order to cre@PL RBAC Corepolicy fragments.
The legacy adapter provides a small set of methods that caalleel from the administration
tool. A short overview of the related class concept is shawRigure 18. In what follows we
give a short list of available methods:
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LDAPTranslator LDAPAdapter LDAPConnector

Y

LegacyAdapter
Ename
& configuration
ranslator
E0PLXMLWriter
& connection

| i

: ranslate()
v / Sdumpl) \ v
Translator SisAlive() Connection
SgetName()

*qetConfiguration()

OPLXMLWriter
LegacyTranslator LegacyConnector
&rname &name - String
®createOPLUsen) :lcnnnect(}
®addOPLUserAttributes() disconnact)
®createOPLPermission() % ping()
®createOPLRole{) ‘QEIA”USEFE(}
%createOPLRoleAssignmenty) - getUserByld()
%createOPLUserAssignment() getPermissionsByRole()

*0tRolesByUserd()
®oatAttributesByUserld()

Figure 18: LegacyAdapter Class Concepts
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e LegacyAdapter

Members

-Stringname: Name of the adapter

-String[] configuration: Configuration properties
-Translatortranslator: Reference to Translation entity
-Connectiorconnection: Reference Connection entity
-OPLXMLWriter writer: Reference to OPLXMLWriter entity

Methods

Document textbfimport():

Reference to OPLXMLWriter entity
-translate(Document xml,XSLTInputSource xslt):
transforms legacy policies into OPL policies
-dump(String filename, Document xml):
writes OPL/XML policies

-booleanisAlive():

Returns true if connection is still alive
-StringgetName():

Returns the adapter name
-HashMapgetConfiguration():

Returns a configuration hash

e LegacyTranslator

Members
-Stringname: Name of the adapter

Methods

-DocumentreateOPLUser(String id, String surname, String firstname)
creates an OPLUser

-DocumentreateOPLUserAttributes(String id, HashMap map):
creates a user attribute

-DocumentreateOPLPermission(String perm_id, String operation_id object_id):
creates a permission

-DocumentreateOPLRole(String id, String desc):

creates a role

-DocumentreateOPLRoleAssignment(String perm_id, String role_id)
Assigns permission to role
-DocumentreateOPLUserAssignment(String user_id, String role_id)
Assigns user to role

SPLease note that at the moment the OPL APl is not defined. rerave consider each OPL method results
in an OPL/XML fragment. This must be changed later.
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e LegacyConnector

Members
-Stringname: Name of the connector

Methods

-ConnectionCodeonnect(HashMap connection):

Returns ConnectionCode.Open in case system is responsive
-ConnectionCodéisconnect():

Returns ConnectionCode.Closed for successful system sign off
-booleaming():

Returns true if connection is okay

-String[]JgetAllUsers():

Returns a list of user IDs

-DocumengetUserByld(String):

Returns true if connection is okay

-String[JgetAllRoles():

Returns a list of role IDs
-DocumengetPermissionByRole(String):

Returns a list of permissions for a role
-String[]JgetRolesByUserld(String):

Returns the role assignments of a user
-String[]JgetAttributesByUserld(String):

Returns a list of user attributes
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o OPLXMLWriter

Members

-fileWriterwriter:

Reference to file writer
-Documentlocument:

Reference to an XML document

Methods

-write(Document document):
Write XML document to disk
-Documentread():

Reads XML document from disk

4 Conclusion

In the course of this paper we have been investigating vakauwds of enterprise-scale legacy
application and services, such as Active Directory sesyiS@AP Web Application Server, or
IBM Tivoli Access Manager. All these system support roledzhguthorisation concepts. Some
even provide finer-grained mechanisms, such as Access Chrst®or limiting constraints.

For every examined legacy application we analysed theiedyidg policy model and mapped
each model entity to OPL entities. Because all these systapos RBAC this is straight
forward. In addition, for each system we provide a set of AP$ystem calls to access and
query authorisation policies and user data remotely.

Based on the evaluation and analysis of several legacy apipls and their interfaces for
remote access we designed a modular legacy adapter cohe¢mian be integrated into the
ORKA administration tool to support policy import for legasystems. Therefore, each adapter
comes with a&Connectorusing the legacy system API method calls to extract roletasnfig-
urations. A second component, theanslator, is used to map these legacy policy fragments to
ORKA OPL/XML fragments. These fragment can be either writtethe file system or can be
directly used within the ORKA administration tool. By refergito ORKA OPL API we avoid

a redundant implementation of the OPL API.

In the follow up work package 3.10 we will provide some refexe implementation of these
concepts in order to import active directory, LDAP and Jagaed security information into
ORKA OPL.
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