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1 Validation for RBAC security policies

1.1 Introduction

Since the relevance of IT systems for authorities and ensapis expanding constantly, the
importance of IT security is increasing rapidly. This melihsecurity measures for protecting
data inside such systems and/or enforcing authorizatiostcaints such as separation of duty
for business processes are becoming indispensable. TiHsdibthe more, on the account that
formerly separated IT systems are integrated (c.f. Wehicsyand that in general the com-
plexity of IT systems is steadily increasing. Furthermdrigh levels of IT security standards
such as Common Criteria demand the application of formadlatbn methods to ‘select TOE
security policies’ (TOE = target of evaluation).

Finally, it is a well-known fact that conceptual faults arery hard to correct after the imple-
mentation of the IT system, as may be seen from the followkagrles:

e When extending credit cards with RFID capabilities, theiglesrs apparently did not
pay much attention to security. Consequently, data likeiteard number, cardholder
name, etc. were at least in some cases stored as plainteet RRID chip attached to the
credit card. Thus a common RFID scanner suffices to read ttegadrom an appropriate
distance. Most of the cardholders will probably not feepwewsmfortable with this risk.

e As WLAN standards had to be decided, the intended cryptdugcapethods were already
obsolete and additionally implemented such a way that tbeyddoe broken very easily,
which made security experts disadvise companies to use WLAN

e A large travel agency offered its clients the possibilityomiine-booking. For this pur-
pose, the clients had to enter their address and so on in aom@b During this process
the client would also pick a password which would be requicedater modifications in
order to identify this specific client. Unfortunately thet@léo be handed over at the first
contact did not contain any secret (e.g. a public key) enguhe identity of the client. In
fact for many persons this data can be easily retrieved flmwieb. Thus a client might
easily deny his participation in a transaction.

Validation in general helps to avoid such mistakes. The aleamples also demonstrate that
validation should be applied at the beginning of the desigregss (as IT security principles
in general) because thorough understanding of the usesbaisésof a system is the first step
toward economical and effective security. The example bssation 1.2.1 indicates, how vali-
dation can help to make assertions about RBAC securityipslic

This deliverable presents and evaluates formalisms and foothe validation of RBAC se-
curity policies. Among other things it contains a very detidescription of the employment
of the model checker NuSMV for the validation of securityuggments for workflows due to
recent publications in this area, which is demonstratedbgxample. Furthermore, the appli-
cation of the USE Tool for the validation is discussed extaslg. Moreover, as demonstrated
in a recent master thesis, USE Tool can be the core of an @dkion engine.

The deliverable consists of four sections. The first seatitinntroduce basic notions and give a
short example for validation of RBAC security policies, 8eeond will describe various (more
or less) helpful formalisms for validation, the third sectiwill describe some tools and the
fourth section will give an assessment of the presenteddlisms and tools w.r.t. validation.



1.2 Foundations

The following subsection aims at providing the essentiacdptions for the understanding
of validation. Since there is no predetermined formalisnathematical definitions are not
given here. The first two descriptions characterize theabbjef validation. It is presumed
that the reader is familiar with the concepts and notionsot#-based access control (RBAC)
(cf. [SCFY96, Ame04]).

Description 1 Aregular RBAC configuration consists of finite sets of users, objects and roles
with explicitly specified operations and state transitigugh that the access behavior of the
system is unequivocally determined. A (regular) RBAC cordigpn may be a (role-based)
workflow instance, a Kripke model (for linear temporal Iogio case of model checking, a
sequence of graphs (where the successor can be obtainethiegonedecessor via graph trans-
formation) or a similar structure. Furthermore, a regulaBRC configuration is required to be
finite in the sense, that after the execution of a finite nunalbe@iccess operations a terminal
state is reached (i.e. no further access operation is exeludr all further access operations
can be described by a periodic pattern. Thus there is a teatitig deterministic algorithm
which can decide whether e.g. an arbitrary sequence of @acgpsrations on certain objects
takes place or not.

Consequently RBAC configurations:

e having an infinite set of users, objects or roles or

e being not finite in terms of access behavior as specified above
are denotedregular RBAC configurations.

Description 2 An RBAC (security) policy is a finite set of authorization stoaints and other
schematic rules. Thus an RBAC (security) policy in genesatesponds to a schema defining
an infinite set of RBAC configurations. In formalisms liketfongler linear temporal logic such
a policy usually consists of a finite set of closed formdlas

The following descriptions characterize the two kinds didation, which are considered in
ORKA.

Description 3 Configuration-based respectively automated validatiarodes checking require-
ments of an RBAC security policy such as authorization camms$ for a finite set of reg-
ular RBAC configurations by a terminating deterministic@uated algorithm. By the es-
sential properties ofegular RBAC configurations such an algorithm can always be found.
Configuration-based or automated validation mostly emptowls like model checkers or con-
straint solvers, which are rather independent of humanrirgetion.

The reader may notice that finding a (non-trivial) RBAC coufagion for which a RBAC secu-
rity policy holds ensures the consistency of this securglcy. To be a little more precise, if
we define an RBAC policy as a finite set of (closed) formulasref-brder or higher-order (lin-
ear temporal) logic and can produce some (regular) noratfRBAC configuration for which

1The reader may notice that in workpackage 2.2 the notion ‘@Banfiguration’ is defined diversely (without
state transitions).

2For reasons of convenience we demand that an RBAC secutityman always be expressed as a finite set
of closed formulas in formalisms like first-order or higheder (linear temporal) logic.



this set of formulas holds, then we know by fundamental tier of logic that the consid-
ered set of formulas is contradiction-free. This resultloamrasily obtained because the RBAC
configuration is a model for the set of formulas in question.

Description 4 Proof-based respectively deduction-based validation maederiving security
relevant properties of RBAC (security) policies via addquaference rules. Such properties
hold in general for an infinite set of RBAC configurations (dpscription 2). Hence this kind
of validation usually requires human intervention. Comniormalisms for proof-based or
deduction-based validation use first-order or higher-orltgyic. In ORKA specifically linear
first-order temporal logic is intended as a formalism forstkind of validation. This formalism
has been encoded in the theorem prover Isabelle/HOL (cfTB@!]).

The reader may notice that the properties derived from an@®pBaélicy by proof-based valida-
tion hold for all RBAC configurations defined by the corresghoigy schema includingregular
RBAC configurations.

Altogether, configuration-based and proof-based valbdatan be regarded as complementary
rather than competing methods for the validation of RBACusé&g policies. As mentioned
above, configuration-based validation allows to prove thesistency of an RBAC security pol-
icy and proof-based validation can derive (security redvaroperties of an RBAC security
policy, which hold for all RBAC configurations defined by theresponding schema.

The following text shortly presents an example for the aggtion of proof-based validation,
which has been published at QSIC 2004 [DBTSO04].

1.2.1 Example

Suppose a bank safe is controlled by an IT system which regjailsecret number to open the
safe. For this reason, users authorized for certain RBA€sroan get shares of that secret
number generated via a secret sharing scheme. It takesdifierent shares to compute the
secret number. The distribution of shares is governed bfollfmving RBAC policy:

Any user entitled to assume the role bank director shall e tabexecute the operation for
getting shares twice but no more, any user entitled to asshmeole cashier is allowed to
execute the operation once but no more (we assume, that noseve get the same share and
no user gets the same share twice). Furthermore, no usébshalle to get a share without
being entitled to assume the role director or cashier.

From this we can deduce that the policy does not allow anylesumger to obtain three different
shares (without the help of another user), which has beéinagkby the theorem prover Isabelle
[DBTS04].

The following section describes formalisms which can hetwjmg and/or examining properties
of RBAC security policies.

2 Formalisms

2.1 First-order LTL

Proof-based validation can be achieved by using first-olidear temporal logic (first-order
LTL) as formalism to prove certain properties of RBAC setupiolicies. Such properties (ex-
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pressed as first-order LTL formulas) typically hold for assdaf models respectively RBAC
configurations not merely for a single (regular) RBAC confajion. First-order LTL has been
embedded in the theorem prover Isabelle/HOL [PN] as thecky description 4 in subsec-
tion 1.2). Isabelle helps to assure the correctness of thefprfor the lemmata respectively
theorems. Obviously first-order LTL is a solid very expressiformalism with mathematically
defined syntax and semantics (Kripke semantics [Gol87]hteéBees are the usual first-order
sentences built from equations, predicate applicatiodda@gical connectives and quantifiers

3. Additionally, we have the modalitids (always in the future)> (sometimes in the future)
and O (in the next step). The corresponding past modalitied=3r& and (-). Models live
over discrete time, indexed by the natural numbers as tigpesstFirst-order LTL can among
other things express any authorization constraint whichbeaspecified in the formal language
RCL 2000 [Ahn99] since RCL 2000 is equivalent to a restrid@ah of first-order logic (cp.
[AS00]). Furthermore, dynamic authorization constraliks Object-based Separation of Du-
ties (ObjDSoD) can easily be specified because first-ordeid@ temporal logic. Followingly,
ObjDSoD is shortly described and then specified in first-otdé. in order to provide an ex-
ample of the use of first-order LTL as formalism.

According to ObjDSoD a user may be entitled to execute segpeations, but she may not be
allowed to apply two or more of those operations to the sancabThis can be expressed in
first-order LTL in the following way:

Vobj : Object. (ObjDSoD(obj) <
[Vu : User;op, op’ : Operation. op # op’ A Exec(u,op,obj) = O—-Auth(u,op’, obj)])

The predicates ‘Exec’ and ‘Auth’ indicate the applicatidran operation to an object by a user
respectively the authorization of a user to do such a thiig. dbove formula corresponds to the
statement, that any user who applies the operaiio a given objecbbj can in that moment
and from that moment on never be authorized to apply any aheration to the same object.
This constraint may, for example, apply to operations tkeate_order and confirm_order
(w.r.t. the same order) for many organizations like comggsrauthorities and universities.

It is intended to reuse lemmata that have been proven fainezdmbinations of authorization
constraints in order to prove theorems about more complekX@R&:curity policies which use
such combinations as building blocks. Thus first-order LEn telp to assure properties of
RBAC security policies that are too complex to be easily ustd®d by human beings.

Proving security properties in first-order LTL may be a gocetimod to meet the requirements
for certifications of high-level security according to I Tcseity standards like Common Criteria.
If a single regular RBAC configuration or a finite set of reguRBAC configurations is to be
examined, then propositional LTL is an appropriate forsralas described below.

2.1.1 Propositional LTL

Let an RBAC workflow with its resource model (e.g., user-raésignment, user-task instance
assignment, permission assignment) be given. Does thistR&Afiguration/resource model
of the workflow adhere to specified security properties swEllgect-based dynamic SoD,
history-based SoD, prerequisite role constraints, origality constraints? A typical exam-
ple of a violation of such a security property would be a clery prepare and approve a

3Indeed, first-order logic is a sufficient foundation for mamayts of mathematics (including set theory).



check. Moreover, if delegations and revocations of tastaimses or authorizations are carried
out during the execution of a workflow (instance), are theafeentioned security properties
satisfied? In particular, we can regard the workflows as ingasystems [MP95] where certain
tasks and delegations are performed at runtime. Since war&f(for example, due to loops
and branches) can be quite complex, an automated analysiglof{regular) RBAC configura-
tions for workflows is desirable. Specifically, the autondaé@alysis should be able to check
the aforementioned temporal/dynamic properties. In aaditan the analysis tool also be em-
ployed to implement an authorization engine that helps fareing the dynamic access control
policies? In order to aid in the automated analysis of compactive systems and properties
as described before, we can apply model-checking techsii@@®@P99]. Such techniques have
already been used and refined in other domains such as satetgt systems analysis, e.g., to
verify the correctness of railway control systems or aftctantrollers. Model checking is a
technique for the automated verificationfofite state-based (concurrent) systems. The proof
of a property is entirely carried out by the machine. In cdmegroperty does not hold, the
model checker will construct a counter-example suitabtdddure diagnosis. In mathemati-
cal terms, the considered (finite) systems are representiaite state-based transition graphs
(Finite State Machine, FSM). Kinite State Machineonsists of a finite set of states; a set of
initial states (a subset of the set of states); a transigtation (states are accessible from the
current state); a function mapping each state to the atonmojgsitions holding in this state.
These FSMs are often referred to as Kripke models [CGP99¢ aiim of model checking is
to automatically verify that the FSM in question satisfiesaia properties. The reader may
notice that a non-trivial regular RBAC configuration for aBAC policy (cp. subsection 1.2) is
a FSM. Thus model checking may be employed for checking theistency of a given RBAC
policy.

A FSM can be specified with the help of the SMV input languageweler, we also need a
way to specify the properties which the FSM should satisuySMV offers two formalisms
for this purpose, namely propositional CTL (computatiaettogic) and propositional LTL. In
Section 3.2.1, we will use LTL for the specification of dynarBioD properties. As pointed out
[MDSO03], LTL is well-suited to specifying dynamic access ol policies.

LTL [Gol87] uses the familiar Boolean operators likeand V. On the other hand, special
temporal operators have been introduced:

e F p (sometimes in the future holgy,
e G p (globally in the future holdg),

e p U g (p holds untilg), and

e X p (pistrue in the next step).

Moreover, corresponding past modalities are also availéhich ad - historically, O - once
in the past,Y - one step before). To sum up, LTL characterizes each linatir ipduced by
an FSM. NuSMV allows one to specify properties in an extrdisecalled LTLSPEC. It is
possible to define several LTL properties for an FSM at theestme.

2.2 Graph-based Formalism for RBAC

In this subsection, we present the graph-based formalisrmdaced by Koch et al. in more
detail as another specification format for RBAC policies. ragh-based RBAC configuration
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U U
userName=x assign user userName=x
| |
R remove user R
roleName=y roleName=y
R R
roleName=x . . roleName=x
assign right
+ |
Right remove right Right
rightName=y rightName=y
new user U
delete user userName=x

Figure 1: Examples of RBAC rules.

state consists of an initial graph representing the ingiiatection state of the system (= RBAC
configuration state) and a setgraph rulesto describe the dynamic changes of the protection
state.

We introduce next the notions of a graph and a graph rule. genaral introduction to graph
transformations see [KMPPO02]. graph G consists of disjoint sets efodesG)y and directed
edgese : a — b € G from asourcenodesg(e) = a to atargetnodets(e) = b . Nodes and
edges of a graph are labeled by attributes. Nodes repre8AE Bntities such as users, roles,
permissions, operations, and objects (cf. definition of RBAodels [FSG01]). The edges of
the graph represent the RBAC relations suclds PA, andRH .

A graphruler : L — R consists of a graplh (left-hand side), a grapR (right-hand side) and
partial mappingsy : Ly — Ry andrg : Lg — Rg which preserve the graph structure, i.e.,
sr(re(e)) = ry(sq(e)) andtg(rg(e)) = ry(ta(e)) for all edgese € dom(rg). The graph L
describes the elements a graph must contain forbe applicable. The mappings are undefined
on nodes/edges that are intended to be deleted, defined es/eddes that are intended to be
preserved. Nodes and edgesfWithout a pre-image are newly created. Note that the actual
deletions/ additions are performed on the graphs to whiehule is applied. Figure 1 shows the
graph rulesussign User / remove User, assignRight / removeRight andnewUser / delete User.

As a consequence, the administrative RBAC functions, wbid@nge the RBAC configuration,
can be represented by graph rules in a natural way. In additve can define certain condi-
tions for each graph rule. In order to apply those rules, tie conditions must be satisfied.
Otherwise, the rule cannot be performed. If we define nowaightion constraints (such as
SoD, prerequisite roles, cardinality constraints) as theddions for an administrative RBAC
function (which is represented by a graph rule as mentiobede), the function in question
cannot be performed if any relevant authorization constiaiviolated.

As a result, we can produce only RBAC configuration stateskvhre consistent to the autho-



rization constraints (i.e., to the defined RBAC policy) aswsh by Koch et al. [KMPP02].

2.3 DTAC model, Entity-Relationship model

The DTAC (dynamically typed access control) model regamigepts as basic entities for au-
thorization schemata. The corresponding formalism (s&®1]) uses a notation derived from
E-R diagrams and category theory to represent authorizattbemata. A concept is symbol-
ized by aconcept nodédepicted as a rectangular box). Concept nodes repregantigsses
or aggregations of instances of some other concept nodg athimstanceof a concept node
is atypeor anaggregate Type classes are homogeneous collections of system spiypés,
whereas aggregation defines a membership relationshipuwtitarther conditions. Inheritance
can only happen between types that belong to the same tyge clus inheritance can only
occur within a single type class. In order to keep the DTAC etoekll defined, cyclic construc-
tions of either inheritance or aggregation are forbiddehnictv also eliminates mutual cycles.
An edge between two concept nodes indicates the existeraceetditionship. Edges in DTAC
schemata are represented in terms of standard UML edgeBimme 1 in [TPO1]). A ternary
relation is drawn as a three way intersection with a smaitisiut.

Instances of concept nodes are depicted by circles. Therevartypes of edges in DTAC in-
stance graphsassignmenédges which are solid arrows aconstraintedges which are dashed
(cp. Figure 14 in [TPO1)).

(Ty) incomparable /7>,
) ®)

\ /
m?m ber rne[h ber
f

@ @

Figure 2: Only separate users are allowed to be members hisexeroles.

A constraint between a pair of aggregates will be marked wiimall circle at both ends of
the constraint edge. Assignment edges must go from an cestafra concept node to another
instance of a concept node. These concept nodes must bd liyka relationship in the un-
derlying DTAC schema. Constraint edges may go between anyppmstances belonging to
different concept nodes. Cardinality constraints limé tlumber of allowed assignment rela-
tionships between the instances indicated by the constr@lanstraints on aggregates apply
across all members of the aggregate. Figure 2, which is aaopigure 1 in [TJOO0], presents a
constraint between two exclusive roles.

The dynamic aspects of access control models are reflecteeybgrs. Triggers are specified
as graph transformations which consist of before and afiefigurations and may optionally
include constraints. In this manner changes of a DTAC graphrepresent the flow of jobs or
tasks in a workflow may be expressed.

Overall, the DTAC model can be regarded as an approach tolraodess control by algebraic
generalizations. It is probably not meant for reasoningualsongle objects or users since the
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instances of concept nodes are aggregates or types. Adkhedll et al. point out, they believe
introducing mechanisms for abstraction which eliminatgpjpropriate details will increase the
robustness of the security specifications. FurthermoeeDIPAC model separates the structure
from the constraint specification. Tidswell et al. see théADTnodel as a solid mathematical
basis for future work. Thus the DTAC model may be a good stgrioint for policy design
since Tidswell et al. intended to define a fully general canst specification language.

On the other hand, the DTAC formalism seems to be not so atedoramodeling temporal
properties and dynamic authorization constraints as-@cer) LTL, which is a disadvantage.
Moreover there seems to be no tool support for the DTAC madgkeéatly. In the opinion of the
authors this might possibly be overcome by the applicatidh@USE tool (see subsection 3.5)
or Alcoa (see subsection 3.3) and/or a graph transformadmiike AGG (see subsection 3.4).
Clearly, it remains still to be analyzed whether Alloy is aapeopriate formalism for the speci-
fication of the DTAC model.

Compared to the DTAC model entity-relationship diagranesaitess general formalism, but
also mathematically solid. An entity in the entity-relatship model can be anything that can
be distinctly identified. This facilitates reasoning absiagle objects or users in contrast to the
DTAC model. Relationships are (ordered) tuples of entitggsesenting an association among
the entities in question. Each position in the ordered tupdsyy correspond to a certain role
defining the function of the entity on this position w.r.t.ethonsidered relationship. An at-
tribute is a function mapping from an entity set or relatitipsset into a value set or a Cartesian
product of value sets. The values contain the informatiosuglan entity or a relationship,
which can be obtained by observation or measurement. Acgptd Chen the primary purpose
of entity-relationship diagrams is to serve as a tool foadase design. For further details on
the entity-relationship model the reader is referred togfH].

As explained in [Che76] the relationship sets hold semantarmation about data dependen-
cies. The entity-relationship model allows to define rule®rcing data consistency in case
of updating, inserting and deleting the database in quesiioce it facilitates understanding
and specifying constraints for maintaining data integritythe contents of the database is the
current state of the RBAC configuration (with users, objeRBAC roles, etc. as entities), the
entity-relationship model thus may help to define the rubesupdating, inserting and deleting
such that the resulting state transitions are consistehttive given RBAC security policy (cf.
[KMPPO2]). Under the tacit assumption of adequate tool supthe entity-relationship model
may hence serve as a basis for the construction and implatrenof an authorization engine
which decides, whether an access request should be grametl o

2.4 UML, OCL, TOCL

An approach to specify authorization constraints for ledsed access control is based on the
unified modeling language (UMLYUML is a general-purpose modeling language which can
represent the sets, relations, and functions of the RBACei&A00]. Using theobject con-
straint language (OCL)hat is part of the UML standard, it is possible to specifyhauization
constraints in OCL for the UML model of RBAC. OCL has the sameguage constructs as
first-order logic including-or al | andExi st s which are, however, not applicable to infinite
sets [HDF02]. Hence, we expect the expressiveness of OCQloamation constraints to be
similar or even the same as the one of RCL 2000 [Ahn99], whéabguivalent to a restricted
version of first-order logic. For example, Ahn and Shin [AE&ate a variety of authorization
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constraints using OCL including static and dynamic separatf duty constraints, prerequisite
constraints, and cardinality constraints. There is ameskom of OCL with temporal logic called
TOCL[Z2G02] that augments OCL by the temporal capabilities of édilinear temporal logic.
As a consequence, TOCL is able to express history-basedra#tion constraints that depend
on past and future conditions.

In the rest of this subsection, we deal with aspects of spegfauthorization policies using
this approach with regard to policy validation.

To have a precise and unambiguous understanding of the ngeahihe expressions of a lan-
guage is almost a prerequisite for validation. Otherwise itot possible to find out precisely
whether a given statement of the language really expredsasitws supposed to. For this rea-
son OCL and TOCL have formal semantics [Ric02, ZG02, RGOd]thare is work going on to
provide a unified formal semantics for UML as well [Sof]. Itashid be noted that according to
Kleppe and Warmer it is important to ensure that the formailas#ics for the various modeling
concepts of UML and OCL are based on one unified semantic aofidsv04].

As mentioned in subsection 1.2, there are two different @gghres to validating authoriza-
tion policies: configuration-based validation and dedwethased validation. As OCL does not
provide any inference rules, on the one hand, deductioaebealidation is not applicable for
authorization policies specified in OCL. It would be necegsa translate the policy to an ap-
propriate logical calculus first. This is a minus for OCL. e tother hand, there are several
configuration-based validation approaches for OCL [RGB82jce OCL expressions are always
computable (because of OCL constructs being applicabletorfinite sets), OCL is decidable
and thus it is a good foundation for full-automatic configima-based validity checks at run-
time [HDF02]. One of the configuration-based validationragghes is based on the USE tool
[RGOO0], which is a validation tool for UML models and OCL ctrasnts. In particular, there
has been research on how to use this tool for authorizatibeypalidation [SAGMO05]. How-
ever, the USE tool is not able to deal with TOCL. Subsecti@gd/es more information about
the USE tool.

Finally, considering the fact that OCL provides (configimatbased) validation capabilities, its
wide-spread and even commercial use is a big plus. Apparénit wide-spread use is due to
the fact that OCL, although being to some extent related tathematical foundation, does not
look like a mathematical formalism. It does not have any mathtical symbols [WKO03, p.17].

3 Supporting tools for Validation

3.1 The Theorem Prover Isabelle

Isabelle [NPWO02] is a generic proof assistant based on thetifunal programming language
ML. It allows mathematical formulas to be expressed in a flanguage and provides tools for
proving those formulas in a logical calculus. The main aggtion is the formalization of math-
ematical proofs and in particular formal verification, whiiacludes proving the correctness of
computer hardware or software and proving properties ofpeger languages and protocols.
Compared with similar tools, Isabelle’s distinguishingtigre is its flexibility. Most proof as-
sistants are built around a single formal calculus, tybdaigher-order logic. Isabelle has the
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capacity to accept a variety of formal calculi. The disttdzliversion supports higher-order
logic but also axiomatic set theory and several other fosma. Formal calculi and/or math-
ematical theorems are encoded in theory files (suffiky) that can be invoked to Isabelle by
the commandise_t hy. Invoking a theory file makes Isabelle accept all definitiasoms,
etc. in this theory. Furthermore, Isabelle will check pmof theorems given in this theory.
Isabelle can be viewed from two main perspectives:

e On the one hand it may serve as a generic framework for rapiiyping of deductive
systems.

e On the other hand, major existing logics like Isabelle/HObvide a theorem proving
environment ready to use for sizeable applications.

Isabelle/HOL is currently the best developed object logicluding an extensive library of (con-
crete) mathematics, and various packages for advancedtidef@h concepts like (co-)inductive
sets and types, well-founded recursion, etc. The distahutlso includes some large applica-
tions, for example correctness proofs of cryptographitquals (HOL/Auth) or communication
protocols (HOLCF/IOA).

The authors have embedded the first-order LTL in Isabellé/ld@d verified some properties
of an RBAC policy as described in 1.2.1 and published in [DBZ]S Unlike model checkers,
Isabelle/HOL in general cannot run into complexity prolbdesince Isabelle as a theorem prover
just has to check a given proof, which mostly implies a reabmupper bound for the com-
plexity 4.

Of course, this advantage of Isabelle/HOL compared to mobetkers is not for free be-
cause the human user has to provide correct proofs for tlem giveorems. This may be time-
consuming and impose considerable effort on the policygtes) but this labor can result in
theorems and lemmata that are much more general than thiesr@ismodel checkers and might
thus be applied to a variety of possible scenarios. Furtbe¥nproven theorems and lemmata
can arbitrarily be reused in following proofs. By contrasich a reuse of previous results is
generally not possible for model checkers.

3.2 The Model Checker NuSMV

Various model checking tools exist. For a reference see E3EHN this section, we discuss
the NuSMV model checker which will be later employed for ttegification of workflow SoD
properties. The NuSMV [CC@&02] is a symbolic model checker, which is an extension of
McMillan’s SMV system [K.L92]. Beyond SMV’s BDD-based mddehecking NuSMV now
supports also model checking techniques based upon ptigmasisatisfiability.

The FSM can be specified by an intuitive input language. Siriséntended to describe FSMs,
the only data types are finite ones, namely Booleans, scaadsfixed arrays. In addition,
reusable components can be specified by modules. The pripappse of NuSMV'’s input
language is to describe the transition relation of the FSguestion. For this purposagext
expressions can be used. For example, if we have spenietl( b) : =1; for a Boolean state
variableb, this means that in the following statds true. Moreover, with the help of theni t
function, we can also define initial values for state vaeal{fremember that an FSM has a set
of initial states).

4Some incorrect proofs can cause an infinite loop with Isatselérm rewriting, but at least for correct proofs
there is usually a reasonable upper bound for complexity.

13



3.2.1 Model Checking RBAC Configurations for Workflows

As indicated earlier (cf. Section 2.1, we often must deahwlgnamicsecurity properties in
the context of workflows. Examples are the various kinds afagyic SoD policies as given
by Simon and Zurko [SZ97]. In summary, our model checkingeasapproach to validation of
RBAC configurations for workflows works as follows: The RBA@Gnfiguration, the workflow
itself and the delegation and revocation steps are spetifiedeans of an FSM, and then the
SoD properties to be checked are specified in propositioflal The model checker then takes
care of checking the security properties in question. kotigly, we present two examples of
specifications of separation of duty properties in propasél LTL.

Simple Dynamic SoD (SDSoD) A principal may be a member of any two exclusive roles but
must not activate them at the same time:

I'(activate_u_clerkpreproc & activate_u_cl erkpostproc).

There is a loophole with this property: The exclusive rolesld be activated one after another.
Hence, a better version for SDSoD would be, for example:

(activate _u_clerkpreproc ->! F activate_u_cl erkpostproc).

Operational Dynamic Separation of Duties (OpDSoD) A principal may be a member of
some exclusive roles as long as the set of operations adoquies these roles does not cover an
entire workflow.

Here we need to relax ‘entire workflow’ to steps 1.-9. of thekdag workflow given in [SLS06]
only. This can theoretically be done by the two ro&sr kPr ePr ocessor and

Cl er kPost Processor only (if we do not exceed the 100k thresholds). This would mtea
check for two things:

1. they are not assigned over two roles at any state,

2. they have not been delegated and revoked one after theavtiesome states such that
never at any state all authorizations cover 1.-9.

Once again, the second variant - which is stronger than tteofire - prevents a principal from
circumventing OpDSoD by delegation and revocation. In psijonal LTL, this second variant
can now be expressed as follows:

'(F auth_u_update_custonmerdata & F auth_u_query_custonerdata

& F auth_u _prepare_ratingreport & F auth_u_rel ease_ratingreport
& F auth_u_post _ratingreport & F auth_u_query_ratingreport

& F auth_u_queryavail products_product bundl e &

F auth_u_update_ productbundle& F auth_u commt _product bundl e);

Note that we introduced here further state variables itigigahat principal u is authorized to
execute the operations in question such as update, quemgare.
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3.2.2 Analysis of the Interplay between SoD Properties and D elegation

Maintaining an operational dynamic SoD property requiresdditional piece of information:
The underlying workflow model within a specific instance ofiethobjects are accessed. We
then need to compare the set of required authorizations Warkflow with the critical set of
authorizations computed from a principal’s exclusive solen addition, we need to check for
any delegation and revocation activities within the damatf a workflow and whether these
resulted in the acquisition of the critical authorizati@n. s

During our analysis we have encountered a scenario by mdadaSMV where the afore-
mentioned naive version of OpDSoD (cf. Section 3.2.1) carcibmimvented whereas the
second variant of OpDSoD cannot. In this scenario princidaldelegates the access rights
of hisCl erk PreProcessor role tou2 one after the other. Aften2 has exercised this
access rightul immediately revokes it. We further assume thi@& has the roleC er k
Post Processor . If we did not exceed the 100k limit, then the supervisor isingolved,
andu?2 could execute all operations covering the steps 1.-9. dbam&ing workflow. This way,
OpDSoD could be violated. In our test run, the first propestgvaluated to true by NuSMV
whereas the second is false. In fact, the first constrairdtisfeed at every time stepu2 never
has all the authorizations of the critical set at a point wfeti NuSMV also gives a counterex-
ample (trace) in case of the second (stronger) property.

3.2.3 Inter-Instance Analysis of Workflows

Up to now, we have only dealt with an analysis o$iagle workflow instanceby checking
whether the RBAC configuration adheres to certain securiipgrties. By means of NuSMV,
we can carry out an inter-instance analysis, too. For exanagbusiness object such as

credi t _for_Amay be accessed in different instances of a loan originatakflow °. This
way, it might be possible to circumvent certain SoD rules bgeasing the business object in
both workflow instances. In particular, we can now diffeiatet between two cases of an inter-
instance analysis:

e inter-instance analysis of workflow instances of saene schema/moddk.g., of schema
loan origination workflow),

e inter-instance analysis of workflow instances of differechemata/models (e.g., an in-
stance of a shipping of goods workflow and an instance of aerdodstock workflow).

For the inter-instance analysis, we useph®cess statement provided by NuSMV. Processes
are used to model interleaving concurrency. A process issMNUmodule which is instantiated
using the keyworghr ocess.

A NuSMV module declaration is an encapsulated collectiodemflarations and specifications.
A module declaration also opens a new identifier scope. Oefieetl, a module can be reused
as many times as necessary. Modules are used in such a waatiiainstance of a module
refers to different data structures. Furthermore, a modarebe called with parameters. The
actual parameters can be regarded as data of a higher leya sdich are handed over to the
module in question.

5The following discussion is based upon [SLS06], where thelee can find the details.
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The program now executes a step by non-deterministicaléctieg a process, then executing
all of the assignment statements (suchnast statements) in that process in parallel. It is
implicit that if a given variable is not assigned by the pg;eghen its value remains unchanged.
The LTL specifications such as object-based dynamic SoD lvam be checked against the
concurrent system.

3.2.4 Authorization Engine for RBAC Policies

One can employ the model checking approach for implemeatraguthorization engine which
can enforce the dynamic and history-based policies suclbjgstebased dynamic SoD. The
basic idea of such an authorization engine is only sketchbsexjuently.

Whenever a user/principal performs a task instance witthéhe of a workflow engine, it must
be checked if the access is to be granted. For this decisiermust take into consideration
which tasks instances have already performed, i.e., we theedccess history. For example,
if a user has executed thpdat e product bundl e operation, themonm t product
bundl e must not be executed by the same user. The model checker salpencalled by the
authorization engine (which acts a policy decision poimtjécide whether the access is granted
according to the access history. To sum up, we utilize NuS$vaBility to check temporal
properties at this point.

3.3 Alcoa

Alcoa is a tool for analyzing object models which are spedgifiethe input language Allo§.
Alloy (cp. figure 3) is basically a first-order logic with a atbnal calculus offering a syntax
for structuring specifications in the logic. Every value v@ tAlloy logic is a relation and all
relations in Alloy are first-order, i.e. a relation cannohtaon other relations and no sets of sets.
The notation of Alloy has been inspired by Z.

Alloy supports the description of systems whose state u@stomplex relational structures.
Alloy is a declarative language that enables one to build dehby layering properties using
conjunction. This allows the construction of partial majéh which constraints describe how
state components are related to one another, without éxpiles for how each component is
updated.

Alcoa essentially translates constraints specified inyAltoboolean formulas and then applies
state-of-the-art SAT solvers, which allows to analyzedn$ of states in seconds. Since Alloy
is not a decidable language, Alcoa cannot provide a sounccamglete analysis. Instead it

conducts a search within a finite scope chosen by the usebdhbatls the number of elements
in each primitive type. Thus Alcoa is fundamentally a compilhich translates the problem to

be analyzed in a (usually huge) boolean formula. This foenmihanded to a SAT solver, and
the solution (if a such exists) is translated back by Alcothamlanguage of the model (which

has been specified in Alloy). Otherwise the user receivesigssage that no solution was found
in the given scope.

Alcoa helps to address two principal risks of declarativelelimg:

5The following description is mainly based upon [JSS00].
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Figure 3: Screenshot of Alcoa (copy of Figure 1 in [JSSO00]).

e Wrong assertions
e contradictory constraints

For the first risk Alcoa offers the possibility to check aneien, i.e. a theorem that cer-
tain consequences follow from the given constraints. Akearches now for counterexamples
within the given scope. If it finds one the assertion is notdvaDn the other hand, if Alcoa
finds no counterexample, the theorem can still be not vatidohtrast to that, a correct theorem
prover can definitely confirm the validity of a theorem, iftgiven a sound proof.

For the second risk Alcoa can exercise invariants or opmrsatilf it finds an example, the user
can be assured of the consistency of the constraints iniqnest no such example is found
within the given scope, the given constraints could stilcbesistent. Thus altogether Alcoa
may be helpful for automated validation, but it is not suifed deduction-based validation.
Therefore it is a lot closer to model checkers w.r.t its #éil#i than to theorem provers. Unlike
model checkers it does not provide the possibility to ingase elaborate temporal properties.
In contrast to model checkers, Alcoa addresses the conypliat arises from relational state
structure. Thus Alcoa is quite similar to the USE tool.

Similar to model checking, the complexity is also for Alcaaiasue of grave importance. As
the reader may know, the 3-SAT problem is NP-complete andoaitsplexity isO(2") in the
worst case. Thus depending on the problem it may become &a@uestime whether it makes
sense to employ Alcoa for the solution (cp. [Sch03]). Thia dear disadvantage w.r.t. theo-
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rem provers. The reader may find detailed information on gi@ation of Alcoa w.r.t. SoD
properties in [Sch03].

3.4 Validation with Graph Transformation Tools

Let there be a set of organizational rules (authorizatiarstraints) such as separation of duty
rules, cardinality constraints and prerequisite roleswidan one check whether a given RBAC
configuration state remains consistent to this RBAC polityew administrative RBAC func-
tions such as assign user to role, add user, deassign usaraesl out?

To solve this problem we can use graph transformations [RloZkhe basic idea of the graph-
based approach to validation of RBAC policies is as folloasading to Koch et al. [KMPP02]:
The current RBAC configuration state respectively protecstate is represented by a graph
(cf. Section 2.2). The nodes represent RBAC users, rolesatipns, objects and sessions (cf.
definition of RBAC models [FSG01]). The edges of the graph represent the RBAC relations
such ad/A, PA, andRH. Assuming that the current RBAC configuration state is csinst
with the given RBAC policy or more precisely authorizati@nstraints, then we can make sure
that graph transformations preserve this consistency l¥ingahe authorization constraints
post-conditions for any graph transformation step in qoastve want to apply. Thus it is
assured that only graph transformations which are comsigtith the given RBAC policy can
be applied to the current RBAC configuration state or pratecttate. So we are assured that
any modification of the protection state will preserve thesistency.

In order to implement the aforementioned theoretical gilagéed approach, we can employ
general-purpose graph transformation tools such as AGRPBE In Figure 4, a screenshot
of AGG is shown. Due to the fact the AGG tool has a built-in ¢oaiat validation mechanism
one can also use the AGG tool in order to detect conflictingrars$ing constraints as can be
done by means of the USE system (cf. 3.5). This validationhaeism allows for checking the
current graph state against defined (authorization) caingst The graph-based approach and
the UML-/OCL-approach are similar this way (it has still te investigated which approach is
more efficient).

In addition, AGG supports also a Java API (similar to the U$&em) and hence it is easily
possible to build a policy decision point for RBAC policiesntaining authorization constraints
(authorization engine). Similar to the USE approach, ha@rgvistory-based SoD constraints
as required in the context of workflows are not supported.eHiétre model checking and the
deduction-based formal validation approaches are batiggds(cf. Section 3.1). Moreover,
the graph-based approach does not allow féorenal validation of RBAC policies. Strictly
speaking, only the consistency of the current RBAC configomaagainst the defined RBAC
policy can be checked.

3.5 Specification and Validation with UML and OCL

Problem: Given is a set of organizational rules (authorization ¢@sts) such as separation of
duty rules, cardinality constraints and prerequisiteso{@an we check whether we have defined
redundant rules or to put it the other way round, are certai@srmissing which the policy
designer has in mind? Furthermore, we would like to checkef $et of rules is consistent.

18



Edit Mode Parser Analyzer Preferences Help

== IR ERES

J 12 (o e 2] (=8 () [30 m || (R[S [A][+] =] (w2 = sl

ras i ¥ Mode Type Edge Type
iG) RBAC_Policy I Right (=] |—

% * [Em] Type_Graph

-

ProtectionStateGraph 4 assignUser of RBAC_Policy
b [L~T] assignUser ¢ =4

HEAE Maco £
IE remivellser 2

» [C=TE] assignisght

HAT Naco_

[L=E] remaveRight =
newliser a o 4]
[E=F] deteteuser aw e

> A sod-constraint ProtectionStateGraph of RBAC Policy

R |
roleMNama=nurss

Rigi
righiMams=qatP atismMams |

Click on the hackground to get 3 node; on a source node and a target node to get an edge.
Ll

Figure 4: The graph transformation tool AGG.

On the other hand, we would like to use a light-weight valmfat@approach for this purpose
employing formalisms/modeling languages which are widskyd such as the Unified Modeling
Language.

Due to the fact that theorem provers are still tools for etgpe¢he formal deduction-based val-
idation approach is strictly speaking not necessary iniegpgbns with moderate security re-
quirements. For this reason, we present a more practicabapip to policy specification and
analysis. Clearly, we could employ this approach in appibcadomains with high security
demands, too, and then use the formal verification if cefieablems have been detected in the
practical validation step.

For the practical specification and validation, we employlUdhd the Object Constraint Lan-
guage (OCL) [WKO03]. As demonstrated in [AS01, RLFK04], UML/OCL can benveniently
used to specify several types of authorization constraMtseover, owing to the fact that OCL
has proved its applicability in several industrial appicas, OCL is an appropriate means for
such a practically relevant process as the design of RBA(Cips!

Subsequently, we briefly introduce the USE system and tfieradescribe several use cases in
the context of validation of RBAC policies.

’OCL is UML’s constraint specification language and UML hasrbeidely adopted in the software engineer-
ing discipline.
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3.5.1 The USE System

OCL is a light-weight formalism, which can help in specifgiRBAC policies. We now demon-
strate how the USE tool [Ric02] can be employed for the véilideof RBAC policies formu-
lated in UML/OCL. In the following, we explain the functiolityt of USE.

USE allows the software modeler to validate UML and OCL dgsicns and is the only OCL
tool allowing interactive monitoring of OCL invariants apte- and postconditions, and the au-
tomatic generation of non-trivial system states. Trsstem statesr system snapshotensist
of the current objects and links between those objects aghtr the UML model in question.

The central idea of the USE tool is to check for software dualiteria like correct functionality

of UML descriptions already in the design level in an implenagion-independent manner. This
approach takes advantage of descriptive design level fsamns by expressing properties
concisely and in a more abstract way. Such properties aendiy invariants and pre- and
postconditions, and these are checked by the USE systemsagya generated snapshots, i.e.,
object diagrams and operation calls given by sequenceatiaywhich the developer provides.
These abstract design level tests are expected to be aldtatesein the implementation phase.
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Figure 5: USE screenshot.

The USE tool expects as an input a textual description of aefraodl its OCL constraints (for an
example of such a description refer to Fig. 7). After synflagaks, the model can be displayed
by the graphical user interface provided by USE. In paricUUSE makes available a project
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browser which displays all the classes, associationstiamvs, and pre- and post-conditions of
the current model.

Fig. 5 shows a USE screenshot with an example. On the lefteeedl® project browser dis-
playing the classes, associations, invariants, and apernate- and post-conditions. In a detail
window below, the selected class is pictured with all detaDn the right, we identify a se-
guence diagram presenting the operations which lead toutrert system state given in the
object diagram window below. The evaluation of the invaisan this system state is pictured
in the class invariant window to the right of the object damgrwindow. The developer gets
feedback from USE about the validity of the invariants initihariant window and the validity

of the pre- and post-conditions in the sequence diagramomind

The USE tool can be employed in various ways in the contextBAR policies (cf. Fig. 6).
Specifically, it can be employed for the specification (cfy.Fi) and for the validation of RBAC
policies in the design phase. Validation is the topic of thiéofving section. Furthermore, an
authorization engine can be built by using the Java API plediby the USE system. This is
discussed in more detail in Section 3.5.3. The last use sdssting concrete RBAC configura-
tions, i.e., after deployment of the policy [SAGMO05].

3.5.2 Validation of RBAC Policies

We now briefly describe how to employ the USE system (UML-baSpecification Environ-
ment) [Ric02] to validate RBAC policies formulated in UML &@i©CL. USE is a validation
tool for UML models and OCL constraints, which has been regatly applied in industry
and research. We consider validation by generating snépsisoprototypical instances of a
UML/OCL model and compare the generated instances withpbeied model (i.e., the RBAC
policy in our case) as mentioned above.

Validation with the USE system could help to detect if certapnstraints conflict with each
other or if constraints are missing. The latter case may tieadsituation in which a forbidden
access is possible. For example, if an SoD constraint betaegshierand acashier supervisor

is missing, a user who assumes both roles may commit frauel farimer case, however, may
have the effect that from the security point of view reasdém@BAC configurations cannot
be established. A typical example of two contradictory sukea prerequisite role constraint
between the rolesl andr2. This rule states that a user may only be assigned tbshe is at

the same time assignedmb. However, if we now define a simple static SoD rule between the
rolerl andr2, then we obviously cannot satisfy both rules at the time.ddeboth constraints
are contradictory.

While the validation allows the detection of certain cortiiig constraints, one cannfarmally
provethe correctness of the RBAC policy in question. For this psg a more formal approach
is required such as the theorem proving approach descmb@@vious sections.

3.5.3 Authorization Engine

Beyond specification and validation, the enforcement of RB#licies is also an important

issue. Such an authorization engine should be designedmotemented by sound software en-
gineering techniques. In particular, the main focus shbalth the modeling process, whereas
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the implementation should be carried out routinely and ashmas possible automatically. We
can also employ the USE system, which is a validation toos&dtware models, to implement
an authorization engine. For this purpose, we can use tte AR made available by USE
[Ric02]. This engine serves as a key component for enforear@gus types of authorization
constraints. This way, RBAC policies for different orgaatinns can be implemented.

The basic idea of the constraint checking mechanism of ttteoaation engine is as follows:
The authorization engine checks if the relevant authadmatonstraints are still satisfiedter
an administrative or system function suchGeateSessiohas been carried out. This is done
by thecheck() method made available by the USE API. If any constraint isaten, the last
administrative or system function is automatically rewakéth the help of arundo() method.
As a consequence, the tool produces only RBAC configuratioaisare consistent with the
specified RBAC policy.

3.5.4 Testing a Given RBAC Configuration with USE

Beyond the validation of RBAC policies, USE can be employadtésting an RBAC config-
uration after the constraints have been deployed. However, observe ehatowsider here a
predefinedRBAC configuration of users, roles, etc. which corresponds teal-world RBAC

configuration of an organization.

Testing an RBAC configuration may be mandatory in severadtins. For example, in some
domains (e.g., healthcare) strict data protection lawst medulfilled such as the European
Directive 95/46/EC [EU95]. In order to assess the currenARRonfiguration defined for
security-relevant applications, often some externaks@vs required, e.g., from an government
agency responsible for data protection as established im&wg. What is often missing is
a tool that supports an external reviewer in checking a @adRBAC configuration of an
organization against certain properties such as dataguiaberules. In addition, the ability to
test RBAC configurations may also be helpful for administrsiin order to check if a security
policy has been implemented correctly.

USE can now be employed as an ad hoc query tool to check centayrerties of the current
RBAC configuration such as:

e there is no common user of mutually exclusive roles

e only clinicians of a patient’s current ward may have accesthé patient’s electronic
patient recorg

8\We assume here that there is a further attribute “ward” foiageroles and for users.
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Figure 6: Use cases for the RBAC USE system.

4 Assessment of the considered formalisms and tools

Evaluating the described formalisms and tools w.r.t. \al@h results in the following final

conclusions.

4.1 Formalisms

All considered formalisms have a mathematically definedas#ios, which was named as a

necessary condition for validation in workpackage 2.1 gusection 6.4).
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model RBAC
-cl asses

class Rol e
attributes
nane: String
end

class User
attributes
nane: String
end

class Per mi ssi on
attributes

op: Operation

o: Obj ect

end

class bj ect
attributes
nane: String
end

class Oper ati on
attributes

nane: String
end

class Sessi on
attributes
nane: String
end

association PA  between

Perm ssion[*] role perm ssion
Rol e[ *] role rol e_

end

association est abl i shes between
User[ 1] role user

Session[*] role session

end

association activates between
Session[*] role session

Rol e[ *] role rol e_

end

association RH between
Rol e[ *] role seni or
Rol e[ *] role j uni or
end

constraints

context User inv PrerequisiteRole:
sel f.rol e_->i ncludes(r2)
implies sel f.rol e_->i ncl udes(r1)

context Rol e inv SSoD- CU:

let

CU: Set (Set (User))=Set {{ul, u2, u3},
{u4, u5}}

in

let

CR Set(Set(Role))=Set{Set{r1,r2},...}

in

CU->forAl |l (cu|

CR->forAll (cr|cr->iterate(r:Role;

resul t: Set (User) =oclEmpty( Set (User)) |

resul t->union(r.user))->
intersection(cu)->size()<=1))

- associ ations

association UA  between
User[*] role user
Rol e[ *] role rol e_
end

Figure 7: USE specification of an RBAC policy.

4.1.1 (First-order) LTL

This is the only formalism providing inference rules andréfere meeting the requirements
for deduction-based validation. From the viewpoint of neatlatics, it may be considered the
strongest formalism since it offers a temporal structure alhthe capabilities of a first-order
logic, which is a sufficient basis for many parts of matheosafe. g. Zermelo-Fraenkel set
theory including axiom of choice). Therefore it allows tgpexss very general concepts such
as various kinds of delegation. On the other hand, intradyuconstants one can also describe
conditions and/or restrictions for single users or objeStsfirst-order LTL is a formalism with

a high flexibility.

Propositional LTL is in contrast to first-order LTL decidablThat is to say, there is a termi-
nating deterministic algorithm for deciding whether a giermula of propositional LTL is
satisfiable because propositional LTL has no predicatesharguantifiers. Propositional LTL
allows to specify regular RBAC configurations respectivélyite State Machines (FSM). Thus
it is a good formalism for automated validation.

First-order LTL has been encoded in the theorem prover leafmp. [DBTS04]). For proposi-
tional LTL the model checker NuSMV (cp. [SLS06]) is an addgttaol.
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4.1.2 Graphs

The graph-based formalism introduced by Koch et al. repitsdbe current state of the RBAC
configuration as a graph. Hence, the dynamic changes oftties can be expressed by graph
transformations. It is now possible to modify the rules ofaahitrary graph transformation
by a terminating deterministic algorithm such that they @asistent with a given RBAC se-
curity policy or more precisely a finite set of authorizaticonstraints. The modified graph
transformations will now preserve consistency of RBAC agunfation states, i.e., consistent
states can never be transformed to inconsistent statesebmdidified graph transformations
(see [KMPPO2]). In contrast to (first-order) LTL, this forhsan does not have any inference
rules. Furthermore, it is not possible to reason aboutraritfinite or even infinite sets of
users, objects etc. Finally, there is no explicit represtgon of temporal structures. The de-
scribed formalism may thus serve as a basis for an authiomzangine’, but is not comparable
to first-order LTL w.r.t. flexibility and significance.

4.1.3 DTAC model, Entity-Relationship model

The DTAC model is a very general algebraic approach reptiegeconceptsas graph nodes
whose instances are types or aggregates (see [TP01]). drmsilism is able to express very
general authorization schemata, which can then be spasiaio DTAC instance graphs. The
edges between graph nodes represent relations betweegptgnoetween instances of graph
nodes one may additionally have edges representing coristrdihe dynamic aspects of access
control are reflected by graph transformations of DTAC inséagraphs. As already mentioned
(cf. subsection 2.3), this formalism is well-suited to hiamgl general concepts, but does not
seem to be apt for expressing constraints for single usearsjects. As Tidswell et al. annotate,
the constraint framework might possibly be too general foase sufficient restrictions on users
since authorization constraints such as object-basedwigrseparation of duty refer to entities
like single users or objects .

Similar to the graph-based formalism discussed previptistye are no explicit representation
of temporal structures and no inference rules. So the DTA@ehis also not comparable to
first-order LTL w.r.t. flexibility and significance, but it igdbe a good starting point for policy
design (if adequate tool support can be found).

The entity-relationship model is less general than the DTA@Jel since by definition enti-
ties can always be distinctly identified as single users ggatb. Entity-relationship diagrams
are primarily a tool for database design. Relationshipsaitrtbutes are an explicit represen-
tation for important semantic information about the dasabia question as for example data
dependencies. The entity-relationship model allows tandetfules for updating, inserting and
deleting of data such that the integrity of the databasedsqiwved. If the considered database is
the current state of an RBAC configuration the entity-relaship model should help to define
the rules for deleting, inserting and updating consisyenith a given RBAC security policy,
i.e. no consistent state of an RBAC configuration could bexomonsistent by deleting, insert-
ing and updating. So the entity-relationship model migh&lbasis for an authorization engine
similar to graphs (see subsection 4.1.2). In that case,adods¢ management system might be
a good candidate for a supporting tool.

9This has been demonstrated in a master thesis using the AgGvttich was also used in [KMPP02]
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Analogously to the DTAC model the entity-relationship miod#ers neither inference rules
nor an explicit representation of temporal structures. sTius definitely less powerful than
(first-order) LTL.

4.1.4 UML,OCL, TOCL

As explained in subsection 2.4, the general-purpose mugiidnguage UML can be used to
specify the RBAC model. The reader may notice the similafty ML with the DTAC model
(cp. subsection 2.3). The Object Constraint Language olUlik. standard (OCL) allows
then to express authorization constraints for the RBAC rhsplecified in UML. OCL has the
same quantifier symbols as first-order logic, but they areappticable to infinite sets. TOCL
augments OCL by the temporal capabilities of a finite lineangoral logic. As mentioned in
subsection 2.4, there is a formal semantics for OCL and T@kthermore, the USE tool al-
lows to evaluate OCL constraints for a given UML model sucthasRBAC model (specifically
authorization constraints). For TOCL there is not yet a sufdpg tool.

On the other hand, OCL is not semantically equivalent to &dirder logic since it is decidable
and does not allow quantification over infinite sets. Thus T@&n also not be equivalent to a
first-order LTL. Finally, there are no inference rules forlO&hd TOCL.

4.2 Tools

The regarded tools support one or more of the consideredafmms. One essential objective
of the presented tools is minimizing the probability of hummaistakes in the application of the
considered formalisms.

421 Isabelle

As explained in subsection 3.1, the theorem prover IsaseHdegeneric proof assistant provid-
ing a high flexibility, i.e. it has the capacity to accept ai@grof formal calculi. It may serve as
a generic framework for rapid prototyping of deductive sys$. Thus it is quite appropriate to
formalize large parts of mathematics (including classiegher order logic, Zermelo-Fraenkel
set theory and many other theories). Since Isabelle fat@ktdeduction, it is a good tool for
deduction-based validation. Furthermore, many mathealdaheories and extensions exist and
can be downloaded from the Isabelle Library (see [PN]). éabs not dependent on a fi-
nite scope of the given problem such as model checkers, grapsformation tools, the USE
tool or Alcoa. Accessorily, deduction-based validation gaove a lot more general theorems
than configuration-based validation. Finally, complex#yot an issue for Isabelle in general
because it checks given proofs for correctness (cp. subse®tl), which is much less time
consuming than finding correct proofs. But a proven theoretarama can be reused arbitrar-
ily in further proofs.

On the other hand, finding helpful theorems and supplyingectproofs for them may require
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time and good mathematical skills. Thus the human user hgs tbe time and effort of find-
ing correct proofs for the theorems in question. As a genetal deduction-based validation
should not be used, if the same result can be achieved by ooatiign-based validation.
Overall, Isabelle/HOL together with first-order LTL as eded formalism can be regarded as a
powerful tool for deduction-based validation in ORKA. liclae quite helpful w.r.t. proving se-
curity properties of RBAC policies. Combining first-ordeflLencoded in Isabelle/HOL with
a model checker like NuSMV (see subsection 3.2) for checktregconsistency of the given
RBAC policy seems to meet all essential requirements fodatbn in ORKA.

4.2.2 NuSMV

The symbolic model checker NuSMYV is an extension of of Mchtils SMV system [K.L92]
(see subsection 3.2). It supports model checking techaibased upon propositional satisfia-
bility. It can be used for a model checking-based approaghlidation of security properties of
workflows (see subsection 3.2.1). Unlike Isabelle, NuSMYewtricted to decidable problems
and can essentially run without human help. On the other hdedliction is not possible with
NuSMV. In theory, model checkers like NuUSMV could be usedddritrary security require-
ments in order to assure that no violation occurs. This cbaldione by checking the RBAC
configuration state resulting of the state transition assed with an arbitrary access request
for consistency with all given security requirements (asisig the consistency of the initial
state with all security requirements) and granting onlysthoequests being consistent with all
security requirements. The described procedure would ejoerd on human intervention, but
unfortunately in contrast to Isabelle complexity is an eskar NuSMV and other model check-
ers. Since any access request would require a new evala@dtiomsecurity requirements, the IT
system might become much too slow in practice. But as poimtieth subsection 3.2.3, NuSMV
may be used to avoid inter-instance conflicts of workflowanses. Furthermore, NuSMV may
be used to prove the consistency of a given RBAC policy (cpssctions 1.2, 2.1.1 and 4.2.1).

4.2.3 Alcoa

As pointed out in subsection 3.3, the constraint analyzeodlis a tool for analyzing object
models specified in the input language Alloy. Although Allieybasically a first-order logic
with a relational calculus, Alcoa does not support deductiti translates the problem to be
analyzed in a (usually huge) boolean formula and passesafmsila on to a state-of-the-art
SAT solver. Thus a finite scope of the problem is required.oAlcs able to analyze a multi-
tude of states within seconds. As mentioned in subsecti®nA3coa helps to discover wrong
assertions and contradictory constraints. In contrastadaicheckers, Alcoa does not offer the
possibility to investigate elaborate temporal properti®@se can conclude that Alcoa is rather
similar to the USE tool, although possibly less dependertitonan intervention. Thus Alcoa
is not well-suited for workflows and authorization congitaiwith temporal properties, but it
can be used for some SoD properties and constraints thatecarpoessed in RCL 2000 (cp.
[Ahn99]). Analogously to model checking, complexity camisa problems (see subsection 3.3).
Similarly to the USE tool and the graph transformation to@®@, Alcoa might be employed as
an authorization engine.
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4.2.4 AGG

Representing the current state of an RBAC configuration aglgone can employ the graph
transformation tool AGG to make sure that state transitemesconsistency preserving w.r.t.
a given RBAC policy or given authorization constraints (sebsection 3.4). Assuming the
consistency of the initial state w.r.t. the given RBAC pylit easily follows that all states of the
RBAC configuration in question are consistent with the RBAlqy. Hence the AGG tool can
be used as an authorization engine. Additionally, Koch.ef{iMPPO02]) present an algorithm
to modify graph transformations such that they preservectimsistency w.r.t given graphical
constraints. Of course, this algorithm is meant to be usedfadifying graph transformation
rules in order to make them consistency preserving w.r.ivendgRBAC policy. Analogously to
Alcoa and the USE tool, there is no explicit representatidemporal structures and no support
for deduction. Complexity is also an issue for AGG (cp. matgtproblem).

425 The USE tool

Since the USE tool is quite similar to Alcoa in terms of funaility, the conclusions in sub-
section 4.2.3 for Alcoa essentially apply also to the USH. tdbe USE tool accepts UML as
the input format for the models to be considered and OCL asngt language for the con-
straints to be evaluated. Both formalisms are rather populde industry. Thus the USE tool
may be a well-suited tool for supporting policy designerseesally in the initial design phase.
Furthermore, the USE tool can be used as an authorizationesragprototypic implementation
has been realized in a master thesis.

4.3 Summary

First-order LTL, which has been encoded in Isabelle/HOLthess most powerful and flexible
of the considered formalisms. Since it provides inferendes; it is well-suited for proving
security properties of RBAC policies. Propositional LTLhdae used to describe regular RBAC
configurations and is supported by NuSMV. The combinatiofirsf-order LTL and proposi-
tional LTL and/or Isabelle/HOL and NuSMV meets all essdiméguirements of validation in
ORKA and is particularly appropriate for the investigatmfrsecurity relevant workflow prop-
erties.

Graphs can be used to represent the states of an RBAC cotifigur@onsequently, state tran-
sitions can be expressed as graph transformations. Thgsapke transformation tool AGG can
be used as an authorization engine, which has been demendsimaa master thesis [Mig05].
According to [KMPPO02], there is a deterministic termingtadgorithm to make arbitrary graph
transformations consistency preserving w.r.t. a given Ripalicy, which may increase the ef-
ficiency of authorization decision making. So graphs anglgteansformations may be a good
choice in order to construct an authorization engine.

The DTAC model is a quite general algebraic approach reptiegeconcepts as graph nodes
offering a UML-like notation. Thus it may be a good startirgmd for policy design, although
it does not offer inference rules or an explicit temporalsture. There is no known supporting
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tool, but Alcoa, the USE tool or even AGG may possibly be erypgtbfor this purpose. The
entity-relationship model is a formalism for defining araiy databases, which does not provide
inference rules or a temporal structure. Regarding stdt8BAC configurations as contents
of a database, one may employ this formalism for the desigmafuthorization engine (as an
alternative to graph-based formalisms). Adequate togbstpvould have to be found.

UML is a rather popular general-purpose modeling languatpegch can be used to specify the
RBAC model [SA00]. OCL is part of the UML standard and allolws specification of autho-
rization constraints. UML and OCL are supported by the US#. t80 UML/OCL supported
by the USE tool may help policy designers in the initial degipase (as already mentioned the
DTAC model might be used for the same purpose). Furtherntioed,)SE tool may serve as an
authorization engine.

The described tools support only automated validation thighexception of the theorem prover
Isabelle. As pointed out, Isabelle can accept a variety wh&b calculi. Deduction is specifi-
cally facilitated by Isabelle. Furthermore, complexityinsgeneral not a problem for Isabelle,
which is rather dependent on human intervention.

The remaining tools do not support deduction, but are tbeeefssentially independent of hu-
man intervention. Among these tools Alcoa possibly aclgekie highest degree of automation,
i.e. needs the least instruction by the user. NuSMYV is thg onk of these tools which pro-
vides an explicit representation of temporal structurasesit supports propositional LTL. All
of these tools can only be applied to problems having a fici@e respectively a finite amount
of possible solutions which can be checked by some autonadgedithm. We close with the
following diagrammatic overview (see table 1) of our finding
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Formalism || Form. semantic$ Inf. Rules | Tool support| Temp. structure  Validation
First-order
yes yes Isabelle explicit deduction-base
LTL
automated
no, but
and
Prop. LTL yes theoretically NuSMV explicit
theoretically
possible
deduction-base
no but
implicit
Graphs yes no AGG automated
extension
possible
no but
implicit possibly
DTAC model yes no ?
extension automated
possible
possibly
E-R model yes no ? no
automated
no, but
Alloy yes theoretically  Alcoa no automated
possible
yes USE tool
UML, OCL explicit
(under certain no (for UML automated
TOCL (for TOCL)
restrictions) and OCL)

Table 1: Overview of formalism properties.
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