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Introduction

In workpackage 5.1 we have developed a set of requirements that will help us designing the
ORKA policy management system. Our intention is to design and implement a policy admin-
istration tool for security administrators in modern enterprises with distributed systems and
locations.

Within this workpackage, we first identify core requirements from the requirements set. The
most important requirements will be classified, related requirements will be grouped.

After that, security models from the scientific community will be analyzed if they support the
core requirements. For each model, a brief summary and an evaluation of the support of the core
requirements will be presented. Each core requirement may be supported, may not be supported
or may be supported with additional implementation effort within the ORKA project.

The goal of the workpackage is to find security models that can be used, in part or as a whole,
as a foundation for the ORKA security model that will be designed in workpackage 5.3.

The security models to be analyzed are:

Adage

ARBAC97 - Administrative Role Based Access Control (release 1997)

ARBAC99 - Administrative Role Based Access Control (release 1999)

ARBACO02 - Administrative Role Based Access Control (release 2002)

BEA WebLogic Security Framework

Conditional Delegation in Secure Workflows

Context-dependent Access Control

CoSAWOE - A Model for Context-sensitive Access Control in Workflow Environments
Flexible Team-Based Access Control Using Contexts (C-TMAC)

A Framework for Organisational Control Principles

Graph-Based Formalism for RBAC

A Model of OASIS Role-Based Access Control and its Support for Active Security
Ponder

Role-Based Constraints Language 2000 (RCL 2000, RSL 99)

Role Control Center RCC

Role Graph Model

Task-role-based access control (T-RBAC)

UCONaBc Usage Control

USE - UML-based Specification Environment and Object Constraint Language

eXtensible Access Control Markup Language



e Temporal RBAC Approaches (TRBAC, GTRBAC, X-GTRBAC)

e Integrated Approach to Engineer and Enforce Context Constraints in RBAC Environ-
ments (xoRBAC)

2 Requirement Analysis Approach

In previous work packages a huge list of functional and non-functional requirements for the
ORKA architecture itself and the related security administration model within ORKA were
discussed. In total we defined over 100 requirements that were classified as wish (i.e., optional)
or must have (i.e., mandatory). There were lots of overlapping requirements. Therefore, in the
course of this section we further discuss and derive a clustering over all identified requirements
in order to classify and sort the requirements based on common affinity characteristics.

2.1 From Mandatory and Optional Requirements to Core Require-
ments

This section enumerates 13 Core Requirements of the ORKA administrative model. These Core
Requirements are derived from the over 100 requirements of the ORKA work package 5.1. In
what follows we describe each Core Requirement in detail.

CR-1 Decentralized Administration: The administration of security policies in a decentral-
ized manner is considered a Core Requirement, due to the fact that the ORKA architecture
is designed to support heterogeneous, large, and decentralized system landscapes. This
requirement results in a demand for supporting several policy repositories. Policies must
be distributable among these repositories. A decentralized approach allows to administer
policies by administrators responsible for a specific system, department, or security con-
text. For example consider separate policy repositories each for a different department
one located in Germany and one located in France. In addition the repository located in
Germany consists of enterprise wide policies that affect both departments. On the other
hand it is applicable for local policies, e.g. policies that only apply to the German de-
partment, due to some German law regulations, that should not be administered by the
administrator of the French department.

Related requirements:
ARS.1, ARS.8

CR-2 Check Against Enterprise Security Principles: Core Requirement 2 enfolds security
requirements and regulations that are derived form a corporate security guideline, such
as signing outgoing emails with a personal signature, message encryption of emails, in-
stant messages, or short session time outs if a user does not interact with the application
for a while. Such policies are an important part of the ORKA security administration
model and must be either part of it or accessible in order to verify defined security poli-
cies against the enterprise security principles.



Related requirements:
ARS.7

CR-3 Separation of Administration: Besides geographic-based decentralization of policy ad-
ministration in a corporate network, as stated in Core Requirement 1, the paradigm of
separation of concerns must be supported for policy administration. This paradigm fos-
ters that the ORKA administration model is able to distinguish between semantic policy
domains, such as an administrator’s field of activity. For instance consider a company
employing three different administrators. One is responsible for the user-role assignment,
another administrator is responsible for the definition of authorization policies for web
services and the network infrastructure, and a third administrator is responsible for the
definition of dynamic access control policies that are related to a company’s business pro-
cesses. Because each administrator is only concerned about his administration domain it
is feasible that each take care of his own repository and is only allowed to access policies
according to his duties. Therefore, the administration model must be able to define policy
domains, that either correspond to organizational functional units, different semantic pol-
icy levels, such as business process policies, role policies, or general enterprise policies,
such as the definition of working hours and working days.

Related requirements:
ARS.11, ARS.15, ARS.16

CR-4 Support for Compliance Rules: The administrative model must be capable of support-
ing compliance regulations that are dictated by governmental law institutions, e.g. Sarbanes-
Oxley Act or the Health Insurance Portability and Accountability Act (HIPAA). This
means the administrative model must support mechanisms to verify defined security poli-
cies against existing compliance regulations and laws and must perform compliant audit-
ing.

Related requirements:
ARS.17

CR-5 Support for Static Constraints: The administration model must be capable of express-
ing mutual exclusive or conflicting entities. Therefore, it must be possible to mark entities
within the administrative model, e.g. users, roles, or activities, as risky or conflicting. This
allows the definition of static constraints in such a way that roles marked as conflicting
can not be assigned to the same user or conflicting permissions can not be assigned to the
same role at design time. This means that static constraints are already enforced at the
design time of user profiles, roles, and workflows.

Related requirements:
ARS5.18

CR-6 Monitoring Administrative Operations: The ORKA architecture must support an ex-



tensive auditing for each administrative activity. Such activities could be the creation,
modification, and deletion of security policies. In addition, each security violation per-
formed by an administrator, for instance violating static security policies at design-time,
such as adding conflicting permissions to a single role, must be audited. This monitoring
is also necessary in case the defined security policies are inconsistent. In this case, the
monitoring allows to undo each administrative step until a consistent state is reached.

Related requirements:
ARS5.25

CR-7 Enforce Administrative Access Rights: Based on the initial case studies made in work
package 1.1. administrators should not be considered as users with unrestricted access
to the policy administration interface. This could lead to fraudulent behavior by ma-
nipulating their own access rights resulting in more privileges as necessary violating the
least privilege paradigm. Therefore, the ORKA administrative model must be able to
define and enforce access rights for administrative activities in the same way as any non-
administrative user activity. We consider administrative activities as tasks including the
creation, modification, and deletion of permissions, roles, profiles, as well as the creation,
modification, and deletion of constraints and their related assignment to business pro-
cesses or other organizational entities.

Related requirements:
ARS5.2, AR5.26

CR-8 Distributed Components and Secure Communication: As stated in Core Requirement
1 the ORKA administration model must support a decentralized and distributed adminis-
tration and storing of security policies. This implies that the communication between the
administrative interface, the policy repositories, the policy enforcement points, and the
policy decision points is secured at design-time and at run-time. It must be possible to
validate the authenticity of exchanged messages, policies queries, and policy alteration.
Further, a secure communication fosters four additional security requirements besides au-
thentication, namely integrity, confidentiality, non-repudiation, and authorization. There-
fore, it must be possible to sign and encrypt policy exchange between the previously
mentioned entities.

Related requirements:
ARS5.44

CR-9 Support Context Information: More sophisticated access control models, such as At-
tribute Based Access Control or xoORBAC utilize additional information beside the user’s
identity and the requested access method. Therefore, it must be possible to specify policy
information points. These policy information points provide contextual information such
as local time, system states (e.g. available CPU resources), audit trails, organizational
role hierarchies, or external law regulations. It must be possible to define constraints for
a policy or a set of policies in order to allow more advanced, conditional, and dynamic
constraint-based access decision depending on runtime conditions.



Related requirements:
ARS5.40, AR5.48

CR-10 Execute Consistency and Property Checks: The Core Requirements CR-1, CR-3, and
CR-7 imply a consistency analysis at design-time. Therefore, the ORKA administration
model must be capable of performing consistency checks at design-time to reveal secu-
rity policy violations before they occur in a productive system environment. In addition,
it must be possible to verify specified policy properties against the range of values of the
utilized policy language specification.

Related requirements:
ARS5.5, AR5.6,AR5.49, AR5.51

CR-11 Policy Management: This Core Requirement describes the demand for the functional
support of administrative tasks, such as the definition, alteration, and deletion of policies,
roles, task-role assignments, and user-role assignments. Querying and displaying recent
administrative activities or effective permissions of single users and roles is also manda-
tory, as well as extensive auditing is part of the Policy Management Core Requirement,
such as querying user-based, role-based, and policy-based activities for administrators
and users.

Related requirements:
AR6.x

CR-12 Workflows: This Core Requirement demands the support of entities belonging to the
application domain of workflows and business processes. To be precise it must be pos-
sible to compute business process models and to extract task and control flow related
information as contextual information within the policy specification and the administra-
tive model. In this context it should also be possible to notify about access control policies
that are invalid regarding the control flow. For instance consider two tasks with a separa-
tion of duty constraint that are defined in the control flow as mutual exclusive. Therefore,
there exist no execution path of the process where both tasks can be activated within the
same process instance.

Related requirements:
AR7.x

CR-13 Unique Characteristics: This is a wild card Core Requirement reserved to describe
some unique selling factors of an analyzed administrative model. This requirement may
contain any characteristic functionality or ability that is uncommon for general security
administration models.



2.2 Template for Model Analysis

Selected References:

e Authors: Title.

Description:

Short model description

Analysis of Properties:

CR-1 Decentralized Administration: Annotation

CR-2 Check against Security Principles: Annotation

CR-3 Separation of Administration: Annotation

CR-4 Support for Compliance Rules: Annotation

CR-5 Support for Static Constraints: Annotation

CR-6 Monitoring Administrative Operations: Annotation
CR-7 Enforce Administrative Access Rights: Annotation
CR-8 Distributed Components / Secure Communication: Annotation
CR-9 Support Context Information: Annotation

CR-10 Execute Consistency and Property Checks: Annotation
CR-11 Policy Management / Use Cases: Annotation

CR-12 Workflows: Annotation

CR-13 Special Features / Remarks: Annotations / Remarks / Items



Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration SIS
CR-2 | Check against Security Principles SIS
CR-3 | Separation of Administration SIS
CR-4 | Support for Compliance Rules SlS)
CR-5 | Support for Static Constraints SIS
CR-6 | Monitoring Administrative Operations SO
CR-7 | Enforce Administrative Access Rights SIS
CR-8 | Distributed Components / Secure Communication SIS}
CR-9 | Support Context Information de
CR-10 | Execute Consistency and Property Checks &SlS)
CR-11 | Policy Management / Use Cases SlS)
CR-12 | Workflows SIS
CR-13 | Special Features / Remarks SIS

®: supported, GHES: may be supported with some effort, &: not supported
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3 Model Analysis

3.1 Adage

Selected References:

e M. E. Zurko, R. Simon, and T. Sanfilippo: A User-Centered, Modular Authorization
Service Built on an RBAC Foundation [ZSS99].

Description:

The Authorization toolkit for Distributed Applications and Groups (Adage) project at The Open
Group Research Institute explored authorization support in distributed environments. The pri-
mary goals were to make the expression and enforcement of computer-based authorization pol-
icy easy for system administrators and application writers, to support a rich variety of mecha-
nisms built on a role-based access control (RBAC) foundation, and to use a modular architecture
that made experimentation, integration, and deployment easier. To achieve these goals, Adage
was based on several overarching design principles: user-centered design, policy-neutral design,
modular architecture, and roles-based design. The Adage architecture is illustrated in Figure 1.

From the beginning, the user-centered design of Adage focused on its potential users, the

" Distributed |
Security Services

o !

) 1 L ] H J

L} L ¥ !
! Applicaton Server | g - Application Client | g ' - | eEntity and !
5 { {mg. Wab sarver) {m.g. Web browsar} Vo Attribute Servers '
L} — ) " [} '

o e e 5, e e o ok el e e S e g e
[

Distributed Applications : :

- ' 5 :
:’ o ToTmmmmmmmmmTTTRES B o - R
: i Authorization API I
: Management Clients _ :
H C. P = !
; Visual 4::: Authorization Decision Server !
Pliy Buider - . S Authorization :
H Authorization E Decision :
. Language % Enaine !
|:- E Translator E
W = —— 1
i = User Engine i
. Adage Authorization Authorization |
: Database Database 4

Figure 1: Adage — Conceptual Structure

creators of authorization policies for distributed enterprises. This is reflected in the design of
Adage’s three interfaces:

e Special emphasis is placed on the design and usability of a graphical user interface (GUI)
for policy definition and management. This GUI is constructed around basic concepts that
are common to all environments requiring a complex yet consistent authorization policy,
such as principals, objects, groups, and rules.

e Adage also provides an alternative to the GUI for power users, in the form of a textual
Authorization Language (AL) for expressing policies. The GUI and AL are equivalent in
power, but the AL provides a clearer path for customization and extensions.
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e Adage provides a simple application programming interface (API) for developers to query
the Adage authorization server.

The approach taken to designing mechanisms was policy-neutral, involving the review of many
security models, policies, and principles such as Chinese Wall Policies and Bell-LaPadula. The
authors distilled the material into a set of mechanisms that could support each of the policies and
principles, as well as ad hoc policies that had been observed in use. Chief among the principles
supported were various forms of static and dynamic separation of duty.

Analysis of Properties:

CR-1 Decentralized Administration: Distributed Management Clients:
e Visual Policy Builder
e Authorization Language Interpreter

The decentralized administration components communicate via the administration API
with the authorization decision server where the decision engine is placed.

CR-2 Check against Security Principles: Check against Security Principles is supported by im-
plementing rules representing a site’s natural security policy. Rules marked active are
evaluated when an authorization request occurs at runtime.

CR-3 Separation of Administration: Adage does not provide explicitly separation of adminis-
tration. But it is possible to define groups.

CR-4 Support for Compliance Rules: Support for compliance rules is supported by implement-
ing rules and constraints representing conditions that must be met before an action can be
granted.

CR-5 Support for Static Constraints: Support of static constraints is supported by implement-
ing constraints representing conditions that must be met before an action can be granted.

CR-6 Monitoring Administrative Operations: Active rules can be displayed but are not moni-
tored in a secure manner.

CR-7 Enforce Administrative Access Rights: No difference between user and administrator role
hierarchies exists. User and administrator rights only can be restricted by defining various
static and dynamic separation of duty constraints. According to core requirement CR-8
an authentication service should be added.

CR-8 Distributed Components / Secure Communication: The modular architecture of Adage al-
lows the authorization server to work with other authentication and attribute services and
secure communication infrastructures.

CR-9 Support Context Information: Not supported.

CR-10 Execute Consistency and Property Checks: Various consistency checks help ensure that
the policy is not faulty but no property checks exist.

CR-11 Policy Management / Use Cases: Supported by the VPB as well as the AL.

CR-12 Workflows: Adage does not provide workflow specific features.
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CR-13 Special Features / Remarks: User centered; modular architecture.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration P
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration SlS)
CR-4 | Support for Compliance Rules &)
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations SO
CR-7 | Enforce Administrative Access Rights SIS
CR-8 | Distributed Components / Secure Communication SIS}
CR-9 | Support Context Information o
CR-10 | Execute Consistency and Property Checks SlS)
CR-11 | Policy Management / Use Cases D
CR-12 | Workflows S}
CR-13 | Special Features / Remarks &)

@: supported, $HE&: may be supported with some effort, &: not supported
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3.2 ARBAC97 - Administrative Role Based Access Control (release
1997)

Selected References:

e R. Sandhu, V. Bhamidipati, Q. Munawer: The ARBAC97 Model for Role-Based Ad-
ministration of Roles; ACM Transactions on Information and System Security (TISSEC),
Volume 2, Issue 1 (February 1999).[SBM99]

Model description:

ARBAC is an acronym for Administrative Role Based Access Control. The model release of
1997 is the first one in a series of updated specifications, the others are ARBAC99 and AR-
BACO02 and will be described in later chapters of this document. ARBAC97 has been developed
as an RBAC extension, taking into account administrative functions that have not been specified
in the original RBAC standard. The RBAC standard just deals with the relationships between
users, roles and permissions, and does not specify how these objects are being created or mod-
ified. ARBAC introduces the concept of administrative roles and authority ranges to define
administrative operations.

The most important RBAC goals are:
e information hiding
e least privilege
e separation of duties

Using the concept of authority ranges, the scope of the administrative operation can be defined.
Each authority range contains a section within the role graph (defined as an interval), and a
precondition that must be fulfilled for objects to be dealt with. In ARBACY97, five authority
range types are defined:

e can-modify(-roles)

e can-assign-p(ermission)
e can-revoke-p(ermission)
e can-assign-u(ser)

e can-revoke-u(ser)

The ARBAC model defines users as autonomous persons. A role is a job function or title in
an organisation, with organizational rules and responsibilities. A permission is an approval of
access to one or more system objects or the grant to execute a special task. In ARBAC97 a new
concept is defined consisting of three components:

e URAO97: user to role assignment
e PRAY97: permission to role assignment

e RRAO97: role to role assignment
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In the URA97 part of ARBAC97, the can-assign-u and can-revoke-u authority range define the
administrative scope. Using an additional precondition, the pool of users used in an operation
can be controlled.

PRAY7 is similar to URA97, but handles the permission operations.

RRAO97 has the can-modify authority range and defines the role operations.

Analysis of Properties:

CR-1 Decentralized Administration: Decentralized Administration in the meaning of technical
separation (e.g. geographical separation) is one of the most important goals of ARBAC97
and thus is supported by the model. ARBACY97 is based on the RBAC standard RBAC96.
RBAC models have been defined to simplify the administration of security policies. The
ARBAC97 model combines authorization management, role based access control and
security administration. With support of decentralized administration an enterprise is
able to administrate different locations independently.

CR-2 Check against Security Principles: Check against Security Principles is supported by im-
plementing prerequisite conditions and constraints. Prerequisite conditions can be defined
for restricting administrators assigning roles and permissions. The assignment can be per-
formed only if the preconditions are fulfilled.

CR-3 Separation of Administration: Separation of Administration, in the meaning of functional
seperation, is supported. The definition and evaluation of preconditions is a key feature
for dynamic separation of duty in ARBAC97. Using prerequisite conditions, enterprises
can implement functional separation of administration, e.g. it is possible to administrate
two departments with different administrators.

CR-4 Support for Compliance Rules: Support for Compliance Rules is supported by imple-
menting prerequisite conditions and constraints. ARBAC97 only provides a limited set of
prerequisite conditions to define compliance rules, therefore administrators will have to
deal with some restrictions in policy expressiveness.

CR-5 Support for Static Constraints: Support for Static Constraints is supported by implement-
ing prerequisite conditions and constraints.

CR-6 Monitoring Administrative Operations: Monitoring Administrative Operations is not within
the scope of ARBACY97. This core requirement can be seen as an addition to the AR-
BAC97 model.

CR-7 Enforce Administrative Access Rights: Enforce Administrative Access Rights is supported
by administrative role hierarchies and authority ranges. Deployment of administrative
role hierarchies allows to define complex administrative access rights.

CR-8 Distributed Components / Secure Communication: Distribute Components / Secure Com-
munication is not within the scope of ARBAC97 model since it is not an implementation
model. This core requirement can be seen as an addition to the ARBAC97 model.

CR-9 Support Context Information: Support Context Information is not supported in a com-
mon way. Only specific constraints are defined in the model. An implementation of this
core requirement seems to be possible by extending the precondition mechanisms.
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CR-10 Execute Consistency and Property Checks: Execute Consistency and Property Checks
is supported by implementing the intrinsic consistency rules of the model.

CR-11 Policy Management / Use Cases: Policy Management / Use Cases is not within the scope
of ARBAC97. This core requirement can be seen as an addition to the ARBAC97 model.

CR-12 Workflows: Workflows are not within the scope of ARBAC97. This core requirement
can be seen as an addition to the ARBAC97 model.

CR-13 Special Features / Remarks: ARBAC97 is an RBAC model that does not define any im-
plementation details. The model can be verified by mathematical operations. Application
examples for practical use are not defined. If ARBACY97 is to be used as the base of
the ORKA model, workflow and enterprise aspects will have to be added in additional
modules.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration S
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules &)
CR-5 | Support for Static Constraints &)
CR-6 | Monitoring Administrative Operations SO
CR-7 | Enforce Administrative Access Rights S
CR-8 | Distributed Components / Secure Communication SIS
CR-9 | Support Context Information B
CR-10 | Execute Consistency and Property Checks &)
CR-11 | Policy Management / Use Cases SIS
CR-12 | Workflows e
CR-13 | Special Features / Remarks ©

®: supported, GS: may be supported with some effort, &: not supported
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3.3 ARBAC99 - Administrative Role Based Access Control (release
1999)

Selected References:

e R. Sandhu, Q. Munawer: The ARBAC99 Model for Administration of Roles; Labora-
tory for Information Security Technology (LIST), George Mason University, Fairfax, VA;
(1999).[SM99]

Model description:

ARBAC99 (Administrative Role Based Access Control - release 1999) corresponds to the AR-
BAC97 model but defines one extension: a distinction of mobile and immobile assignments has
been specified.

As in ARBAC97, the user is granted access to all roles and thus permissions assigned to him.
Likewise, the user may be granted additional roles if certain preconditions are fulfilled.

Using an immobile assignment of the user to a role, the preconditions are never fulfilled by
definition, therefore the assignment of additional roles based on existing ones is restricted. If
the assignment is mobile, ARBAC99 behaves like ARBAC97.

This model extension is useful e.g. for temporary visitors of a department. The assigned immo-
bile membership avoids illegitimate access to any other domain of the enterprise.

Immobile assignment can be used for role-permission assignments as well.
ARBAC99 consits of three components (similar to ARBAC97):

e URA99: user to role assignment

e PRA99: permission to role assignment

e RRA99: role to role assignment

In URA99 the assignment of user to role is managed by the administrative roles. The extension
of the ARBAC99 model with mobile and immobile has an effect. If the users membership is
mobile, an administrator can assign additional roles to him. Is the users membership immobile,
the administrator is not able to assign other roles, even if all preconditions are fulfilled.

Analysis of Properties:

Hint: ARBAC99 is nearly similar to ARBAC97. The only extension is the possibility to de-
fine assignments as mobile or immobile. Hence there are marginal distinctions between the
evaluation of ARBAC97 and ARBAC99.

CR-1 Decentralized Administration: Decentralized Administration in the meaning of technical
separation (e.g. geographical separation) is one of the most important goals of ARBAC99
and thus is supported by the model. ARBAC99 is based on the RBAC standard RBAC96.
RBAC models have been defined to simplify the administration of security policies. The
ARBAC99 model combines authorization management, role based access control and
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security administration. With support of decentralized administration an enterprise is
able to administrate different locations independently.

CR-2 Check against Security Principles: Check against Security Principles is supported by im-
plementing prerequisite conditions and constraints. Prerequisite conditions can be defined
for restricting administrators assigning roles and permissions. The assignment can be per-
formed only if the preconditions are fulfilled.

CR-3 Separation of Administration: Separation of Administration, in the meaning of functional
seperation, is supported. The definition and evaluation of preconditions is a key feature
for dynamic separation of duty in ARBAC99. Using prerequisite conditions, enterprises
can implement functional separation of administration, e.g. it is possible to administrate
two departments with different administrators.

CR-4 Support for Compliance Rules: Support for Compliance Rules is supported by imple-
menting prerequisite conditions and constraints. ARBAC99 only provides a limited set
of prerequisite conditions to define compliance rules, therefore administrators will have
to deal with some restrictions in policy expressiveness. The enhancement of ARBAC99
with mobile and immobile membership can be used to implement additional compliance
rules, e.g. a restriction of permissions due to a special guest state.

CR-5 Support for Static Constraints: Support for Static Constraints is supported by implement-
ing prerequisite conditions and constraints.

CR-6 Monitoring Administrative Operations: Monitoring Administrative Operations is not within
the scope of ARBAC99. This core requirement can be seen as an addition to the AR-
BAC99 model.

CR-7 Enforce Administrative Access Rights: Enforce Administrative Access Rights is supported
by administrative role hierarchies and authority ranges. Deployment of administrative
role hierarchies allows to define complex administrative access rights.

CR-8 Distributed Components / Secure Communication: Distribute Components / Secure Com-
munication is not within the scope of ARBAC99 model since it is not an implementation
model. This core requirement can be seen as an addition to the ARBAC99 model.

CR-9 Support Context Information: Support Context Information is not supported in a com-
mon way. Only specific constraints are defined in the model. An implementation of this
core requirement seems to be possible by extending the precondition mechanisms.

CR-10 Execute Consistency and Property Checks: Execute Consistency and Property Checks
is supported by implementing the intrinsic consistency rules of the model.

CR-11 Policy Management / Use Cases: Policy Management / Use Cases is not within the scope
of ARBAC99. This core requirement can be seen as an addition to the ARBAC99 model.

CR-12 Workflows: Workflows are not within the scope of ARBAC99. This core requirement
can be seen as an addition to the ARBAC99 model.

CR-13 Special Features / Remarks: ARBAC99 is an RBAC model that does not define any im-
plementation details. The model can be verified by mathematical operations. Application
examples for practical use are not defined. If ARBAC99 is to be used as the base of
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the ORKA model, workflow and enterprise aspects will have to be added in additional
modules.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration S
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules &)
CR-5 | Support for Static Constraints &)
CR-6 | Monitoring Administrative Operations SO
CR-7 | Enforce Administrative Access Rights S
CR-8 | Distributed Components / Secure Communication SIS
CR-9 | Support Context Information e
CR-10 | Execute Consistency and Property Checks &)
CR-11 | Policy Management / Use Cases SlS)
CR-12 | Workflows e
CR-13 | Special Features / Remarks S)

®: supported, GS: may be supported with some effort, &: not supported
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3.4 ARBACO02 - Administrative Role Based Access Control (release
2002)

Selected References:

e Sejong Oh, Ravi Sandhu, Xinwen Zhang: An Effective Role Administration Model Using
Organization Structure; Dankook University, George Mason University; ACM Transac-
tions on Information and System Security, Vol.9, No. 2, May 2006.[SO06a]

Model description:

ARBACO02 (Administrative Role Based Access Control - release 2002) is based on ARBAC97.
The main intention for reengineering the ARBAC97 model was to simplify the definition of
users and permissions. Using ARBAC97, administrators are restricted by prerequisite condi-
tions. Therefore, assigning a user to a role may imply multiple operations, resulting redundant
role assignments.

Another weakness of ARBAC97 ensues at assignment of role to role (RRA97). Due to inheri-
tance from the top to the bottom it is possible to assign permissions out of the defined range.

The processes of prerequisite conditions, users and permissions are refined in ARBAC02 and
decoupled from roles and role hierarchies. Multistep assignments and redundancies are avoided.

ARBACO02 defines two new components, a user pool and a permission pool. Both pools are
structured hierarchical. The user pool is structured as a rooted tree (from down to up) and the
permission pool as a inverted rooted tree (from up to down). These pools can be modeled as
organizational units.

o Users System Resources
Assigned by | Assigned by HR and IT
human resource (HR) information technology (IT) | Area
group v Qroup
Org. structure [ e Y, : Org. structure
for user pool () 3 for parmission poal
Assignusertorole Assign permission to role
by security admin. " by security admin. | Security
group < . group admin.
Area

|
Role hierarchy

Figure 2: ARBACO02: Role administration concept

The prerequisite conditions from ARBAC97 have been replaced with the organizational struc-
ture of the user and permission pools.
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Analysis of Properties:

Hint: ARBACO?2 is nearly similar to ARBAC97 and ARBAC99. Only ORKA core requirement
9 is touched by the model update. CR-9 and CR-13 have changed due to the new concept of
ARBACO2.

CR-1 Decentralized Administration: Decentralized Administration in the meaning of technical
separation (e.g. geographical separation) is one of the most important goals of ARBAC02
and thus is supported by the model. ARBACO?2 is based on the RBAC standard RBAC96.
RBAC models have been defined to simplify the administration of security policies. The
ARBACO02 model combines authorization management, role based access control and
security administration. With support of decentralized administration an enterprise is
able to administrate different locations independently.

CR-2 Check against Security Principles: Check against Security Principles is supported by im-
plementing prerequisite conditions and constraints. Prerequisite conditions can be defined
for restricting administrators assigning roles and permissions. The assignment can be per-
formed only if the preconditions are fulfilled.

CR-3 Separation of Administration: Separation of Administration, in the meaning of functional
separation, is supported. The definition and evaluation of preconditions is a key feature
for dynamic separation of duty in ARBACO02. Using prerequisite conditions, enterprises
can implement functional separation of administration, e.g. it is possible to administrate
two departments with different administrators.

CR-4 Support for Compliance Rules: Support for Compliance Rules is supported by imple-
menting prerequisite conditions and constraints. ARBACO02 only provides a limited set of
prerequisite conditions to define compliance rules, therefore administrators will have to
deal with some restrictions in policy expressiveness.

CR-5 Support for Static Constraints: Support for Static Constraints is supported by implement-
ing prerequisite conditions and constraints.

CR-6 Monitoring Administrative Operations: Monitoring Administrative Operations is not within
the scope of ARBACO2. This core requirement can be seen as an addition to the AR-
BACO02 model.

CR-7 Enforce Administrative Access Rights: Enforce Administrative Access Rights is supported
by administrative role hierarchies and authority ranges. Deployment of administrative
role hierarchies allows to define complex administrative access rights.

CR-8 Distributed Components / Secure Communication: Distribute Components / Secure Com-
munication is not within the scope of ARBACO02 model since it is not an implementation
model. This core requirement can be seen as an addition to the ARBACO02 model.

CR-9 Support Context Information: Support Context Information is not supported in a com-
mon way. Only specific constraints are defined in the model. An implementation of
this core requirement seems to be possible by extending the precondition mechanisms.
ARBACO02 offers an additional context support with the concept of user and permission
pools. It allows using organizational units as context information.

CR-10 Execute Consistency and Property Checks: Execute Consistency and Property Checks
is supported by implementing the intrinsic consistency rules of the model.
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CR-11 Policy Management / Use Cases: Policy Management/ Use Cases is not within the scope
of ARBACO2. This core requirement can be seen as an addition to the ARBAC02 model.

CR-12 Workflows: Workflows are not within the scope of ARBACO02. This core requirement
can be seen as an addition to the ARBAC02 model.

CR-13 Special Features / Remarks: ARBACO2 is an RBAC model that does not define any im-
plementation details. Nevertheless it does define new concepts for enterprises, making
the model more usable than ARBACO97. The model can be verified by mathematical oper-
ations. Application examples for practical use are not defined. If ARBACO?2 is to be used
as the base of the ORKA model, workflow and enterprise aspects will have to be added in
additional modules.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration &)
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration P
CR-4 | Support for Compliance Rules D
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations DO
CR-7 | Enforce Administrative Access Rights &)
CR-8 | Distributed Components / Secure Communication SIS}
CR-9 | Support Context Information SlS)
CR-10 | Execute Consistency and Property Checks &)
CR-11 | Policy Management / Use Cases SIS
CR-12 | Workflows SIS
CR-13 | Special Features / Remarks )

@: supported, @GO: may be supported with some effort, ©: not supported
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3.5 BEA WebLogic Security Framework

Selected References:
e BEA Systems: BEAWebLogic Server: Introduction to WebLogic Security [Sys06a].
e BEA Systems: Understanding WebLogic Resource Security [Sys06b].
e BEA Systems: Using XACML Documents to Secure WebLogic Resources [Sys06c¢].

Description:

“BEA WebLogic Server is an enterprise-ready J2EE application server that supports the de-
ployment of mission-critical applications in a robust, secure, highly available, and scalable en-
vironment. WebLogic Server is an ideal foundation for building applications based on Service
Oriented Architectures (SOA)” [Sys06a].

The framework comprises of interfaces, classes, and exceptions to secure a service-oriented en-
terprise architecture. The primary function of the WebLogic Security Framework is to provide
a simplified application programming interface (API) that can be used by security and applica-
tion developers to define security services. A security service is initiated when an user or system
process requests a protected resource on which it will attempt to perform a given operation (cf.
Figure 3). The resource container that handles the type of resource being requested intercepts
the request and calls the security framework and passes in the request parameters, including
information such as the subject of the request and the requested resource. The security frame-
work calls the configured role mappers and passes in the request parameters in a format that the
role mappers can use. They use the request parameters to compute a list of roles to which the
subject making the request is entitled and passes the list of applicable roles back to the security
framework. A policy decision point (PDP) determines whether the subject is entitled to perform
the requested action on the resource or not [Sys06a].

Security
Providers

Reguest Role

Request Webl M:— Mapping
Request Resource Parameters SZcui‘:gyI'E Roles

| Containers Framework Acicass Authorization

Decision

Adjudication

Figure 3: Resource Authorization

The Bea WebLogic framework uses security policies expressed in XACML to answer the ques-
tion “Who has access to a resource?” A security policy is created to define which resource
can be accessed by one or more users, groups, or security roles. These security policies are
based on roles and default global groups or single users. Policies can optionally be extended by
constraints, such as time constraints.

Security policies are stored in an Authorization provider’s database, for example security poli-
cies may be stored in an embedded LDAP server. WebLogic’s Authorization provider is a PDP
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that actually answers the “is access allowed?”” question. Specifically, an access decision is asked
whether a subject has permission to perform a given operation on a resource, with specific pa-
rameters in an application. Given this information, the PDP responds with a result of Permit,
Deny, or Abstain (i.e. there exists a conflicting authorization).

Analysis of Properties:

CR-1 Decentralized Administration: The BEA WebLogic Portal is a platform to provide an
enterprise integration based on a service-oriented architecture. As shown in Figure 4
the framework is composed of several modules that can be stored in different locations.
Because the whole WebLogic platform is realized as a portal it can be accessed by a web
browser via the intranet as well as the Internet.

Customer Applications w BEA Layered Products J
¢

ine: Resource Containers
. i
i ,
Protocol Handlers |
! v

WebLogic Security Service

I ~
( WebLogic Security Framework

Figure 4: BEA WebLogic Architecture [Sys06a]

CR-2 Check against Security Principles: It is possible to define authentication and encryption
requirements for protected resources. In addition, the WebLogic API can be extended
to support enterprise specific security principles. Further, WebLogic defines so called
(external) authorization providers that can be queried to check against corporate security
principles.

CR-3 Separation of Administration: The WebLogic Framework supports policy and role scopes.
A scope can be considered as a specific domain. Therefore, it is possible to assign admin-
istrative roles to a specific scope. This allows to restrict administrative rights to a defined
scope and an administrator with a scoped role would only be able to access policies and
roles within the same scope (cf. Figure 5). It should be mentioned that there is no state-
ment about an enforcement of administrative scopes. Therefore, some modification might
be necessary.

CR-4 Support for Compliance Rules: The WebLogic platform integrates the ILog JRules busi-
ness rules engine. Therefore, compliance rules for operational activities are directly sup-
ported by WebLogic.

CR-5 Support for Static Constraints: The eXtensible Access Control Markup Language (XACML)

is an XML language for expressing authorization policies and role assignments. The We-
bLogic Server XACML Authorization Provider and the WebLogic Server XACML Role
Mapping Provider implement the XACML 2.0 Core Specification [Sys06¢].
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Figure 5: Global and Scoped Policies and Roles

CR-6 Monitoring Administrative Operations: The administration interfaces are not considered
as protected resources. Because auditing within the WebLogic framework is performed
by a security module (i.e. PEP) that intercepts access requests to protected resources.
There is no administrative operations monitoring available as long as the administration
application itself is not considered a protected resource.

CR-7 Enforce Administrative Access Rights: As stated in Core Requirement 3, it is possible to
define policy and role scopes to define security and role domains. Nevertheless, policy
objects and role definitions itself are not considered as protected resources. Therefore, it
is not possible to define and enforce access control restrictions for them.

CR-8 Distributed Components / Secure Communication: The WebLogic Framework is based
on a service-oriented architecture. The communication between the different components
is secured by using certificates, single-sign on, and SSL-based message security. Thus,
Core Requirement 8 is directly supported.

CR-9 Support Context Information: The WebLogic architecture defines dedicated context providers.
Each is a class that obtains additional context and container-specific information from pro-
tected resources and provides that information to the security components making access
or role mapping decisions.

CR-10 Execute Consistency and Property Checks: WebLogic does not support property checks
and consistency analysis. Therefore, an administrator has to be careful when defining
complex security policies [Sys06b]. Notice that WebLogic uses XQuery functions that
test at runtime whether an user associated with the current request context can access
the specified resource, which is denoted by a element name and a resource identifier.
Therefore, it is likely to enhance the administration interface to use XQuery functions
already at design time to perform property checks.

CR-11 Policy Management / Use Cases: The WebLogic framework provides an elaborate web-
based administration interface. This interface can be used to define procteded resources,
user, roles, scopes, and security policies. The policy editor is shown in Figure 6. There-
fore, Core Requirement 11 is directly supported.

CR-12 Workflows: The WebLogic Framework does not integrate a workflow management sys-
tem. It is likely that it is possible to integrate a workflow management system to cooperate
with the portal and the application server, but currently it is not supported.

CR-13 Special Features / Remarks: The WebLogic architecture provides a solid platform for
security in service-oriented architectures. The security architecture and its integration
within the WebLogic portal and application server is a good source of inspiration for the
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Figure 6: Administrative Policy Editing with WebLogic

realization of the ORKA architecture.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration D

CR-2 | Check against Security Principles S

CR-3 | Separation of Administration SIS

CR-4 | Support for Compliance Rules &)

CR-5 | Support for Static Constraints &)

CR-6 | Monitoring Administrative Operations de

CR-7 | Enforce Administrative Access Rights

CR-8 | Distributed Components / Secure Communication

CR-9 | Support Context Information

CR-11 | Policy Management / Use Cases

CR-12 | Workflows

S}
@
@
CR-10 | Execute Consistency and Property Checks SIS
S
S}
D

CR-13 | Special Features / Remarks

@: supported, @E: may be supported with some effort, ©: not supported
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3.6 Conditional Delegation in Secure Workflows

Selected References:

e V. Atluri and J. Warner: Supporting Conditional Delegation in Secure Workflow Manage-
ment Systems [AWO0S].

e E.Bertino and E. Ferrari and V. Atluri: The Specification and Enforcement of Authoriza-
tion Constraints in Workflow Management Systems [BFA99].

Description:

Atluri et al. define a framework for specifying conditions on task delegation in workflows.

@ Workflow Workflow Role
5 @ Specification Specification
c =T
<Z e
g i // /’ |‘I
= | h
[ // P | \\
r* L]
Woarkflow Authorization Delegation Role-Activation
Dependencies Constraints Conditions Constraints

Delegation
Consistency Analysis
I T
Role Planning
User Planning

p. -/

'

User-Role
Assignment

Task Task Task
Assignment Execution Termination
v

Figure 7: Assignment Phases for Workflow Execution

For this purpose, special predicates for conditional delegation are introduced as an addition
to specification, execution, planning and comparison predicates. This allows to specify dele-
gation conditions, authorization constraints, task dependency requirements and role activation
constraints. All constraints are represented as clauses in a normal logic program. The logic pro-
gram encoding the constraints of a given workflow is denoted as constraint base (CB). Due to
the appropriate choice of definitions any CB is a stratified normal program and thus has a unique
stable model (as proven by Gelfond and Lifschitz). This result helps to construct algorithms for
automated consistency checking of a CB (similar to model checking). Many constraints can
be checked statically, some have to be checked dynamically during the execution of the work-
flow. The model is based on a language for defining constraints on role and user assignment to
tasks in a workflow [BFA99]. Figure 7 shows the User-Task Assignment Phases for Workflow
Execution under Conditional Delegation.
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Analysis of Properties:

CR-1 Decentralized Administration: Decentralized Administration is not supported by the Con-
ditional Delegation in Secure Workflows model (CDiSW). There is currently no dedicated
administration tool available at all.

CR-2 Check against Security Principles: Check against Security Principles may be provided
by specifying constraints. The CDiSW model distinguishes three kinds of constraints:

e Workflow constraints
e Authorization constraints
e Role activation constraints

Authorization constraints, used to express security policy, are defined as clauses in a
normal logic program. The model focuses on task delegation in workflows. Checks are
provided to proof the delegation rules. Tool support for checking policies against Security
Principles does not exist and would have to be added.

CR-3 Separation of Administration: As described in CR-1 there is currently no dedicated ad-
ministration tool available at all. Separation of Administration is not supported by the
CDiSW model.

CR-4 Support for Compliance Rules: As described in CR-2 tool support for checking policies
does not exist. Neither monitoring nor recording of operations is provided by the model.
Support for Compliance Rules is not supported by the CDiSW model.

CR-5 Support for Static Constraints: The model focuses on task delegation in a given work-
flow model consisting of task lists, roles authorized to execute designated tasks, and con-
straints and conditions. The underling model [BFA99] presents a language for defining
constraints on role assignment and user assignment to tasks in a workflow. Such con-
straint language supports, among other functions, both static and dynamic separation of
duty.

CR-6 Monitoring Administrative Operations: As described in CR-1 there is currently no ded-
icated administration tool available at all. Monitoring and recording of operations is not
in the focus of the model. Monitoring Administrative Operations is not supported by the
CDiSW model.

CR-7 Enforce Administrative Access Rights: Authorization constraints, used to express secu-
rity policy, are defined as clauses in a normal logic program. Such language is not in-
tended as an administration interface language for expressing constraints but is used in-
ternally by the system to analyze and enforce constraints. An enforcement algorithm has
been proposed. An administration and a translation component would have to be added.
Enforce Administrative Access Rights is not explicitly supported by the CDiSW model.

CR-8 Distributed Components / Secure Communication: Distributed Components / Secure Com-
munication are not supported. The use of the CDiSW model in heterogeneous and dis-
tributed environments has been announced in [BFA99] as future work.

CR-9 Support Context Information: Context Information is not supported by the CDiSW model.
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CR-10 Execute Consistency and Property Checks: In order to provide a semantic foundation
for the constraint model and to formally prove consistency, the CDiSW model presents
constraints as clauses in a normal logic program. The formally defined language is en-
hanced by the notion of constraint-base, which is the logic program encoding the con-
straints of a given workflow for consistency issues. The constraint-base has a unique
stable model as semantics. There are various algorithms for checking resp. maintain-
ing consistency. The computational complexity of these algorithms is polynomial, but in
practice they may require a high computational effort in the worst case. Inference rules
do not exist. A prototype for the constraint analysis and an enforcement module exist the
constraint specification language was implemented using the CORAL [RSSS94] system.

CR-11 Policy Management / Use Cases: A prototype has been developed for the constraint anal-
ysis and enforcement model, which provides a graphical interface by which the user en-
ters both workflow specification and workflow constraints and analyzes the results of each
phase of the methodology. But there is no integration in an existing workflow environment
and no implementation for enforcement exists so far.

CR-12 Workflows: The approach provides a framework for task delegation in workflows. In
particular delegation can be constrained according to various conditions, for example,
based on time, workload, and task attributes. Further constraints are supported including
dynamic separation of duty, role activation, and workflow dependency constraints. Many
constraints can be checked statically, some have to be checked dynamically during the
execution of the workflow. Workflows are supported by the CDiSW model.

CR-13 Special Features / Remarks: The approach is focused on task delegation in workflows.
It provides a methodology for assigning roles and users to the tasks of a given workflow
according to the constraints encoded in a constraint-base. Furthermore checks are pro-
vided to proof the delegation rules. The model is interesting concerning the construction
of algorithms for automated consistency checking of constraints in workflows but not in
relation to a convenient administration model.
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Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration o
CR-2 | Check against Security Principles SIS
CR-3 | Separation of Administration o
CR-4 | Support for Compliance Rules S
CR-5 | Support for Static Constraints SIS
CR-6 | Monitoring Administrative Operations S}
CR-7 | Enforce Administrative Access Rights SIS
CR-8 | Distributed Components / Secure Communication S)
CR-9 | Support Context Information )
CR-10 | Execute Consistency and Property Checks &)
CR-11 | Policy Management / Use Cases SlS)
CR-12 | Workflows @
CR-13 | Special Features / Remarks &)

®: supported, GHES: may be supported with some effort, &: not supported
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3.7 Context-dependent Access Control

Selected References:

e Ruben Wolf and Markus Schneider: Context-dependent Access Control for Web-based
Collaboration Environments with Role-based Approach [WS03].

e Ruben Wolf, Markus Schneider and Thomas Keinz: A Model for Context-dependent
Access Control for Web-based Services with Role-based Approach [WSKO3].

Description:

The Context-dependent Access Control model is based on the role-based access control model.
This model is intended to be used within a web-enabled or Internet-enabled environment where
contextual information, such as the location of a requesting subject or their used authentica-
tion mechanisms, is used to dynamically adjust security policies. The contextual dependencies
and their associated security policies are expressed in terms of hierarchical roles and teams (cf.
Figure 8). Depending of the actual context of a requesting subject a different role may be se-
lected for the same subject. For instance consider the role Internal Administrator and External
Administrator. The later has reduced administrative privileges. Depending on whether an ad-
ministrator is accessing the system from a host in the local network or from an external host, the
administrator will be dynamically assigned to one of the two roles in order to use more restricted
access rights in case access is requests from an untrusted network, such as the Internet.

| Collaboration Environment User I requests y » Operation on Object

. & s
uses assigned to <Constraint’>

allows / refuses
4

Team Role influences
Access
i Control
| Identification Mechanism lmr ontra

Figure 8: Context-dependent Access Control [WS03]

The Context-dependent access control model is used in the SicAri platform. It specifies a policy
for all security related concerns. This policy includes statements with respect to, e.g. con-
fidentiality, such as permissions to access some resource or the necessity to encrypt a certain
communication channel. The SicAri platform fulfills most of the formulated Core Requirements
of the ORKA administrative model. Please keep in mind that in what follows we only consider
the access control model itself and not the whole SicAri platform.

Analysis of Properties:

CR-1 Decentralized Administration: The context-dependent access control model is designed
to be used in web-based collaborative environments. While it is not stated directly in the
related literature the usage of this framework in the UNITE and SicAri project let assume
that the administration can be done by using a web-enabled application, such as a web
browser. The administration interface could be accessed from any browser. Therefore,
teams in the context of this model could be administrated from different locations.
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CR-2 Check against Security Principles: Corporate security principles can be consided as pre-
conditions that have to be met in addition to role-based permissions. This implies that
this contextual model must be able to express such preconditions. Because of this model
based on the role-based access control model, it does not provide the necessary precondi-
tion entity.

CR-3 Separation of Administration: The context-dependent access control model allows to de-
fine teams considered as logical groups. The context-awareness of this model can be
exploited to define a fine-grained separation of administration for administrators. Con-
sider administrator A and B, both belonging to a team A and B and both teams are located
in a different location (e.g. distinct subnets). Based on the information of the utilized
subnets it can be determined if an administrator belongs to team A or B and therefore is
allowed to access the policies of team A or not. Thus, we consider this requirement as
supported.

CR-4 Support for Compliance Rules: This administrative model is based on the role-based ac-
cess control mode. Compliance rules address issues, such as auditing, that are not directly
related to access control. Therefore, some effort is necessary to support compliance within
this model.

CR-5 Support for Static Constraints: The contextual access control model is based on the clas-
sical role-based access control model. Therefore, static access control constraints are
directly supported by this model.

CR-6 Monitoring Administrative Operations: Based on the different kind of authentication mech-
anisms it could be possible to activate detailed auditing as soon as somebody logs in with
strong authentication (e.g. an administrator). Using this mechanisms it could be possible
to enable the desired administrative monitoring. Still, this is a conceptual model with
limited tool support. Some effort to implement this feature is necessary.

CR-7 Enforce Administrative Access Rights: Using the same mechanisms as described to sup-
port Core Requirement 6 it is possible to enforce administrative access rights by using the
authentication mechanisms as a context provider for the actual access request. Meaning
a subject with password authentication is not allowed to perform an administrative task,
while a subjects authenticated by a certificate and a digital signature may be granted. Nev-
ertheless, the described model needs some tool support to actually enforce administrative
access rights.

CR-8 Distributed Components / Secure Communication: The model itself does not cover im-
plementation and communication details between a client, e.g. a web browser, the se-
curity enforcement component, and an administration interface. Because this model is
intended to be used in a network or Internet environment it seams feasible to enable the
support of communication security by using secure SSL connections.

CR-9 Support Context Information: This contextual access control model was designed to en-
hance the role-based access control model by contextual information, such as a subjects
used authentication method. It is likely that additional types of contextual information
can be added to this model, for instance locational information or date.

CR-10 Execute Consistency and Property Checks: Due to its formalization based on RBAC and
its formalized description of role hierarchies is it also possible to formulate permission
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queries that extract actual permissions to checks security properties and perform consis-
tency analysis. Nevertheless, a supporting tool is missing and must be provided.

CR-11 Policy Management / Use Cases: Based on RBAC this access control model supports
typical uses case of the role-based access control model, such as user-role assignment or
permission-role assignment.

CR-12 Workflows: While this model is not directly incorporating process models, its RBAC-
based session concept can be used to enforce strict least privilege. If we consider the
duration of a task activation as a session with a dedicated role it should be possible to
support this Core Requirement with some effort, but nevertheless without an awareness
of the control flow this approach may error-prone.

CR-13 Special Features / Remarks: This is a conceptual model that lacks a real tool suite. There-
fore, most of these requirements can be considered as fulfilled from a theoretical point of
view. Nevertheless, a considerable effort has to be taken to fulfill all Core Requirements
of the ORKA administrative model.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration &)
CR-2 | Check against Security Principles S
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules SIS
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations SIS
CR-7 | Enforce Administrative Access Rights SIS
CR-8 | Distributed Components / Secure Communication SIS
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks S
CR-11 | Policy Management / Use Cases S
CR-12 | Workflows S}
CR-13 | Special Features / Remarks o

@: supported, @S: may be supported with some effort, ©: not supported
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3.8 CoSAWOE - A Model for Context-sensitive Access Control in
Workflow Environments

Selected References:

e Reinhardt A Botha: CoSAWOE - A Model for Context-Sensitive Access Control in Work-
flow Environments [BotO1].

e Stephen Perelson et al.: SoDA: A Model for the Administration of Separation of Duty
Requirements in Workflow Systems [PBEO1].

Description:

The CoSAWOE model is based on the role-based access control (RBAC) model. It extends
RBAC by adding the task-role-assignment relation to the RBAC model to combine workflow
entities, such as tasks, task instances, and their related workflows to the RBAC model. The
task-role assignment relation is used to determine which user will receive a specific task in the
user’s tasklist at runtime. When a task is activated from the user’s tasklist the corresponding
role assigned to the task is activated in the context of the activating user. This is indicated by the
the term session control in Figure 9. The design of CoOSAWOE is strongly motivated by access
control requirements, such as order of events (i.e. task assignment based on the current control
flow state), strict least privilege (i.e. a task can only be activated related to the control flow),
and separation of duties. Therefore, the CoOSAWOE model must be deployed in a workflow
environment. The complete model as described by Botha is illustrated in Figure 9.

Workflow Entities | RBAC Role Hierachy

Process Process |

User-Role
Definition Instance
| Role-Permission
Assignment
Task Definition Task Instance
Network Network

[ — |

Task _
Definition |

| Session Control

Permissions

Task-Role
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Figure 9: CoOSAWOE: Integrating workflow and RBAC

SoDa and WACC Prototype:

The SoDA prototype is a tool for Separation of Duty administration as part of the CoOSAWoE
model [PBEO1]. SoDA is a tool that focuses on supporting access control administration. Ac-
cess control requirements are typically described within the general context of a business pro-
cess. Therefore, SODA is concerned with the process and task definitions and is used to define
the associations between all the entities that are involved, namely user, roles, permissions, tasks,
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and objects. The SoDA prototype considers an object to be a document containing various field
objects. Users may perform different actions on the field objects, e.g. edit the contents or view
the contents of a field. Objects may be grouped, resulting in composite objects. Permissions as-
signed to a composite object are inherited from objects contained by that composite object. For
example, the permission to edit composite object Employee Details will imply the permission
to edit all fields that are part of the Employee Details object. Object permissions are assigned
to roles and roles may be related through a partial order. In order to enforce static and dynamic
separation of duty, the SODA prototype ensures that the integrity of the associations between
entities is maintained. If an action cannot be performed, remedial actions are suggested. For
example, if conflicting tasks are assigned to non-conflicting roles, the user is given the option of
making the roles conflicting [PBEO1]. WACC is a scaled-down workflow system as part of the
CoSAWOE model. It provides a worklist interface whereby users can act on the tasks provided
to them [BotO1]. Permissions granted depend on the order of events dictated by the underlying
process description enforcing strict least privilege. To support dynamic separation of duty, users
are not able to perform tasks with respect to the conflicting entities paradigm. The architecture
of WACC consisting of a client,a server with a workflow system, a policy enforcement point
(Access Control Module), a set of applications and access control policies stored in a database.
The complete architecture is shown in Figure 10.

CLIENT SERVER
"4 N
‘ Communication module I\ Communication module ‘ Database
:I: I module
e
Worklist handler | Access control module % Access Control
$ $ database
Forms Workflow K— Workfiow
handler engine database
Application module K ’L";’(‘a“;‘,‘;‘?e”
e o

Figure 10: WACC Architecture [BotO1]

Analysis of Properties:

CR-1 Decentralized Administration: The WACC architecture is not designed to support remote
method invocations and Web Services. The access control module is designed to access a
locale access control database and protected applications are located on the same server
as the other components of the WACC prototype. The WACC architecture is not designed
to incorporate organizational directories such as LDAP or Active Directory. All users and
roles have to be maintained within the WACC application. The distribution of user infor-
mation, roles, access control policies, workflow management, and protected applications
is not concerned.

CR-2 Check against Security Principles: The CoSAWOE model does not include generic secu-
rity principles such as signatures and encryptions requirements when performing business
critical tasks. It is not possible to express such generic constraints, due to the fact, that all
permissions are directly related to a specific task or entity of an protected object.
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CR-3 Separation of Administration: The SoDA prototype itself does not provide access control
functionality. Therefore, each activity within SODA can be performed by anyone. There is
no authentication or authorization check integrated into the SoDA application itself. But
it should be possible to use the same mechanisms as used for common protected applica-
tions in terms of protected objects, to protect SODA as well. Therefore, SoDa activities
must be expressed as tasks and related administrative forms as composite objects.

CR-4 Support for Compliance Rules: SoDA and WACC do not provide an auditing mechanism
in order to provide necessary audit data according to compliance regulations. It is even
unclear, if the scaled-down workflow management system WACC does provide a history
log. No administrative activities performed in SoDA are audited by the application itself.

CR-5 Support for Static Constraints: SoDA 1is build on top of the conflicting entities paradigm
that is tailored to support static conflicts between users, roles, and task. Therefore, this
requirement is directly supported. The following Figure 11 depicts the definition of static
conflicts between tasks in SoDA.

Conflicting Tasks [ <}
Process:
Internal Purchase Drder bl

~ Complete ordet form
¥ Approve order

| Check stack

1 Order stock

Agpply Dynaric Conflict

Figure 11: Definition of Conflicting Tasks in SoDA

CR-6 Monitoring Administrative Operations: As stated for CR-4. The access right manage-
ment module SoDA does not provide any functionality to audit administrative activities.
This functionality has to be integrated into the whole SoDA application with some con-
siderable effort.

CR-7 Enforce Administrative Access Rights: Similar to CR-3, administrative activities are not
access controlled. When using SoDA there is no authentication and authorization check.
This means every user able to access the SODA application may manipulate the security
policies defined with SoDA. In addition, without an administrative audit trail there would
not even be a trace.

CR-8 Distributed Components / Secure Communication: The WACC architecture does come
with a secure SSL connection between the Clients and the Server. Nevertheless, with-
out a distributed architecture (i.e. distributed policy repositories, protected applications
and organizational context providers) the WACC and SoDA prototypes do not fulfill the
Core Requirement CR-8 with respect to secure distributed communication between com-
ponents.

CR-9 Support Context Information: WACC and SoDA do not consider activity based history
data, organizational data, such as departments and functional units nor system informa-
tion, such as CPU load or local time. Such information would be assigned to access
control policies in terms of preconditions. CoSAWOE does not support any kind of pre-
condition. Thus, context information are not part of CoSAWOoE.
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CR-10 Execute Consistency and Property Checks: The SoDA tool does runtime checks of con-
sistency violation at design-time based on the conflicting entities paradigm. Thus, con-
flicting roles can not be assigned to the same user. In this case SoODA will notify the
administrator. Therefore, Core Requirement 10 is directly supported.

CR-11 Policy Management / Use Cases: SoDA does provide all functions necessary to admin-

istrate users, roles, tasks, and permissions according to the requirements of CR-11. An
example of a task-role assignment is shown in Figure 12.

Task Role Assignment | X| Task Role Assignment

Process: Process:
|InlemaF Furchase Order = Intemal Purchase Order =
Tasks: Roles: Tasks: Roles:
|Comé\ete ardet form Complete arder form [] Stores Manager

p [] Supervisor Approve order [EkStock Cantroller
Check stack 7 Stw Clerk Check stock
Order stock Order stock

[ Clerk

Issue stock Os M
Wiite rejection letter ] Stores hariage)

W{it eciun letter
[] Stock Controller ’

woy | o | geop | oo |

Figure 12: SODA Role-Permission Assignmment

CR-12 Workflows: The CoSAWOE model combines classical role-based access control with

task-based access control. CoSAWOE is aware of the task entity and the order of events
that make the whole workflow. Therefore, SODA supports strict least privilege.

CR-13 Special Features / Remarks: CoSAWOE directly supports workflows and comes with a
complete prototype collection consisting of an user client, a scaled-down workflow man-
agement system, and an administration prototype. While the CoSAWoOE model and its
related tools look quite promising, the centralized approach, the used technology, and

programming languages are out-dated and have to be redesigned and reimplemented in
order to be of some use within the ORKA project.
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Evaluation of Core Requirements:

Based on the description of the previous paragraph this tables gives an overview of the overall
fulfillment of the Core Requirements with respect to the CoSAWoE administrative model:

CR Description of CR Valuation
CR-1 | Decentralized Administration o
CR-2 | Check against Security Principles o
CR-3 | Separation of Administration SIS}
CR-4 | Support for Compliance Rules S
CR-5 | Support for Static Constraints D
CR-6 | Monitoring Administrative Operations o
CR-7 | Enforce Administrative Access Rights de
CR-8 | Distributed Components / Secure Communication o
CR-9 | Support Context Information )
CR-10 | Execute Consistency and Property Checks S
CR-11 | Policy Management / Use Cases @
CR-12 | Workflows &)
CR-13 | Special Features / Remarks SIS

@: supported, @E: may be supported with some effort, ©: not supported
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3.9 Flexible Team-Based Access Control Using Contexts (C-TMAC)

Selected References:

e C.K. Georgiadis, I. Mavridis, G. Pangalos and R.K. Thomas: Flexible team-based access
control using contexts [GMPTO1].

e C. Georgiadis, I. Mavridis and G. Pangalos: Context and Role Based Hybrid Access
Control for Collaborative Environments [GMPO0O].

e C.K. Georgiadis et al.: Implementing context and team based access control in healtcare
intranets [GMNPO2].

e Roshan K. Thomas: Team-based Access Control (TMAC): A Primitive for Applying
Role-based Access Control in Collaborative Environments [Tho97]

Description:

The C-TMAC (Context and Team-based Access Control) model is an active security access
control model that layers dynamic access control concepts on top of RBAC (Role-based) and
TMAC (Team-based) access control models.

The TMAC model was formulated by Thomas in [Tho97] to provide access control for collab-
orative activity best accomplished by teams of users. In TMAC, access control revolves around
teams, where a team is an abstraction that encapsulates a collection of users in specific roles
and collaborating with the objects of accomplishing a specific task or goal. C-TMAC does not
replace roles from RBAC with teams, but extends RBAC to have both roles and teams.

Based on TMAC, C-TMAC also extends RBAC in the sense that contextual information con-
cerning collaboration activities is associated with teams of users and user permissions dynami-
cally filtered during runtime. These features of C-TMAC meet the specific security requirements
in health care applications. Based on the technological platform of an relational data base man-
agement system and an application server, the application logic is coded with stored PL/SQL
procedures that include Dynamic SQL routines for runtime value binding purposes.

The ability to integrate application level contextual information (such as date, location, patient)
allows models such as C-TMAC to be flexible and express a variety of access policies that
can provide tight and just-in-time permission activation. Apart from identity certificated for
authentication, it uses attribute certificates for communicating critical security meta data, such
as role membership and team participation of users.

There seams to be an implementation of the C-TMAC model. However, free sources for further
enhancements have not been found.

Analysis of Properties:

CR-1 Decentralized Administration: C-TMAC extend standard RBAC with respect to teams
without the need to increase the administrative overload dramatically. It is not a dedicated
administration model for role-based policies. Therefor, C-TMAC does not include an
administrative concept. C-TMAC does neither provide support for geographic-centralized
policy descriptions nor prevents from integration of existing measures for decentralization
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Figure 13: The C-TMAC Approach

of security policies. The underlying data model and its implementation use a relational
data base management system for specification of RBAC sets and relations. All access
requests are realized by SQL statements.

CR-2 Check against Security Principles: Even if C-TMAC is designed to support enterprises
(e.g. in the health care area) it does not provide any means to check the actual policy
against enterprise security principles.

CR-3 Separation of Administration: C-TMAC does also not provide any separation of admin-
istration features. Provision of different areas of administration and enforcement of ad-
ministrative responsibilities need to be implemented out of bound. Similarly, C-TMAC
does not provide any means to find inconsistencies in the policy description administrative
interacting. There is no support for different administrative roles.

CR-4 Support for Compliance Rules: C-TMAC does not provide an auditing mechanism in or-
der to provide necessary audit data to compliance regulations. No administrative activities
performed in C-TMAC are audited by the application or model itself.

CR-5 Support for Static Constraints: Since C-TMAC is an extension of the standard RBAC
model with respect to team support, it includes major features of standard RBAC such
as static constraints. Static constraints are supported in the same way as in RBAC pre-
sumably as depicted in the architectural overview in Figurel3. The C-TMAC model
description does not explicitly express how constraints are handled in C-TMAC. There
is an important point with respect to constraints. C-TMAC distinguishes constrains in
the notion of RBAC (that may be static and dynamic) from additional dynamic contex-
tual information (such as the actual date, location or patient). This dynamic contextual
information is used (together with other information) to derive the current effective user
permissions.

CR-6 Monitoring Administrative Operations: Since C-TMAC does not provide an administra-
tive model and since it is based on standard RBAC which also does not provide an admin-
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istrative model, monitoring of administrative operations is not supported by the model
itself.

CR-7 Enforce Administrative Access Rights: As mentioned before, C-TMAC does not provide
an administrative model. Thus, there is no determination of different administrators. Ad-
ministration of permissions may be done out of bound. The model neither requires nor
supports different administrative areas (policy domains) being administered by different
administrators that have been authenticated before.

CR-8 Distributed Components / Secure Communication: Information about communication be-
tween the different platform components that are involved in policy processing is not
given in the C-TMAC specification. The C-TMAC model does not care about, where the
policy (or its parts) are stored. Instead the C-TMAC specification views policies from a
logical perspective, abstracting the real location and partition of functional components
into distinct and distributed system components. The model has no special support for
single or multiple, local or remote policy decision and enforcement points. Of course, the
C-TMAC model does not regulate how distributed components communicate in a secure
way.

CR-9 Support Context Information: C-TMAC supports two kinds of contextual information to
be used in policy specification and policy decision. First, it provides static and dynamic
constraints as proposed by the RBAC standard. Additionally there are explicit contexts
assigned to teams that allow to model dynamic changing teams. Contexts are used to
get the actual team membership of users and to derive the actual effective permissions
of a user. In C-TMAC, just in time permission activation and revocation is realized by
contexts.

CR-10 Execute Consistency and Property Checks: The C-TMAC model does not focus on ad-
ministrative features. It does not provide any means for execute consistency and security
property checks.

CR-11 Policy Management / Use Cases: The Model specifies all basic functions for policy man-
agement, since it is based on standard RBAC. Missing policy management functions may
be easily realized due to the fact that all policy related information (sets and relations) are
stored in a relational DBMS and may be correlated by appropriate SQL statements.

CR-12 Workflows: Workflows themselves are not part of the C-TMAC specification. However,
the focus of the model is on highly dynamic permissions for subjects which are part
of often changing teams. Team participation is realized by modeling contexts. Here a
context may be the current date, location, or patient. However, with some effort it seems
reasonable to apply the notion of teams and contexts to model workflows and workflow
tasks.

CR-13 Special Features / Remarks: The C-TMAC is a very specialized model adding team sup-
port to role-based access control. For this reason, many of the core requirements are out
of scope and cannot be supported by the C-TMAC model itself. However, the model is
based on RBAC and may be enhanced with other existing RBAC extensions in order to
provide a comprehensive role-based model. However, from an administrative perspective,
major basic features are missing.
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Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration o
CR-2 | Check against Security Principles )
CR-3 | Separation of Administration o
CR-4 | Support for Compliance Rules S
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations S}
CR-7 | Enforce Administrative Access Rights S)
CR-8 | Distributed Components / Secure Communication S)
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks S
CR-11 | Policy Management / Use Cases &)
CR-12 | Workflows SIS
CR-13 | Special Features / Remarks SIS

®: supported, GHES: may be supported with some effort, &: not supported
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3.10 A Framework for Organisational Control Principles

Selected References:
e Andreas Schaad et al.: A Framework for Organisational Control Principles [SMO02].
e Andreas Schaad: An Extended Analysis of Delegating Obligations [Sch04].

Description:

Authorizations are used to provide control mechanisms within the organization. Policies de-
scribe the underlying rules, such as who might perform some business activity. This framework
for organizational control principles is a conceptual model. The modeled entities are common
for any information system supporting access control. Is is based on the formal specification
language Alloy. Alloy is a modeling language designed to provide precise semantics for speci-
fication and modeling purposes. It is amenable to a fully automatic semantic analysis that can
provide checking of consequences and consistency, and simulated execution. The following
entity relationship diagram shown in Figure 14 is taken from [Sch04] and describes the enti-
ties used within the organizational control framework. The elements will be described in detail
below:

member_of
/f target Object
subject
AT
- X
( ! f 1 has_member w
Group Policy Object difiney Role Principal
_i_ﬂ exclusive 'l""role_‘?w;archy
Evidence specifies Obligation Autharization Position
"'Iz" SUpERvises
Review Action
creates ) I_
\\ reviewed by Reviaw
Action

Figure 14: Organizational Control Framework

All entities are extended from a general object entity. Objects can be members of groups. Be-
cause a group is derived from an object, the group itself may be a member of another group.
A principal is an object representing a human actor or an automated system component. A
policy is a representation of a rule determining the behavior of principals. A policy can be dif-
ferentiated into an obligation or an authorization. Policies apply to subjects, e.g. an individual
principals or role, and targets. Policies define actions that have to be performed (obligation)
or may be performed (authorization). Evidence is created whenever an obligated action is per-
formed and represents some kind of investigable proof whether the action was performed or not.
Review actions investigate evidences and are created when an obligation is delegated. Roles are
composed out of hierarchies and mutual exclusivity. Positions are context enriched roles used
to describe supervision relations through the inherited role hierarchy relation.

43



Analysis of Properties:

CR-1 Decentralized Administration: The organizational framework itself does not state how
the Alloy signatures have to be administered. The framework does not provide a dedicated
model checker with specific functionalities. Decentralized administration is not a primary
concern in this framework.

CR-2 Check against Security Principles: In the organizational framework authorizations are al-
ways bound to actions. The underlying model does not provide an entity capable of
expressing general corporate security principles, such as message encryption, message
signature, or other corporate guidelines.

CR-3 Separation of Administration: The proposed organizational framework does not specify
a relationship between policy objects and principals and their related role and positions.
Nevertheless, an extension of the organizational control framework to support the associ-
ation between policy objects and principals (i.e. different administrators) seams feasible.

CR-4 Support for Compliance Rules: To support compliance regulations the evidence and obli-
gation entities could be used to specify audit regulations that can be reviewed by speci-
fying dedicated review actions. This is not the original intention of the proposed entities,
because they should be used to specify delegation and supervision paradigms. An exten-
sion of the framework is feasible.

CR-5 Support for Static Constraints: The organizational framework is designed to express and
support static and dynamic constraints, such as separation of duty, exclusive roles, and
role hierarchies. This requirement is directly supported and can be expressed by using the
proposed Alloy signatures.

CR-6 Monitoring Administrative Operations: Due to the fact that the organizational control
framework does not provide a policy administration interface there is currently no possi-
bility to monitor and record any modification of the security model and the defined policy
objects. Therefore, it is necessary to develop a monitored policy editor from scratch.

CR-7 Enforce Administrative Access Rights: The organizational framework does not differen-
tiate between administrative and non-administrative authorizations. Therefore, it is pos-
sible to express policy objects for administrative tasks, but without an applicable policy
administration tool these constraints cannot be enforced.

CR-8 Distributed Components / Secure Communication: Primarily, this framework represents
conceptual work. It is not specified how components such as the model checker, the pol-
icy repository, user, and role information is realized and located. In addition, there is no
information about how communication should be realized with respect to integrity, non-
repudiation, or confidentiality. Due to its centralized natures this access control frame-
work does not provide any information about message exchange and secure conversation.

CR-9 Support Context Information: The organizational control framework’s underlying model
does support contextual constraint in the form of facts, e.g. preconditions that have to
be fulfilled. The framework provides functions to evaluate contextual information, such
as historic state changes that are evaluated at run-time. Therefore, it is feasible to any
kind of contextual information as facts in the same way as operational or history-based
preconditions that are evaluated before authorization is granted, even if it is originally not
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intended by the author of the organizational control framework. The Figure 15 shows the
definition of facts in Alloy.

JRiasiit s rn Ty L SR ER i B /i
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7 — . i ey s g, I
o e g Consiraints ol EroUpS————-————————————————————— Iy

//Initial and state-based specification of a group membership constraint
fact {all g: Group | g !in g.member of}
fact {all s: State | all g: Group | g !'in g.(s.s_member_of)}

Figure 15: Defining Contextual Facts

CR-10 Execute Consistency and Property Checks: This requirement is directly supported by
the control framework. The control model and signatures defined in Alloy can be evalu-
ated by an appropriate model checker.

CR-11 Policy Management / Use Cases: The proposed model directly supports the specifica-
tion of roles, permissions, and conditions. While working directly within the Alloy model
and performing administrative activities in Alloy most of the administrative tasks can be
done by specifying Alloy constraints. The Figure 16 depicts the assignment of a principal

to a role.
I= == == ==== ==== ==== ==/
S e Functiong—-——————cm— e e e '
I= = ====== =========== ==== ==== =/
M Principal\Role Assignment-—-———-————————————— I/
fun assign prin_role (disj s, s' : State, prin : Principal, r : Role) {
(r —> prin) !in s.s_has member &&
8’.s_has_pember = s.s_has_member + (r —> prin) &%
prin_role frame (s’,s)
I
fun rem_prin role (disj s, s’ : State, prim : Principal, r : Role) {

s’.8_has_member = s.s_has_member - (r -> prin) &k
prin_role_frame(s',s)

b

Figure 16: Administrative Use Cases as Alloy expressions

CR-12 Workflows: The organizational control framework is developed with static and dynamic
separation of duty in mind. Dynamic separation of duty requires a defined order of events,
such a described by workflow models. While this framework does not incorporate work-
flow models directly, it is still possible to define sequences of tasks (i.e. authorizations).
Therefore, we consider this requirement as fulfilled.

CR-13 Special Features / Remarks: An advantage of the organizational control framework is
the complete specification of authorizations in Alloy. This allows to apply model check-
ing, consistency analysis, and boolean authorization checks with ease. A drawback is its
pure academic background with limited or insufficient tool support.
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Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration o
CR-2 | Check against Security Principles )
CR-3 | Separation of Administration SIS
CR-4 | Support for Compliance Rules SlS)
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations S}
CR-7 | Enforce Administrative Access Rights S
CR-8 | Distributed Components / Secure Communication S)
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks &)
CR-11 | Policy Management / Use Cases &)
CR-12 | Workflows @
CR-13 | Special Features / Remarks SIS

®: supported, GHES: may be supported with some effort, &: not supported

46




3.11 Graph-Based Formalism for RBAC

Selected References:
e M. Koch, L. V. Mancini, F. Parisi-Presicce: A Graph Based Formalism for RBAC [KMPP02].

e H. Ehrig and G. Engels and H.-J. Kreowski and G. Rozenberg: Handbook of Graph
Grammars and Computing by Graph Transformation, Vol. 2: Applications, Languages
and Tools [EEKR99].

Description:

This model presents a formalization of RBAC using graph transformations that are a graphi-
cal specification technique based on a generalization of classical string grammars to nonlinear
structures. The proposed formalization provides an intuitive description for the manipulation
of graph structures as they occur in information systems access control and a precise specifi-
cation of static and dynamic consistency conditions on graphs and graph transformations (e.g.,
static and dynamic SoD constraints). The formalism captures the RBAC models published in
the literature, and also allows a uniform treatment of user roles and administrative roles, and a
detailed analysis of the decentralization of administrative roles.

Analysis of Properties:

CR-1 Decentralized Administration: The graphical specification technique of the model allows
the detailed specification of various schema for decentralizing administrative roles. As an
example it is possible to specify a model of decentralized administration of roles, similar
to the ARBAC97 model, or to handle the revocation cascade of users membership when
administrative roles are decentralized.

CR-2 Check against Security Principles: By means of AGG (The Attributed Graph Grammar
System) [EEKR99] it is possible to check if an RBAC configuration satisfies certain
RBAC policies. Check against Security Principles is supported by specifying them as
graphical constraints.

CR-3 Separation of Administration: Separation of Administration is supported by specifying
a graph containing the administrative roles (ar) as nodes. Each node representing an
administrative role ar is connected directly by an edge with all the nodes representing the
roles administered by ar. The set of roles reachable by such edges from an administrative
role is the range of the administrative role.

CR-4 Support for Compliance Rules: Specifying and checking of policies is provided. But nei-
ther context constraints nor history-based constraints are available. No monitoring capa-
bilities are provided. These features would have to be added.

CR-5 Support for Static Constraints: Various kinds of authorization constraints can be expressed.
Graphical constraints can be used to express constraints like cardinality, mutual exclusion,
prerequisite roles etc. Specification and checking of static SoD constraints is supported
by defining graphical constraints.

47



CR-6 Monitoring Administrative Operations: Monitoring Administrative Operations is not pro-
vided by the Graph-Based Formalism model.

CR-7 Enforce Administrative Access Rights: There is no implementation for enforcement so
far. Evaluation of constraints takes place at runtime during application of transition rules.
Enforcement of Administrative Access Rights is not provided by the Graph-Based For-
malism model.

CR-8 Distributed Components / Secure Communication: There is no implementation for en-
forcement so far. Distributed Components / Secure Communication, e.g. between an
administration interface and an enforcement component, is not a subject of the Graph-
Based Formalism model.

CR-9 Support Context Information: Various kinds of authorization constraints can be expressed.
Due to the fact that AGG supports a certain kind of dynamic behavior (transformations of
system states) a dynamic analysis could be possible. However, history-based authoriza-
tion and time constraints are currently not supported. The effort, to add this feature by
defining new types of graphic constraints, would have to be checked.

CR-10 Execute Consistency and Property Checks: Consistency properties are specified by graph-
ical constraints. By means of AGG it is possible to check if an RBAC configuration
satisfies certain RBAC policies (such as SoD constraints). In addition, certain policies
conflicts between authorization constraints or between authorization constraints and role
hierarchies could be detected.

CR-11 Policy Management / Use Cases: The basic operations of Policy Management are sup-
ported corresponding to various RBAC models like ARBAC97, the Role Graph Model,
and so on. Basic operations like add user to role, remove user, activate role, deactivate
role, and so on, are supported by using typed graphs. Each graph represents a state of
a system. State changes are specified by graph transformation rules. A rule is formally
given by a graph morphism translating the so called L(eft) graph into the R(ight) graph.
Complete sets of rules for different RBAC models are given by the Graph-Based Formal-
ism model.

CR-12 Workflows: Various kinds of authorization constraints can be expressed. Due to the fact
that AGG supports a certain kind of dynamic behavior (transformations of system states)
a dynamic analysis could be possible. However, workflow constraints are currently not
supported. The effort, to add this feature by defining new types of graphic constraints,
would have to be checked.

CR-13 Special Features / Remarks: The Graph-Based Formalism model presents a formaliza-
tion of RBAC using graph transformations. It covers various RBAC models. General
purpose graph transformation tools like AGG may be used for administration. It should
be possible to translate it in a suitable form readable by ORKA’s validation component
in an easy way. The effort, to add the features to provide workflows and history based
information, would have to be checked.
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Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration &)
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules SlS)
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations S}
CR-7 | Enforce Administrative Access Rights S)
CR-8 | Distributed Components / Secure Communication S)
CR-9 | Support Context Information de
CR-10 | Execute Consistency and Property Checks &)
CR-11 | Policy Management / Use Cases &)
CR-12 | Workflows SIS
CR-13 | Special Features / Remarks &)

®: supported, GHES: may be supported with some effort, &: not supported
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3.12 A Model of OASIS Role-Based Access Control and its Sup-
port for Active Security

Selected References:

e Walt Yao, Ken Moody, and Jean Bacon: A Model of OASIS Role-Based Access Control
and its Support for Active Security [YMBO1].

e D.M. Eyers, J. Bacon, and K. Moody: OASIS role-based access control for electronic
health records [EBMO6].

Description:

OASIS is a role-based access control architecture for achieving secure inter-operation of ser-
vices in an open, distributed environment. Services define roles and implement formally spec-
ified policies for role activation and service use; users must present required credentials, in the
specified context, in order to activate a role or invoke a service. Roles are activated for the du-
ration of a session only. In addition, a role is deactivated immediately if any of the conditions
of the membership rule associated with its activation becomes false (e.g., the context such as
location has changed or a certain prerequisite role has been deactivated). OASIS does not use
role delegation but instead defines the notion of appointment, whereby a user in some role may
issue an appointment certificate to some other user. The role activation and membership con-
ditions of services may include appointment certificates, prerequisite roles and environmental
constraints.

Analysis of Properties:

CR-1 Decentralized Administration: OASIS stands for Open Architecture for Secure Interwork-
ing Services. It is designed to facilitate access control in distributed systems. It embodies
an open, decentralized approach; for example roles are defined by services and services
may interoperate, recognizing one another’s roles, according to service-level agreements.

CR-2 Check against Security Principles: OASIS supports Check against Security Principles by
using constraints and context dependent information. Each role is constrained by role
activation rules and role membership is constraint by event triggered conditions.

CR-3 Separation of Administration: Separation of Administration is supported by constraints,
prerequisite roles, and the principle of appointment. One of the supported constraints
is separation of duties. The principle of appointment allows the definition of the roles
appointer, appointee, and revoker. Appointment implies the granting of privileges as a
function of presenting credentials. For each specific type of appointment some role is
identified to be the appointer. An appointee can obtain privileges by activating some role
but must be known to the system. An appointment can be revoked either by its appointer
only, by anyone in the appointer role, or by rule-based system revocation.

CR-4 Support for Compliance Rules: Support for Compliance Rules is supported by using con-
straints and context dependent information. Currently the (prototype) system does not
focus on providing a convenient interface for auditing. All policy decisions are recorded
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into the log files at each site, but also contains a high volume of other system-related
diagnostic information. Thereby compliant auditing is not explicitly performed.

CR-5 Support for Static Constraints: The focus of OASIS is set on active and context depen-
dent security. Prerequisite roles can be parameterized by context constraints as time,
place, and userID and are session-based. Granting and revocation of permissions can be
done by the system at runtime using an event mechanism. Role activation triggered by the
principle of appointment is associated with some tasks or responsibilities a user is assign
to. A user has to present his/her credentials during role activation rules are proofed. This
principle would have to be modified to realize support for static constraints.

CR-6 Monitoring Administrative Operations: OASIS is focused at a system level on how the
policy system could be engineered and not on how policy administration would occur.
As described below all policy decisions are recorded into the log files at each site, but
also contains a high volume of other system-related diagnostic information. Thereby
monitoring operations to enable administrative interactions is not supported.

CR-7 Enforce Administrative Access Rights: Rules for activating and deactivating roles at run-
time are supported by evaluating context information, i.e. time place or userID. Although
this mechanisms are not explicitly developed to realize enforcement of administrative
access rights it should be possible to use them by defining explicitly administrator roles.

CR-8 Distributed Components / Secure Communication: As described below, OASIS is designed
to facilitate access control in distributed systems. It uses HTTPS to secure connections
and to communicate in a secure manner. Its prototype implementation is built over the
Open Architecture for Secure Interworking Services (OASIS), an established role-based
access control model developed at the Cambridge Computer Laboratory. X.509 certifi-
cates are used to authenticate users and to secure the communication between the com-
ponents of the prototype. The system provides electronic health records according to
the regulations of the United Kingdom National Health Service albeit in an incomplete
manner.

CR-9 Support Context Information: One of the main focus of the OASIS model is the specifi-
cation and evaluation of context information, i.e. by parameterized roles, the principle of
appointment, and role activation and deactivation triggered by (asynchronous) events.

CR-10 Execute Consistency and Property Checks: OASIS uses two formal methods. The first
is based on propositional logic to formalize role activation conditions. The second is
based on first-order predicate calculus which allows the use of variables in expressions.
This should be an adequate basis make it usable by the ORKA validation component.

CR-11 Policy Management / Use Cases: OASIS does not support Policy Management / Use
Cases. As described below OASIS is focused at a system level on how the policy system
could be engineered and not on how policy administration would occur.

CR-12 Workflows: OASIS supports workflows with its appointment model. Role activation
triggered by the principle of appointment is associated with some tasks or responsibilities
a user is assign to. Therefor it should be possible to define tasks and to assign them to
roles. It is also possible to specify separation of duty constraints and to activate roles
depending on conditions. Therefore, the principle of least privilege can be supported.

CR-13 Special Features / Remarks: OASIS is focused on access control in distributed and de-
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centralized systems. Dynamic aspects of role activation and deactivation characterize the
model. It’s qualified to be used in a web-based and client-server oriented environment.
OASIS uses formal methods.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration S
CR-2 | Check against Security Principles S
CR-3 | Separation of Administration &
CR-4 | Support for Compliance Rules SIS
CR-5 | Support for Static Constraints de
CR-6 | Monitoring Administrative Operations )
CR-7 | Enforce Administrative Access Rights &)
CR-8 | Distributed Components / Secure Communication &)
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks SIS
CR-11 | Policy Management / Use Cases S)
CR-12 | Workflows &)
CR-13 | Special Features / Remarks &)

@: supported, GOS: may be supported with some effort, &: not supported
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3.13 Ponder

Selected References:

e Nicodemos C. Damianou: A Policy Framework for Management of Distributed Systems;
Imperial College of Science, Technology and Medicine, University of London, Depart-
ment of Computing; London, February 2002.[Dam02]

e N. Damianou, N. Dulay, E. Lupu, M. Sloman: The Ponder Policy Specification Language;
London, 2001. [DDLSO1a]

e N. Dulay, E. Lupu, M. Sloman, N. Damianou: A Policy Deployment Model for the
Ponder Language; Department of Computing, Imperial College, London; London, May
2001.[DDLSO01b]

e (0. V.): The Ponder Policy Based Management Toolkit; Distributed Software Engineering
Department of Computing, Imperial College, London; London, August 2002.[N.N02]

Model description:

Ponder is a language for specifying policies for management and security of distributed sys-
tems. The Ponder kit comprises a language and a toolkit for policy-based management. Main
intension of Ponder is to support dynamic adaptability of management behaviour by changing
policies without recording or stopping the system.

Ponder integrates thoretical practices of role-based access control (RBAC) as well as role-based
management (RBM) policy specifications.

Four different basic policy types are integrated to manage Ponder:
e Authorisation policies: access of subjects (user, role) to a resource or system
e Obligation policies: event-triggered condition-action rules
e Refrain policies: define which actions a subject is not permitted to invoke

e Delegation policies: permit the subject of an authorisation policy to delegate some or all
of their access rights to a new set of subjects

Furthermore Ponder possesses three composite policy types:
e roles: group basic policies which have the same subject
e relationships: policies between roles
e management structures: composition of relationships and roles
In addition Ponder offers a number of supporting abstractions to define policies:
e domains: hierarchically grouping of managed objects
e cvents: triggering obligation policies

e constraints: controlling the enforcement of policies at runtime
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It is very important to define every single rule in the Ponder system precise and specific. The
feasibility of policy implementation is fundamental for reaching enterprise goals.

Ponder is a declarative, object-oriented language for adapting enterprise rules and management
policies. It is possible to use divers access controls like firewalls, databases or Java. By keeping
the language simple and by focussing on implementatable policies the language can be inte-
grated and used in management frameworks that govern the behaviour of large-scale distributed
systems.

In addition to the language Ponder, a special toolkit is developed. It contains a domain browser,
a compiler framework, a policy editor and a management console tool.

In the meantime the first developing process of Ponder has been terminated. Possibly some parts
of the toolkit are not longer supported. A revised Ponder model (Ponder 2) has been developed.
This model differs from the first model. Ponder 2 has not been taken into account.

Analysis of Properties:

CR-1 Decentralized Administration: Decentralized Administration is supported. The Ponder
concept employs ’domains’ for grouping objects with special characters. For instance
grouping users due to their geographical array. Domains possess certain policies. So each
domain holds references to objects within and to policies that currently apply.

CR-2 Check against Security Principles: Check against Security Principles is supported. For
instance Ponder affords the possibility to use special security management policies to
observe e.g. security violations. Ponder allows inheritances of policy types. When a type
extends another, it inherits all of its elements, adds new and overrides existing elements
with the same name.

CR-3 Separation of Administration: Separation of Administration, in the meaning of the func-
tional seperation, is supported. By means of ’"domains’ users can be classified in respon-
sibility groups. Ponder integrates role-based access control (RBAC). Policies specified in
terms of groups of objects are necessary for transacting separation of administration.

CR-4 Support for Compliance Rules: Support for Compliance Rules is supported. *Obligation’-
and ’Authorisation policies’ (primitiv policies) shall be used in this context. Furthermore
’composite policies’ can simplify complex management policies. Grouping and structur-
ing these policies will help to facilitate the management policies. Ponder supports access
control by providing authorisation, delegation and information filtering policies called
access control policies. Furthermore Ponder develops 'Delegation policies’ associated
with *Authorisation policies’ for specifying delegated access rights. Restrain actions of
subjects are also usable by deploying ’Refrain policies’.

CR-5 Support for Static Constraints: Support for Static Constraints is supported. Ponder uses
a subset of the Object Constraint Language (OCL) to specify constraints. Constraints are
distinguished in:

e subject/target state constraints

e action/event parameters constraints
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e time constraints

The deployment of ’basic’- and ’composite policies’ is necessary. The instrument ’role’
is very important in the field of ’composite policies’. Roles are consisting of semantic
grouping of policies with a common subject. For instance a role ’service engineer’ is
defined with special policies.

CR-6 Monitoring Administrative Operations: Monitoring Administrative Operations is supported.
Administrative operations are not main focus of the Ponder language. With the available
items such as policies and constraints it is possible to manage administrative issues.

CR-7 Enforce Administrative Access Rights: Enforce Administrative Access Rights is supported.
(see CR-6)

CR-8 Distributed Components / Secure Communication: Distribute Components / Secure Com-
munication is supported. Distributed components are one of the main points of Ponder.
Modern requirements of managing large-scale distributed systems are included by imple-
menting certain policies. Ponder provides consistent security across distributed systems
and associated legacy systems.

CR-9 Support Context Information: Support Context Information is supported. In this connec-
tion the item ’relationship’ is very important. In Ponder relationships in the meaning of
actions between different roles can be defined. The policies are grouped in rights and du-
ties of roles towards each other. For instance, a weekly reporting is defined between the
roles of a project manager and a secretary. Furthermore security policies like ’informa-
tion filtering policies’ for transforming interaction parameters, ’delegation policies’ for
granting privileges and ’refrain policies’ for restraining actions are implemented.

CR-10 Execute Consistency and Property Checks: Execute Consistency and Property Checks
are supported. Scope analysis and completeness checks inspect all policies for complete-
ness of required elements.

CR-11 Policy Management / Use Cases: Policy Management / Use Cases are supported, due to
the practical application of Ponder.

CR-12 Workflows: Workflows are supported, due to its practical application. Using "basic’ and
’composite policies’ and in addition constraints and conditions, workflows can be mapped
effective and simple.

CR-13 Special Features / Remarks: Ponder is a very practical model. By means of the defin-
able ’basic’ and composite policies’ and their supporting abstractions ’"domains’, ’events’
and ’constraints’ all core requirements can be covered. The offering of the corresponding
toolkit for simplifying the language implementation and much supporting papers to the
Ponder environment are interesting too.
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Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration &)
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules &)
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations @
CR-7 | Enforce Administrative Access Rights S
CR-8 | Distributed Components / Secure Communication )
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks &)
CR-11 | Policy Management / Use Cases &)
CR-12 | Workflows @
CR-13 | Special Features / Remarks &)

®: supported, GHES: may be supported with some effort, &: not supported
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3.14 Role-Based Constraints Language 2000 (RCL 2000, RSL 99)

Selected References:

e G.-J. Ahn, Ravi Sandhu: Role-based Authorization Constraints Specification[AS00].

Description:

The specification of security requirements and constraints in natural languages has the advan-
tage of ease of comprehension by human beings, but may be prone to ambiguities, and the spec-
ifications do not lend themselves to the analysis of properties of the set of constraints [Ahn99].
Therefore, RCL 2000 was created with the aim to specify role-based security constraints in a
unambitious fashion. RCL 2000 is a substantial generalization of RSL99 [Ahn99] and is de-
fined in context of RBAC96. RCL 2000 is capable of defining various types of separation of
duty constraints. For instance, constraints can be defined based on permissions or roles. Due
to the concept of sessions, RCL2000 is also capable to express dynamic separation of duty
constraints that only apply within a single session. RCL’s formal approach is based on a set of
expression functions that are used to determine the access rights or permission of a single user, a
single role or a set of potential entities of interest. This set of functional expressions is based on
formal rules. Therefore, it is possible to formally verify defined security policies and to validate
if there exists inconsistencies for defined access control policies. Exclusive access rights, such
as exclusive tasks or exclusive roles (e.g. used for various types of SoD constraints) are defined
by the specification of so called conflict sets. RCL is based on a conceptual model and comes
with formalized algorithms to query and validate access rights, even at runtime with respect to
a given session. Best to our knowledge no application, i.e. policy decision point available that
implements RCL2000. In addition, there is no tool available for the specification and validation
of authorization constraints specified with RCL2000.

Analysis of Properties:

CR-1 Decentralized Administration: The RCL2000 language does not state how the RCL2000-
based constraints are stored or administered. Therefore, we consider decentralized admin-
istration as not supported.

CR-2 Check against Security Principles: Because RCL is based on RBAC no contextual infor-
mation used as preconditions can be expressed within RCL2000.

CR-3 Separation of Administration: RCL provides no tool support for the specification of au-
thorization policies. Further, the related entity relationship diagram does not contain spec-
ification of teams or departments. A workaround would be to define different conflicting
administrative roles and associate exclusive permissions with each administrative role.
Nevertheless, this comes with some effort.

CR-4 Support for Compliance Rules: Because RCL is based on RBAC no contextual informa-
tion, such as compliance rules, used as preconditions can be expressed within RCL2000.

CR-5 Support for Static Constraints: Static separation of duty is supported by RCL2000 and
can be expressed by the constraint language.

57



CR-6 Monitoring Administrative Operations: RCL is a theoretical model only. No monitoring
capabilities are provided.

CR-7 Enforce Administrative Access Rights: RCL is a theoretical model only. There exists no
tool support for the specification of authorization constraints with RCL2000. Thus, ad-
ministrative access rights cannot be enforced.

CR-8 Distributed Components / Secure Communication: RCL is a theoretical model only. There
exists no proposal what environments and system landscapes this model might be suitable.

CR-9 Support Context Information: RCL2000 an its defined functional expressions do not ad-
dress the description of context enriched constraints.

CR-10 Execute Consistency and Property Checks: RCL2000 is based on a formal model and
provides algorithms to validate and verify defined authorization policies.

CR-11 Policy Management / Use Cases: RCL2000 is based on RBAC96. Thus, it is possible to
define users, roles, user-role assignments, and role-permission assignments. Nevertheless,
this must be done by hand, because no tool support is available.

CR-12 Workflows: The session concept of RCL2000 could be used to represent and define poli-
cies in the context of a process instance. Nevertheless, there exists no support for work-
flow based entities, such as tasks, or control flow related information.

CR-13 Special Features / Remarks: RCL2000 is a pure role-based access control model. It
strength lies in the formal approach and the resulting validation and verification capa-
bilities. There exists no tool support and unique characteristics that are not covered by
any other model. Therefore, we consider this model as non-suitable within the ORKA
project.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration o
CR-2 | Check against Security Principles o
CR-3 | Separation of Administration SIS
CR-4 | Support for Compliance Rules S
CR-5 | Support for Static Constraints &)
CR-6 | Monitoring Administrative Operations )
CR-7 | Enforce Administrative Access Rights de
CR-8 | Distributed Components / Secure Communication )
CR-9 | Support Context Information )
CR-10 | Execute Consistency and Property Checks S
CR-11 | Policy Management / Use Cases SIS
CR-12 | Workflows o
CR-13 | Special Features / Remarks )

@: supported, @E: may be supported with some effort, ©: not supported
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3.15 Role Control Center RCC

Selected References:
e D. F Ferraiolo, D. R. Kuhn, and R. Chandramouli: Role-Based Access Control [FKCO03].

e D. F. Ferraiolo, G-J. Ahn, R. Chandramouli, and S. I. Gavrila: The Role Control Center:
Features and Case Studies [FACGO3].

Description:

The Role Control Center (RCC) is a tool that enables centralized management of authorizations
for resources distributed throughout an enterprise. For this purpose RCC provides an interface
through its Client to create and maintain an enterprise-level Role-based Access control Model
(ERBAC) on the RCC server and map the authorization data contained in the ERBAC model to
the various target systems through the resident RCC Agent module. The ERBAC model in RCC
provides support for defining arbitrary role structures (generalized role hierarchies) and flexible
separation of duty constraints. RCC supports an ERBAC model that includes features such as
general role hierarchy, static separation of duty constraints, and an advanced permission review
facility (as defined in NIST’s proposed RBAC standard). The present version of RCC contains
agents for Windows N'T and Apache Web Server platforms. Work is underway to develop agents
for more target platforms and to enhance the policy support capabilities of the ERBAC model.

Analysis of Properties:

CR-1 Decentralized Administration: Decentralized Administration is supported by RCC using
a client / server architecture (see also Figure 17).
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Figure 17: Role Control Center (RCC): Conceptual Structure

The RCC clients provide a graphical user interface to create and maintain the so called
Enterprise RBAC model elements and relations (usually called role graph). The clients
also provide the code responsible for displaying the role graph, capturing user actions and
transforming them into calls to the APIs provided by the RCC server. The RCC server
analyzes the commands received from the clients, retrieves the necessary data from a
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central Directory Service and checks the commands’ consistency with the data. The server
updates the RBAC role graph informations and sends them back to the directory. The RCC
server is also responsible for mapping selected subgraphs called views to user accounts
and groups on heterogeneous distributed hosts. RCC uses agent software running on each

host to create/delete groups and user accounts, populate the groups with user accounts,
and set up ACLs.

CR-2 Check against Security Principles: Check against Security Principles is not supported ex-
plicitly. The RCC server analyzes the commands received from the RCC clients provid-
ing the graphical administration interface and checks the commands’ consistency with the
data stored in a central directory. Considered an initial security policy, representing the
enterprise security principles, that is stored in the central directory it should be possible
to detect violations of this principles.

CR-3 Separation of Administration: The RCC tool is particularly developed to support autho-
rization administration tasks at the enterprise and system level. The permissions asso-
ciated with administrative roles pertain to administrative operations like Assign users to
roles, Assign a role to role (to build a hierarchy), or Assign permissions to a role. These
operations are differentiated from resource-level operations like Read, Write etc. All the
operations are carried out using menus in RCC’s administrative interface. It is possible
to define subgraphs for particular hosts whereby it should by possible to define disjoined
administrator domains.

CR-4 Support for Compliance Rules: 1t should be possible to define compliance rules in an ini-
tial security policy and to check administrative operations against them (see CR-2). But
there is no statement about monitoring all administrative operations and to store them in
a secure manner. This means that the RCC administrative model does not support mech-
anisms to perform compliant auditing (see CR-6). Some effort is necessary to realize it in
the ORKA project.

CR-5 Support for Static Constraints: Support for Static Constraints is supported by RCC pro-
viding static separation of duty constraints.

CR-6 Monitoring Administrative Operations: Monitoring Administrative Operations is supported
by RCC providing an advanced permission review facility. But there is no statement about
monitoring all administrative operations and to store them in a secure manner. Some effort
is necessary to realize it in the ORKA project.

CR-7 Enforce Administrative Access Rights: There is no statement about using passwords or
certificates to verify the authorization of administrators after assigning a user to an ad-
ministrator role. Enforce Administrative Access Rights is not supported by the RCC
model.

CR-8 Distributed Components / Secure Communication: Distributed Components / Secure Com-
munication is supported. An RCC client communicates with an RCC server and its agents
using the Secure Sockets Layer (SSL) protocol. Communication between the RCC server
and the Directory Service should also be secured using an analog protocol.

CR-9 Support Context Information: RCC supports the creation and modification of general role
hierarchies and provides the ability to define subgraphs for particular hosts (location). But
it does not support context-sensitive restrictions that depend on information available only
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at runtime. This means that the RCC administrative model does not support evaluation of
context information.

CR-10 Execute Consistency and Property Checks: As described in CR-2 the RCC server ana-
lyzes the commands received from the RCC clients providing the graphical administration
interface and checks the command’s consistency with the data stored in a central directory.
There is no statement about carrying out property checks. Considering the graphic-centric
form of the RCC model it should be possible to transform the role graphs into a logical
form that can be used by ORKA’s validation component.

CR-11 Policy Management / Use Cases: The RCC tool supports Policy Management / Use Cases
by providing the creation and maintenance of the role graph elements (users, roles, per-
missions, and constraints) and relations (user-to-role, role-to-role, and role-to-permission).
The graphic interface provides predefined roles, regular roles like payroll clerk as well
as administrative roles like financial admin. It also provides the mapping of the defined
rules and relations to real resources and operations on system level (see also CR-1).

CR-12 Workflows: To support workflows it should be possible to pose restrictions based on the
state of a workflow and to define a chronological order of workflow tasks. In this sense
RCC does not support workflows.

CR-13 Special Features / Remarks: The RCC model is a relatively simple graphic-centric model.
The RCC server was implemented 2003 as a Windows NT/2000 application in two ver-
sions one written in Visual Basic an the other in Java. It contains agents for Windows
NT and Apache Web Server platforms. The RCC client performs a function similar to a
browser in a web application but is more sophisticated. All operations performed by an
RCC client are carried out by using menus. The graphical administrative interface sup-
ports an advanced permission review facility. Using the core functionality of the model it
should be possible to add the missed functions in the ORKA project.
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Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration &)
CR-2 | Check against Security Principles SIS
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules SlS)
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations SO
CR-7 | Enforce Administrative Access Rights S)
CR-8 | Distributed Components / Secure Communication )
CR-9 | Support Context Information )
CR-10 | Execute Consistency and Property Checks &SlS)
CR-11 | Policy Management / Use Cases &)
CR-12 | Workflows S}
CR-13 | Special Features / Remarks &)

®: supported, GHES: may be supported with some effort, &: not supported
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3.16 Role Graph Model

Selected References:

Mei Ge and Sylvia Osborn: A Design for Parameterized Roles. In Data and Applications
Security XVIII — Status and Prospects, Kluwer, 2004 [GO04].

Lingling Hua and Sylvia Osborn: Modeling UNIX Access Control with Role Graph. Pro-
ceedings of International Conference on Computers and Information, June, 1998 [HO98].

C.M. Ionita and S.L. Osborn: Privilege Administration for the Role Graph Model. Proc.
IFIP WG11.3 Working Conference on Database Security, July 2002 [1I002].

M. Nyanchama and S.L. Osborn: Access Rights Administration in Role-Based Secu-
rity Systems. Database Security VIII: Status and Prospects, Biskup, Morgenstern and
Landwehr, 1994 [NO9Y4].

S. Osborn and Y. Guo: Modeling Users in Role-Based Access Control. Fifth ACM Work-
shop on Role-Based Access Control, Berlin, July 2000 [OGO00].

Matunda Nyanchama and Sylvia Osborn: The Role Graph Model. First ACM Workshop
on Role-Based Access Control, Gaithersburg Maryland, Nov. 1995 [NO95].

S.L. Osborn: Information Flow Analysis of an RBAC System. Proc. ACM SACMAT,
June 2002 [Osb02a].

S. Osborn, Y. Han, and J. Liu: A methodology for managing roles in legacy systems.
In Proceedings of the 8th ACM Symposium on Access control models and technologies
(SACMAT), pages 33—40. ACM, Jun 2003 [OHLO03].

Wang, J. and S.L. Osborn A Role-Based Approach to Access Control for XML Databases.
In Proc. ACM SACMAT, June, 2004 [WOO04].

He Wang, Sylvia L. Osborn: Delegation in the role graph model, SACMAT 2006 [WOO06].

Yunyu Song, Sylvia L. Osborn: Conflict of Interest in the Administrative Role Graph
Model. Secure Data Management 2006 [SO06b].

Matunda Nyanchama and Sylvia Osborn: The role graph model and conflict of interest.
ACM Transaction on Information and System Security, 2(1):3-33 1999 [NO99].

Sylvia L. Osborn: Integrating role graphs: a tool for security integration. Data Knowl.
Eng. 43(3): 317-333 (2002) [Osb02b].

Wang, H. and S. L. Osborn. An Administrative Model for Role Graphs. Proc. IFIP
WG11.3 Working Conference on Database Security, Estes Park, Colorado. 2003 [WOO03]

Description:

The Role Graph Model is a general access control model which allows easier management of
the assignment of permissions to users when there are very large numbers of both. It groups
permissions into roles, so that by assigning a user to a role, one can assign an arbitrary number
of permissions at once. It also encompasses a Group Graph Model which allows users to be put
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into groups, which are simply sets of users. The Role Graph Model has similar capabilities to
RBAC models of Sandhu and others.

The operations available in a role graph are comparable with the standard RBAC operations.
Role graphs have some special properties. For example, they have a single max role and a single
min role, and there are no cycles within the role graph, i.e. the role hierarchy is represented by
a single connected acyclic graph.

The Role Graph Model was proposed in 1995. Since then various extensions have been pub-
lished, e.g. with respect to separation of administration, delegation, and parameterized roles.

The basic Role Graph Model was initially designed to manage permissions of a relational
database system. However, it has been extended to be integrated into legacy systems in general
[OHLO3], UNIX file systems [HO98] or XML databases [WOO04].

Group Graph Role Graph Privileges

Lisa Joe Sue Bob MaxRole

N

Engineers Book keeper —]

(|
ProjLead Accouhting_ \\EI

Base \
B
Engineer Writer Clerk—= O
ProjectBase
¢ MinRole —1—
User-Role Privilege—-Role
Assignments Assignments

Figure 18: The Role Graph Model including a Group Graph

Analysis of Properties:

CR-1 Decentralized Administration: The Role Graph Model introduces a role hierarchy with
special properties, e.g. with respect to a single min role and a single max role connec-
tion for all roles of a role-based security policy. For this reason, the role hierarchy is
always a single connected acyclic graph. The basic Role Graph Model does not provide
geographically separated sub-policies.

However, since the role graph represents the logical view on the security policy, decentral-
ized administration of geographically distributed policy-domains may be realized, partic-
ularly since the Role Graph Model supports different administration domains (see CR-3).
Additionally, in [Osb02b] Osborn shows how to merge two role graphs with overlapping
permissions.

CR-2 Check against Security Principles: The Role Graph Model does not provides measures
for checking the policy agains given security principles. However, it is possible to illus-
trate information flows based on a given policy description in Role Model presentation
[Osb02a].
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CR-3 Separation of Administration: The basic Role Graph Model has been extended by a com-
prehensive adminstration model with support for multiple administrative domains that are
managed by different administrators with varying rights. See [SO06b, WO03, WOO06].
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Figure 19: Administrative Domains in Role Graph Model

There is a comparison of Role Graph Model’s administrative model with other approaches
in [WOO03].

CR-4 Support for Compliance Rules: The Role Graph Model does not provide any means to
monitor administrative operations, which would be an information base to check compli-
ance rules.

CR-5 Support for Static Constraints: The Role Graph Model supports static constraints for spec-
ification of separation of duty properties. General static constraints are not supported.

CR-6 Monitoring Administrative Operations: The Role Graph Model itself does not provide
any means to monitor administrative operations. These features need to be realized out-
of-bounds.

CR-7 Enforce Administrative Access Rights: The Role Graph Model supports privileges of ad-
ministrators for different policy domains. Privileges are modeled within the Role Graph
(see dashed lines in Figure 19). Administrators need to authenticate before managing
security policies.

CR-8 Distributed Components / Secure Communication: The Role Graph Model itself does not
specify any features for secure communication of distributed components. The model
more or less specifies a logical view on local non-distributed security policies. Secure
communication between distributed components need to be realized out-of-bound.
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CR-9 Support Context Information: The Role Graph Model does not support context informa-
tion in general. It provides means to have parameterized roles. For example, if a policy
needs to specify that each subject is allowed to access its own data record, the correspond-
ing role could use the user’s identity as parameter within the role specification. Addition-
ally, there is the possibility to specify conflicting roles that could be used to model static
separation of duty constraints. Dynamic constraints cannot be modeled by the Role Graph
Model itself, but may be added by modifying the definition of a permission tuple into a
permission triple containing the additional constraint.

CR-10 Execute Consistency and Property Checks: Consistency and property checks are not within
the scope of the Role Graph Model. However, it is possible to derive the information flow
channels from a specified role graph policy.

CR-11 Policy Management / Use Cases: The Role Graph Model supports a variety of policy
management functions. Implementation details and algorithms can be found in [NO94,
Osb02b]. There is a graphical user interface for policy managing [OHLO3]. In [NO99],
solutions for modeling conflict of interest scenarios are given.

CR-12 Workflows: The Role Graph Model itself does not provide any workflow features, even
if they may be modeled by using constraints or parameterized roles (see [GO04]).

CR-13 Special Features / Remarks: The Role Graph Model also provides a delegation concept
[WOO06], parameterized roles (as an alternative to private roles for modeling a bunch of
users with similar permissions ) [GO04]

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration SIS
CR-2 | Check against Security Principles o
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules )
CR-5 | Support for Static Constraints SIS
CR-6 | Monitoring Administrative Operations S}
CR-7 | Enforce Administrative Access Rights S
CR-8 | Distributed Components / Secure Communication S)
CR-9 | Support Context Information de
CR-10 | Execute Consistency and Property Checks SlS)
CR-11 | Policy Management / Use Cases D
CR-12 | Workflows S}
CR-13 | Special Features / Remarks &)

®: supported, GHES: may be supported with some effort, &: not supported

66



3.17 Task-role-based access control (T-RBAC)

Selected References:

e Li Zhang, Lili Luo, Liyong Zhang, Tiesuo Geng, Zongge Yue: Task-Role-Based Ac-
cess Control in Application on MIS; School of Electronics and Information Engineering,
University Assets Administration Office, School of Hospital; Dalian University of Tech-
nology; (Asia Pacific Conference on Service Computing), 2006.[ZLZ106]

e Sejong Oh, Seog Park: Task - role-based access control model. Department of Computer
Science, Sogang University, Seoul, South Korea; May 2002.[SO02]

Model description:

T-RBAC is an acronym for task-role-based access control. It is based on traditional access
control models like discretionary access control (DAC), mandatory access control (MAC) and
role-based access control (RBAC). The model of activity-based access control (ARBAC) influ-
ences T-RBAC too.

T-RBAC combines characteristics of enterprise environment with requirements of access con-
trol. The task-role-based access control model is mainly developed for industrial companies
which have task oriented operational processes and workflows.

Main item is the integration of tasks in the core concept of the access control model. A user has
a relationship with permission through role and task.

Q e a—] T:a_skl-?Iﬁ

Figure 20: T-RBAC basic approach

\

Roles and tasks are defined as follows: The concept ’role’ focuses on actor, the concept "task’
focuses on activity. In T-RBAC permissions such as access rights are assigned to tasks. Task is
a unit of business work. Business role or job function can be defined as a set of tasks.

The two major factors, organisation structure and business process, which specify an enterprise
environment, are integrated in the T-RBAC model. Due to the organisation structure tasks are
classified in inheritable and non-inheritable tasks. Tasks belonging to the business process are
classified in active tasks. Other tasks not belonging to the business process are called passive
tasks.

By characteristics of organisation structure and business process four classes of tasks are de-
fined:

e (lass P (Private): access rights are not inherited and they do not belong to the business
process (passive). Tasks can be e.g. analysis, planning, decision making.
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e Class S (Supervision): access rights are inherited but they do not belong to a business
process (passive). In this case tasks can be e.g. review, audit, monitoring, approval,
delegation.

e Class W (Workflow): access rights are not inherited but they belong to a business process
(active). For instance tasks in workflows like ’check product stock’. The tasks in class W
have several attributes such as activation condition, duration, activation cardinality.

e Class A (Approval for activity): access rights are inherited and they belong to the business
process such as workflows. E.g. tasks related with approval in the workflow.

Torkflow orkflow
gchenh nstances

» Activation condition
» Time consiraint
» cardinality

f

Session Task @

Figure 21: T-RBAC model
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Analysis of Properties:

CR-1 Decentralized Administration: Decentralized Administration is supported. RBAC (role
based access control) i.a. is covered by T-RBAC. Thus decentralized administration is a
main issue of T-RBAC.

CR-2 Check against Security Principles: Check against Security Principles is supported by im-
plementing constraints and conditions.

CR-3 Separation of Administration: Separation of Administration, in the meaning of functional
separation, is supported. Delegation can be made on the base of task-based unit (instead
of role-based unit). Task unit has more small scope of access rights than role unit. So
T-RBAC can support more elaborate separation of duty policies.

CR-4 Support for Compliance Rules: Support for Compliance Rules is supported by constraints
and the classified tasks. Active tasks of classes W and A can be defined with special con-
ditions, time constraints and cardinality.

CR-5 Support for Static Constraints: Support for Static Constraints is supported by implement-
ing prerequisite conditions and constraints.

68



CR-6 Monitoring Administrative Operations: Monitoring Administrative Operations is not within
the scope of the T-RBAC model. This core requirement can be seen as an addition to the
T-RBAC model.

CR-7 Enforce Administrative Access Rights: Enforce Administrative Access Rights is not within
the scope of the T-RBAC model. This core requirement can be seen as an addition to the
T-RBAC model.

CR-8 Distributed Components / Secure Communication: Distribute Components / Secure Com-
munication are not within the scope of the T-RBAC model since it is not implementation
model. This core requirement can be seen as an addition to the T-RBAC model.

CR-9 Support Context Information: Support Context Information is supported by constraints
and the classified tasks.

CR-10 Execute Consistency and Property Checks: Execute Consistency and Property Checks
are supported by implementing the defined consistency rules and properties of the classi-
fied tasks of the model.

CR-11 Policy Management / Use Cases: Policy Management / Use Cases are not within the
scope of the T-RBAC model. This core requirement can be seen as an addition to the
T-RBAC model.

CR-12 Workflows: Workflows are featured in the T-RBAC model. Due to the classified tasks
and the delpoyment of classes "W’ (workflow) and A’ (approval for activity), workflows
can be mapped by this model. In class "W’ tasks can be added with attributes like ac-
tivation condition, duration and activation cardinality. Activation condition is a special
precondition that a specific task has o be activated. Attribute duration restricts the acti-
vated task only for a special period. Activation cardinality is the maximum number of
activations of a specific task at the same time.

CR-13 Special Features / Remarks: It is another theoretical model with some approaches to
modern enterprises. Tips for implementation and hints for little supporting tools are ap-
proached indeed. But the adoption of all pratical processes of an enterprise is still missing.
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Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration &)
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules &)
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations SO
CR-7 | Enforce Administrative Access Rights SIS
CR-8 | Distributed Components / Secure Communication SIS}
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks &)
CR-11 | Policy Management / Use Cases SlS)
CR-12 | Workflows @
CR-13 | Special Features / Remarks SIS

®: supported, GHES: may be supported with some effort, &: not supported
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3.18 UCONasc Usage Control

Selected References:

e Jaehong Park, George Mason University and Ravi Sandhu, NSD Security and George Ma-
son University: The UCONagc Usage Control Model; Fairfax VA, 2004. (ACM Trans-
actions on Information and System Security, Vol. 7, No. 1, February 2004, Pages 128-
174).[PS04]

Model description:

UCONaBc is an acronym for Usage CONtrol, the annex stands for Authorizations, oBligations
and Conditions.

UCON is an extension of traditional access control for covering modern requirements like au-
thorizations, obligations, conditions, continuity and mutability. It combines traditional access
controls like mandatory, discretionary and role based access control as well as modern trust
management and digital rights management (DRM). The digital environment requires new and
enhanced security models. Privacy protection e.g. health care information, IPR (intellectual
property rights) or digital copyrights protection are goals of modern access control.

The UCONAaBgc utilizes subject attributes and object attributes in its authorization based deci-
sion process and includes authorizations, obligations and conditions. Authorizations evaluate
subject attributes, object attributes and requested rights together with a set of rules for usage
decision. Obligations are requirements that have to be fulfilled for usage allowance. Conditions
are environmental or system requirements that are independent from individual subjects. The
additional attributes represent properties or capabilities and can be time dependent (before, dur-
ing or after a usage exercise). Furthermore UCON provides server side as well as client side
control architecture.

The UCONaBc model consists of eight components: subjects, subject attributes, objects, object
attributes, rights, authorizations, obligations and conditions.

The UCONAaBc model is based on a classification of three criteria:
e decision factors (authorizations, obligations, conditions)
e continuity of decision (pre or ongoing with respect to the access in question)

e mutability (allows updates on subject or object attributes in different times (before, during
or after))

Correlating this criteria enable the possibility for time dependent actions, checks and changes
of conditions in different ways.
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Figure 22: UCONaBc model components

Analysis of Properties:

CR-1 Decentralized Administration: Decentralized Administration is supported. UCON inte-
grates traditional and modern access control. RBAC (role based access control) i.a. is
covered by UCON. Thus decentralized administration is a main issue of UCON.

CR-2 Check against Security Principles: Check against Security Principles is supported. By
deployment of attributes and conditions it is possible to define fine grained constraints
and preconditions. Attributes can be differenced in immutable and mutable ones. The
properties of mutable attributes can be modified in time by a client. Mutable attributes are
often used at trust management and digital rights management (DRM).

CR-3 Separation of Administration: Separation of Administration, in the meaning of functional
separation, is supported. The UCON item ’Rights’ permits a delegation of rights and
rights for administering access. Rights are privileges that a subject can hold and exercise
on an object.

CR-4 Support for Compliance Rules: Support for Compliance Rules is supported by imple-
menting conditions, obligations and attributes.

CR-5 Support for Static Constraints: Support for Static Constraints is supported by deploy-
ment of obligations, attributes and conditions. Obligations are functional predicates that
verify mandatory requirements a subject has to perform before or during a usage exer-
cise. Conditions are environmental or system oriented decision factors. Attributes are
properties or capabilities.

CR-6 Monitoring Administrative Operations: Monitoring Administrative Operations is not within
the scope of the UCON model. Administration issues are even not inspected. This core
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requirement can be seen as an addition to the UCON model.

CR-7 Enforce Administrative Access Rights: Enforce Administrative Access Rights is not within
the scope of the UCON model. This core requirement can be seen as an addition to the
UCON model.

CR-8 Distributed Components / Secure Communication: Distribute Components / Secure Com-
munication are supported. To cover modern access control models like trust management
and DRM secure communication is a very important item of the UCON model.

CR-9 Support Context Information: Support Context Information is supported by subject and
object attributes. An important item is the time dimension for checking constraints and
conditions. It is possible to check preconditions or constraints during the runtime of an
operation or process.

CR-10 Execute Consistency and Property Checks: Execute Consistency and Property Checks
are supported by implementing the defined consistency rules of the model.

CR-11 Policy Management / Use Cases: Policy Management / Use Cases are not within the
scope of the UCON model. This core requirement can be seen as an addition to the
UCON model.

CR-12 Workflows: Workflows are not within the scope of the UCON model. This core require-
ment can be seen as an addition to the UCON model.

CR-13 Special Features / Remarks: UCONaBc combines traditional access control models with
modern and digital access controls. This revision affords a practicable approach of the
requirements of modern digital environments. Nevertheless it is difficult to adopt this
still theoretical model to all practical processes of a modern enterprise. More practicable
examples and an additional supporting tool are desirable.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration &)
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules D
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations DO
CR-7 | Enforce Administrative Access Rights SIS
CR-8 | Distributed Components / Secure Communication )
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks P
CR-11 | Policy Management / Use Cases SIS
CR-12 | Workflows SIS
CR-13 | Special Features / Remarks DO

@: supported, @S: may be supported with some effort, ©: not supported
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3.19 USE - UML-based Specification Environment and Object Con-
straint Language

Selected References:

e Martin Gogolla et al.: USE: A UML-Based Specification Environment for Validating
UML and OCL [GBROS5].

e Martin Gogolla: Model Development in the UML-based Specification Environment (USE)
[Gog07].

Description:

The tool USE is an UML-based specification environment to assist developers in model-driven
techniques. USE is basically an interpreter for UML and OCL constraints. Such constraints are
either an invariant (i.e. a static constraint) or a pre- or postcondition that can be used to evaluate
contextual information at runtime. The USE application is basically a research and teaching
utility.

USE applies model checking methodologies by exploring properties of models. The USE sys-
tem analyzes the model structure and the model behavior (i.e. operations or pre- and postcondi-
tions). It is possible to formally check constraints against expectations and derive formal model
properties. Figure 23 shows the model definition interface of USE. On the left side the static
states are defined as class definitions. The center shows state changes in terms of sequence
diagrams. In the bottom right corner OCL expressions and their evaluation results are depicted.

The following description is taken from [GBROS5]:

Class diagram: A UML model is given to USE in textual form. The central parts of the ex-
ample model are shown in the class diagram: One class with attributes and operations,
one association with role names and multiplicities, and two enumerations. Structural
restrictions (invariants) which determine the allowed object diagrams and behavioral re-
strictions (pre- and postconditions) which narrow the allowed operation calls are present
in the model browser, but are not shown in the class diagram.

Sequence Diagram: Execution of operations is indicated in the sequence diagram. The opera-
tion sequence including operation parameters is given to USE in a command shell. In the
current operation sequence shown in the screen shot, all pre- and postconditions are sat-
isfied. Failing pre- or postconditions would have been highlighted and could be analyzed
in more detail on the command shell. As an example for a complete operation description
with pre- and postconditions we show the operation marry.

OCL Expression Evaluation: USE makes it possible to query the current system state by eval-
uating OCL expressions in an ad-hoc manner. The example query retrieves the name and
civil status of alive persons. In SQL, this query would be stated as select name, civstat
from Person where alive=true. Thus, SQL-like query formulation and evaluation is pos-
sible in USE. The class extent window and the evaluate OCL expression window are two
ways to inspect the current system state. The developer has the freedom to choose the
most appropriate one.
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Figure 23: Class Diagram, Sequence Diagram and OCL Evaluation [GBROS5]

Analysis of Properties:

CR-1 Decentralized Administration: The available documentation does not provide any infor-
mation about a decentralized model specification. Therefore, we assume a centralized
application with a single central model repository.

CR-2 Check against Security Principles: Based on USE’s pre- and postconditions it is feasible
to describe corporate security principles as additional conditions that have to be fulfilled in
advance or afterwards (i.e. in terms of postconditions) to perform a valid state transition.

CR-3 Separation of Administration: The administration interface should be considered as a re-
search prototype and does not address the specification of administration domains.

CR-4 Support for Compliance Rules: Based on USE’s pre- and postconditions it is feasible to
describe compliance rules as additional conditions that have to be fulfilled in advance
before a state transition may occur.

CR-5 Support for Static Constraints: The definition of pre- and post conditions and valid sys-
tem states can be used to describe static constraints for runtime enforcement. Every model
violation will be detected at runtime and communicated to a logging instance.

CR-6 Monitoring Administrative Operations: USE provides a logging protocol that monitors
model constraint violations. In addition, every state change event is mediated to a mon-
itoring instance. Therefore, if the administration process itself is modeled as a sequence
diagram, it should be possible to monitor administrative operations. Nevertheless, this
seams quite an amount of work.

CR-7 Enforce Administrative Access Rights: The USE application does not provide any access
control mechanisms for the administration of system model.

CR-8 Distributed Components / Secure Communication: The USE application is considered a
research prototype that focuses on the expression of complex models and model sim-
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ulation. Based on a centralized architecture no distributed or secured communication
between components take place.

CR-9 Support Context Information: USE is capable of defining pre- and postconditions. These
can be used to express contextual information that will be queried at runtime or during a
simulation to support dynamic constraints, such as local time or a subject’s location.

CR-10 Execute Consistency and Property Checks: Similar to Alloy, USE helps to find mod-
els with desired properties, such as to query security properties and execute consistency
analysis. This is done by testing formal descriptions by simulated system states and state
changes. The latter can be considered as simulation scenarios comparable to sequence
diagrams. This also allows to identify unwanted properties, such as permission conflicts.

CR-11 Policy Management / Use Cases: While USE’s primary intention is to define system
models, such as set of security policies, it is possible to enrich the system model by the
Action Semantics language of UML to define for instance a permission-role assignment
function. The screen shot of Figure 24 shows information about a system state generated
with the USE tool. Nevertheless, it seems quite complex to define elaborate access control
policies or role descriptions (cf. Figure 25).
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Figure 24: USE Example System State [GBROS5]

procedure Person_marry(self:Person,aSpouse:Person)
begin
[self] .civstat:=[#married]; [aSpouse].civstat:=[#married];
if [self.gender=#female] then
begin Insert(Marriage, [self], [aSpouse]); end
else -- [self.gender=#malel
begin Insert(Marriage, [aSpouse], [self]); end;
end;

Figure 25: USE Example Role Marry [GBROS]
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CR-12 Workflows: USE can be used to simulate so called scenarios that are comparable with
an UML sequence diagram. Typically activity diagrams are the preferred choice to model
workflows with UML, but it seams possible to define at least small workflows within USE
by utilizing sequence diagrams.

CR-13 Special Features / Remarks: The complete USE application framework is still under de-
velopment with a primary field of engagement in the area of universities. In addition, the
whole USE application is considered as a research prototype with no warranty of any kind
and a completely centralized architecture.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration S)
CR-2 | Check against Security Principles S
CR-3 | Separation of Administration )
CR-4 | Support for Compliance Rules P
CR-5 | Support for Static Constraints &)
CR-6 | Monitoring Administrative Operations &)
CR-7 | Enforce Administrative Access Rights o
CR-8 | Distributed Components / Secure Communication o
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks @
CR-11 | Policy Management / Use Cases SIS}
CR-12 | Workflows de
CR-13 | Special Features / Remarks S

@: supported, HO: may be supported with some effort, ©: not supported
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3.20 eXtensible Access Control Markup Language

Selected References:

Sun Mircosystems: Sun’s XACML Implementation Programmer’s Guide [Mic04].

Erik Rissanen and Babak Sadighi Firozabadi: Access-Control Policy Administration in
XACML [RFO05].

Anne Anderson: XACML Profile for Role Based Access Control (RBAC) [And04].
Tim Moses: eXtensible Access Control Markup Language (XACML) Version 2.0 [Mos05].

Description:

XACML is an OASIS standard that describes both a policy language and an access control
decision request/response language (both encoded in XML). The policy language is used to
describe general access control requirements, and has standard extension points for defining
new functions, data types, combining logic, etc. The request/response language lets you form
a query to ask whether or not a given action should be allowed, and interpret the result. The
response always includes an answer about whether the request should be allowed using one of
four values: Permit, Deny, Indeterminate (i.e. an error occurred), or Not Applicable (i.e. the
request cannot be answered).

The model operates by the following steps (taken from [Mos05]):

1.

e

v 2o

10.

1.
12.

Policy administration points (PAP) write policies and policy sets and make them available
to the PDP. These policies or policy sets represent the complete policy for a specified
target.

The access requester sends a request for access to the PEP.

. The PEP sends the request for access to the context handler in its native request format,

optionally including attributes of the subjects, resource, action and environment.
The context handler constructs an XACML request context and sends it to the PDP.

The PDP requests any additional subject, resource, action and environment attributes from
the context handler.

The context handler requests the attributes from a policy information point (PIP).
The PIP obtains the requested attributes.

The PIP returns the requested attributes to the context handler.

Optionally, the context handler includes the resource in the context.

The context handler sends the requested attributes and (optionally) the resource to the
PDP.

The PDP evaluates the policy.

The PDP returns the response context (including the authorization decision) to the context
handler.
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13. The context handler translates the response context to the native response format of the
PEP. The context handler returns the response to the PEP.

14. The PEP fulfills the obligations.

15. If access is permitted, then the PEP permits access to the resource; otherwise, it denies
access.
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Figure 26: XACML Data Flow Diagram [Mos05]

Analysis of Properties:

CR-1 Decentralized Administration: XACML supports distributed policy administration. This
means that a composite policy may refer to policies kept in arbitrary locations. The result
is that rather than having to manage a single monolithic policy, different people or groups
can manage separate sub-policies as appropriate, and XACML knows how to correctly
combine the results from these different policies into one decision.

CR-2 Check against Security Principles: XACML policies are based on the comparison of sub-
ject attributes and policy attributes for accessing resources. Corporate security policies,
such as signing every exchanged message, can not be expressed with XACML because
policies are bound to concrete actions and can not be used to express general security
statements.

CR-3 Separation of Administration: Due to its network tailored specification, XACML sup-
ports distributed policy repositories. Thus, it is possible to define dedicated policy repos-
itories, each containing policies belonging to a specific domain.

CR-4 Support for Compliance Rules: XACML is designed as an XML-based specification lan-
guage for expressing and enforcing access control policies. There exists no mechanism
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to integrate compliance rules, but it seams feasible to extend an existing XACML imple-
mentation to access business compliance rules such as JRules.

CR-5 Support for Static Constraints: XACML is a general purpose policy system, designed to
support the needs of most authorization systems. Therefore, it directly supports static
security constraints as well as dynamic constraints based on contextual or situational en-
vironment information.

CR-6 Monitoring Administrative Operations: The XACML specification does not contain rec-
ommendations about monitoring administrative or user operations. This is part of a policy
enforcement point or a policy decision point. In addition, as stated for Core Requirement
4, it is not possible to express compliance rules, such as access request auditing within
XACML policies.

CR-7 Enforce Administrative Access Rights: In [RF0O5] an extension for XACML is proposed
that allows to specify security policies for administrative tasks. Meaning, it is possible
to express restrictions in terms of delegations. Adding delegation to XACML involves
defining policies that can express administrative rights, and a new processing model that
can verify that delegations have been performed in an authorized manner.

CR-8 Distributed Components / Secure Communication: XACML itself only provides a spec-
ification language to express access control policies. To enable the distribution of poli-
cies and the secure message exchange additional standards have to integrated on top of
XACML, such as SAML for attribute exchange and WS-Security for message security.

CR-9 Support Context Information: XACML defines attributes to evaluate contextual informa-
tion. Attributes are named values of known types that may include an issuer identifier or
an issue date and time. Specifically, attributes are characteristics of the subject, resource,
action, or environment in which the access request is made. For example, A user’s name,
their group membership, a file they want to access, and the time of day are all attribute val-
ues. When a request is sent attribute values of the request are compared with the attribute
values defined in a policy to make the access decisions [Mic04].

CR-10 Execute Consistency and Property Checks: XACML supports schema validation when
a request is handled. While some structural errors will be caught by the parsing rou-
tines, there is no semantic evaluation defined in the XACML specification. Nevertheless,
XACML defines so called attribute selectors that perform XQueries. Therefore, the nec-
essary functionality is already provided by Sun’s XACML implementation a validation
and consistency analyzer must be implemented.

CR-11 Policy Management / Use Cases: Based on the proposed XACML extension for role-
based access control [And04]. It is possible to define policies and roles. In addition,
policies can be assigned to one or more roles and users. XACML policies only reference
subjects. Subjects must be maintained in an external organizational repository, such as an
LDAP directory. Further, there exists no validation against an organizational repository if
a specified subject does exists in the repository or not.

CR-12 Workflows: Control-flow analysis is not part of the XACML specification. While it is
possible to define policies for dedicated actions that can be considered as tasks, strict least
privilege has to be expressed explicitly within a policy (e.g. Task 2 may only be accessed
after Taskl was accessed and completed). A direct integration of workflow models, for
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instance as XPDL is not part of the XACML specification. Therefore, every change in the
related workflow model could result in inconsistent or invalid XACML policies.

CR-13 Special Features / Remarks: The logic within a policy uses an extensible system of data
types and functions to promote interoperability. All attributes used in XACML are of a
well-known type, and all functions have well known signatures that use these same data

types.

Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration &)
CR-2 | Check against Security Principles o
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules SlS)
CR-5 | Support for Static Constraints D
CR-6 | Monitoring Administrative Operations S}
CR-7 | Enforce Administrative Access Rights S
CR-8 | Distributed Components / Secure Communication SIS}
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks SlS)
CR-11 | Policy Management / Use Cases Sle)
CR-12 | Workflows SIS
CR-13 | Special Features / Remarks SIS

®: supported, GHES: may be supported with some effort, &: not supported
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3.21 Temporal role-based access control model (TRBAC, GTRBAC,
X-GTRBAC)

Selected References:

e Elisa Bertino, Piero Andrea Bonatti, Elena Ferrari: TRBAC: A Temporal Role-based
Access Control Model; University of Milano.[BBFOOb]

e Elisa Bertino, Piero Andrea Bonatti, Elena Ferrari: A Temporal Role-Based Access Con-
trol Model; University of Milano, University of Como, August 2001.[BBF00a]

e Rafae Bhatti, Arif Ghaffor, Elisa Bertino, James B.D. Joshi: X-GTRBAC: An XML-
Based Policy Specification Framework and Architecture for Enterprise-Wide Access Con-
trol; University of Pittsburgh, Purdue University, West Lafayette, 2005.[BGBJ05]

e Rafae Bhatti, James B.D. Joshi, Elisa Bertino, Arif Ghafoor: X-GTRBAC Admin: A
Decentralized Administration Model for Enterprise Wide Access Control; University of
Pittsburgh, Purdue University, West Lafayette, 2004.[BSB*05]

e James B.D. Joshi, Elisa Bertino, Usman Latif, Arif Ghafoor: A Generalized Temporal
Role-Based Access Control Model; University of Pittsburgh, Purdue University, West
Lafayette, 18. November 2004.[JBLGO0S5]

e James B. D. Joshi, Elisa Bertino, Basit Shafiq, Arif Ghafoor: Dependencies and Separa-
tion of Duty Constraints in GTRBAC; Purdue University, West Lafayette, University of
Milano, 2003.[JBSGO3]

e James B D Joshi and Elisa Bertino: Fine-grained Role-based Delegation in Presence of
the Hybrid Role Hierarchy; University of Pittsburgh, Purdue University, West Lafayette,
2006.[JB06]

Model description:

Modern information sciences try to couple theoretical access control models with requirements
of dynamic modern enterprises. A wide range of security policies, e.g. discretionary and manda-
tory policies as well as user-defined or organizational specific policies and workflow-based sys-
tems shall be covered by Temporal Role-Based Access Control (TRBAC).

The TRBAC-model-group (with GTRBAC and X-GTRBAC) starts the examination to combine
the theoretical requirements with dynamical ones. TRBAC is an extension of RBAC (role-
based access control). It supports periodic activations and deactivations of roles and temporal
dependencies among such actions expressed by means of role triggers. To express temporal
constraints the model uses active rules, trigger priority, deferred actions and run-time requests.
The system is composed by six main modules:

trigger support

periodic event handler

run-time request handler

deferred action handler
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e action handler
e safeness checker

In addition to the pure TRBAC model enhanced models like ’Generalized Temporal Role-Based
Access Control Model” (GTRBAC) and X-GTRBAC for XML-based systems are developed.
Furthermore the issue *Administration’ is analysed in the model of X-GTRBAC Admin.

GTRBAC provides duration and periodicity constraints as well as other forms of specialized
activation constraints. Key aspect is the distinction between notions of role enabling and role
activation. Thus a role can possess the states ’disabled’, ’enabled’ and "active’. GTRBAC offers
a wide range of temporal constraints like duration constraints on roles, on user-role assignment
and on role-permission assignment. Furthermore GTRBAC includes cardinality constraints,
maximum active duration constraints and allows expressing role hiercharchies and separation
of duty. The model offers the following types of constraints:

e temporal constraints

role enabling

user-role assignment

role-permission assignment

role activation
e run-time events
e triggers

X-GTRBAC is a combination of the temporal framework of GTRBAC and an attribute based
constraint specification. A XML-based specification language is developed to cover the func-
tional requirements like RBAC and to provide a syntactic and semantic construct to enforce
temporal constraints of GTRBAC. The required policies are also covered by this model.

X-GTRBAC Admin possesses in addition the administration component. It allows decentraliza-
tion of policy administration, specifying the domain of authority of the system administrators
and provides mechanism to distribute the administrative authority over multiple domains within
enterprises.

Analysis of Properties:

CR-1 Decentralized Administration: Decentralized Administration is supported by the model
of X-GTRBAC Admin. Distributed locations are covered by a XML-interface which
permits a spreading of administration and authorisation.

CR-2 Check against Security Principles: Check against Security Principles is supported by the
implemented different constraints like periodicity and duration constraints on role en-
abling and role activation. With X-GTRBAC the possibility for policy definition and
administration is possessed.
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CR-3 Separation of Administration: Separation of Administration, in the meaning of functional
separation, is supported by the model of X-GTRBAC Admin. Decentralization and del-
egation are main items of this model. With respect to modern dynamic enterprise struc-
tures, separate administration must be possible. X-GTRBAC Admin encourages decen-
tralization of administration tasks and separation of duty.

CR-4 Support for Compliance Rules: Support for Compliance Rules is supported by duration
and periodicity constraints. The combination of RBAC with dynamic and temporal con-
straints allows an adaption of enterprise rules and conditions.

CR-5 Support for Static Constraints: Support for Static Constraints is supported. GTRBAC
offers some different constraints. A set of dynamic constraints are also offered by the
model. Thus time dependend actions and operations can also be handeled via GTRBAC.

CR-6 Monitoring Administrative Operations: Monitoring Administrative Operations are sup-
ported. Administrative aspects are discussed in X-GTRBAC Admin. All proposals are
approved via a mathematical model.

CR-7 Enforce Administrative Access Rights: Enforce Administrative Access Rights is supported
by X-GTRBAC Admin.

CR-8 Distributed Components / Secure Communication: Distribute Components / Secure Com-
munication is supported and a main item in GTRBAC. Modern companies operate with
distributed locations and components. GTRBAC possesses a proposal concerning these
requirements.

CR-9 Support Context Information: Support Context Information is supported by the applica-
tion of constraints with their contextual information. Important time parameters for dy-
namic processes are also implemented by GTRBAC.

CR-10 Execute Consistency and Property Checks: Execute Consistency and Property Checks
are supported by the verifications of the model. The TRBAC authors make a lot of ap-
provals for checking and verifying their model. and properties of the classified tasks of
the model.

CR-11 Policy Management / Use Cases: Policy Management/ Use Cases are supported by (X)-
GTRBAC. Policies can be defined and administrated by a XML based interface.

CR-12 Workflows: Workflows are featured in the GTRBAC model. By X-GTRBAC it is possi-
ble to manage these defined workflows via a XML-interface.

CR-13 Special Features / Remarks: TRBAC with its extensions GTRBAC and X-GTRBAC is
a very interesting model. It contains all theoretical and mathematical ideas and verifi-
cations of RBAC as well as requirements of modern dynamic enterprises. The model
is implemented as a Java application. Thus it is usable in known development environ-
ments. Possibly it would be complicated to adapt the theoretical model with its much
difficult verifications to the practical ORKA-requirements.
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Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration &)
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules &)
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations @
CR-7 | Enforce Administrative Access Rights S
CR-8 | Distributed Components / Secure Communication )
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks &)
CR-11 | Policy Management / Use Cases &)
CR-12 | Workflows @
CR-13 | Special Features / Remarks &)

®: supported, GHES: may be supported with some effort, &: not supported
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3.22 Integrated Approach to Engineer and Enforce Context Con-
straints in RBAC Environments (xoRBAC)

Selected References:

e Gustaf Neumann and Mark Strembeck: Design and Implementation of a Flexible RBAC-
Service in an Object-Oriented Scripting Language [NSO1].

e Gustaf Neumann and Mark Strembeck: An Integrated Approach to Engineer and Enforce
Context Constraints in RBAC Environments. [NS04].

e Gustaf Neumann and Mark Strembeck: A Scenario-driven Role Engineering Process for
Functional RBAC Roles. [NS02].

e Mark Strembeck: http://wi.wu-wien.ac.at/home/mark/xoRBAC/index.html. [Str].

Description:

The xoRBAC component is a software module providing a flexible access control decision
service based on RBAC. It goes together with arbitrary applications on Windows and Unix plat-
forms accessing xoORBAC through a C or TCL interface. In particular, there has been research
on deploying xoRBAC in an HTTP environment for a web-based mobile code system with
promising results for this field of application. The xoRBAC architecture is illustrated in Figure
27.

While xoRBAC is able to deal with static separation of duty and cardinality constraints for
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Figure 27: xoRBAC: Conceptual Structure

roles and permissions, one of its major features is the support of context constraints making
xoRBAC highly flexible and dynamically extensible. By using context constraints, access con-
trol decisions can be based on conditions about arbitrary contextual input (including time) from
both software and hardware sensors. Furthermore, it is possible to add context constraints and
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even sensors during the runtime.

The policy is stored by the serialization of the runtime objects of xoORBAC using RDF data
models in XML syntax. Thus, by not having a dedicated policy language, policy validation by
external tools becomes difficult. There is a graphical administration tool, however, which makes
it more feasible to read and write the running policy.

Analysis of Properties:

CR-1 Decentralized Administration: The xoRBAC software module is a box containing the
policy manager and in particular a policy decision point with an integrated policy repos-
itory. Even though xoRBAC provides an API and can be integrated into an HTTP envi-
ronment, the administration component can not get separated from its policy repository.
Only a cascaded communication between several xoRBAC instances is possible but no
composition of locally defined policies. Consistency checks of separately administrated
policies should be added to realize this core requirement. Permission-role reviews are
supported, especially in distributed systems.

CR-2 Check against Security Principles: Check against Security Principles is supported by us-
ing constraints and context information. Context constraints can be added and evaluated
even at runtime.

CR-3 Separation of Administration: Separation of Administration is supported by defining static
separation of duty constraints and maximum and minimum cardinalities for both roles and
permissions. These features can be used to differentiate between user and administrator
rights and to limit the permissions of a certain administrator.

CR-4 Support for Compliance Rules: Support for Compliance Rules is supported by using con-
straints and context information to restrict administrator and user rights. Further more
xoRBAC is associated with a meta data service that captures logging and auditing infor-
mation. Thereby compliant auditing is performed.

CR-5 Support for Static Constraints: xoRBAC is able to deal with static separation of duty and
cardinality constraints for roles and permissions. Its Role Hierarchy Management uses
the static constraint management component to prevent the creation of role hierarchies
that are disallowed by the SSD constraints or cardinalities within the system.

CR-6 Monitoring Administrative Operations: xoRBAC is associated with a meta data service
that captures logging and auditing information. It is not brought up whether this service
is performed in a secure manner.

CR-7 Enforce Administrative Access Rights: xoRBAC deals with work files where all tasks a
certain type of user can perform are described. This is done in accordance with the con-
straint catalog and is used for a semi-automatic creation of a preliminary role-hierarchy.
Further more xoRBAC is associated with a authentication service. Thereby it should be
possible to check and restrict any access operation after the initial concrete RBAC model
has been designed.

CR-8 Distributed Components / Secure Communication: According to the authentication ser-
vice an encryption service should be added as a associated service to the xoRBAC soft-
ware module.
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CR-9 Support Context Information: One of the major features of XoRBAC is the support of
context constraints. By using context constraints, access control decisions can be based
on conditions about arbitrary contextual input (including time) from both software and
hardware sensors. Furthermore, it is possible to add context constraints and even sensors
during the runtime.

CR-10 Execute Consistency and Property Checks: xoRBAC provides extensive review functions
by means of its graphical administration tool but does not provide consistency and prop-
erty checks. The policy is stored using RDF data models in XML syntax but no dedicated
policy language is used.

CR-11 Policy Management / Use Cases: xoRBAC can be administered by using either its ap-
plication programming interface (API) or a tailored graphical tool that supports the com-
plete set of functions offered by xoRBAC. Its main features are

e Many-to-many user-role and permission-role assignment (and revocation).
e Arbitrary (DAG) role-hierarchies (permission-inheritance).
e Definition of conditional permissions via context constraints.

e Static separation of duties constraints for both roles and permissions (SSD constraint-
inheritance via the role-hierarchy).

e Maximum and minimum cardinalities for both roles and permissions.

e Extensive review functions (introspection), e.g. subject-role review, permission-role
review, subject-permission review.

e Serialization (import and export) of xoORBAC policies as RDF metadata in XML
Syntax.

CR-12 Workflows: 1t should be possible to define workflows by means of the scenario-driven
role engineering process for functional RBAC roles. This method is a serialization of
the runtime objects of XoRBAC using RDF data models in XML syntax. It describes
all tasks a certain type of user can perform in accordance with the catalog of all defined
constraints. The description is based on a business process model where each action and
event is associated with a particular access operation.

CR-13 Special Features / Remarks: The characteristic features of xoRBAC are the handling of
context information and the scenario driven engineering approach. Both are already de-
scribed below.
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Evaluation of Core Requirements:

CR Description of CR Valuation
CR-1 | Decentralized Administration SIS
CR-2 | Check against Security Principles &)
CR-3 | Separation of Administration &)
CR-4 | Support for Compliance Rules &)
CR-5 | Support for Static Constraints S
CR-6 | Monitoring Administrative Operations @
CR-7 | Enforce Administrative Access Rights S
CR-8 | Distributed Components / Secure Communication SIS}
CR-9 | Support Context Information &)
CR-10 | Execute Consistency and Property Checks S
CR-11 | Policy Management / Use Cases &)
CR-12 | Workflows @
CR-13 | Special Features / Remarks SIS

®: supported, GHES: may be supported with some effort, &: not supported
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4 Recommended Models

In this section we will give an overview of the analyzed models and their advantages for use
within the ORKA project.

e Adage
— focused on the creators of authorization policies for distributed enterprises:
* a graphical user interface (GUI) for policy definition and management exists

* a textual Authorization Language (AL) for expressing policies exists for power
users

— provides a modular architecture that allows to integrate external security services
like SSL

e ARBAC97/99/02

— important fundamental ideas and verifications about roles based access control and
its administration

e C-TMAC
— special analysis about the distinction of constraints (e.g. separation of duty)
— integration of context informations and modelling

e Conditional Delegation in Secure Workflows

— The model is interesting concerning the construction of algorithms for automated
consistency checking of constraints in workflows but not in relation to a convenient
administration model.

e CoSAWoOE
— implementation of a policy decision point
e Graph-Based Formalism for RBAC

— theoretical framework, general purpose graph transformation tools like AGG may
be used for administration

— easy to translate it in a suitable form readable by ORKA'’s validation component
e A Model of OASIS Role-Based Access Control and its Support for Active Security
— focused on access control in distributed and decentralized systems
— dynamic aspects of role activation and deactivation characterize the model
— formal methods are used
e Ponder
— intensive examination of policies and their executions (solved by an own language)

— toolkit available
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Role Control Center RCC

relatively simple graphic-centered model

particularly developed to support authorization administration tasks

decentralized administration supported

implementation and tools available (suitable for web-based applications)

it should be possible to transform the role graphs into a logical form for validation

Role Graph Model

development of the model continues constant

important administration model

concept of delegation

implementation and tools available

parts of a language in XML

algorithms to combine several role graphs (for combination of several policies)
USE + UML/OCL
— MDA-tools available
— validation tools available
X-GTRBAC
— practicable RBAC upgrade (e.g. workflows integrated)
— administration considered
— XML interface
xoRBAC

support of context constraints as a main feature

based on RBAC, administration considered

workflows considered

developed for an HTTP environment for a web-based mobile code system

XACML

This model provides some interesting aspects with respect to the underlying concepts.
The combination of different policies from different locations identified by unique re-
source identifiers to form a complex policy builds the fundament to satisfy the core re-
quirement CR-1 Decentralized Administration. The modular approach of XACML poli-
cies as well as the available extension profiles enrich the underlying concepts of XACML
to support the core requirement CR7-Enforce Administrative Access Rights (e.g. XACML
delegation profile) and CR-8 Distributed Components (e.g. XACML-to-SAML mapping).
XACML’s condition element enables the specification of history-based expressions in
workflow environments, satifying core requirement CR-12 Workflows. It’s ability to be
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extended by additional profiles and the fact that XACML is an accepted industrial stan-
dard (There exists implementations for BEA WebLogic, Securent, JBoss, and IBM Web-
Sphere) gives XACML a plus regarding the special features addressed by core require-
ment 13.

The major drawback of XACML from an administrative perspective is the lack of sup-
porting administrative tools. While enforcement and decision engines are already in place
for XACML, elaborated administration and specification tools are currently not at hand
and must be build from scratch within the ORKA project.

Features of these models will be considered in our concept and design of an ORKA administra-
tion security model.

5 Conclusion

The discussion in work package 5.1 about requirements for the ORKA project led to a compi-
lation of requirement, split into mandatory and optional requirements. In work package 5.2 we
extracted 13 core requirements which we consider essential for the ORKA project. These core
requirements have been used to analyze and evaluate different security administration models.
Our intention was to identify one or more of these models as a foundation for the architecture
of the ORKA administration model.

The analyzed administration models follow very different approaches. Some are scientific, the-
oretical concepts with mathematical validation and only few approaches for support of existing
dynamically enterprise processes. On the other hand there are pragmatical approaches adapting
theoretical concepts to modern enterprise requirements. Some models provide special languages
and toolkits, thus an adaption of the model to application implementation seems to be possible.
As an example, workflows as an appropriate business process tool have been considered in some
models.

We analyzed the security administration models with respect to these thirteen core requirements
and developed a standardized catalog of evaluation criteria. For each requirement, we checked
if and to which extent it is supported by the model:

e @: the requirement is supported by the model
e ©: the requirement is not supported by the model

e H6: the requirement is not supported currently but may easily be implemented within the
ORKA project

After analyzing and evaluating the models we decided to use some aspects of different models
and recommend them for the following processes of the ORKA project. Some models are
based on interesting ideas and concepts which can be useful to design the ORKA demonstrator.
Documentation about the most beneficial and expedient aspects has been collected in section 4
of this work package.

Within this subject area the models Role Graph Model and X-GTRBAC shall be considered in
particular. They offer important aspects for administration of policy management systems. Role
Graph Model provides an important concept of delegation, a rudimental language in XML,

92



various practicable tools and an implementation of validation. X-GTRBAC particularly provides
an useful concept of administration which can support the design of the ORKA administration
model. Furthermore it offers an XML interface and important features to implement static and
dynamic constraints.

Based of these considerations the ORKA model for the administration of policy management
systems will be designed and implemented in work package 5.3. Furthermore we ask for consid-
eration of our analyzing output within the development of the policy language (ORKA subject
area SPEC).
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