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ABSTRACT

Access Control decisions are based on the authorisation poli-
cies defined for a system as well as observed context and be-
haviour when evaluating these constraints at runtime. Work-
flow management systems have been recognised as a primary
source for defining authorisation policies at workflow design-
time, as well as generating context at runtime.

This paper analyses recent work in the workflow commu-
nity regarding established control-flow patterns. We claim
that there is an intrinsic relationship between these patterns
and a set of task-based entailment constraints - such as Sep-
aration of Duty - that have been recently identified by the
access control community. These constraints are based on a
pre-determined partial order on sequence and parallel execu-
tion patterns. When, however, such an order does not exist,
because of more complex control-flow patterns, ambiguous
constraint evaluation situations will arise at workflow run-
time.

Accordingly, this paper reviews basic workflow patterns
and identifies relationships between these and task-based
entailment constraints. In addition, an analysis of possible
runtime ambiguities that may arise from these relationships
is presented. Our approach is based on recently developed
techniques for visual constraint representation at a workflow
design-time.

Categories and Subject Descriptors

D.4.6 [Operating Systems]: Security and Protection—
access control

General Terms
Security
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1. INTRODUCTION

A workflow separates various activities of organisational
processes into a set of well-defined tasks [1]. Tasks in such
a workflow are usually carried out by several users in accor-
dance with their organisational roles relevant to the process
represented by the workflow.

Controlling work allocation and execution in a workflow
is a recognised fundamental principle of user interaction in
computer security. Organisational goals must be comple-
mented by control goals such as realised through authorisa-
tion constraints [2]. One of the earliest authorisation con-
straints for user work allocation control is the four-eyes prin-
ciple first to appear in Saltzer and Schroeder [3]. Later the
term separation of duty was introduced in [4] as a principle
for preserving integrity and a mechanism for error control
and fraud prevention.

These concepts are applied to a workflow by limiting a
user’s work allocation statically at the point of the workflow
definition and dynamically at workflow runtime [5]. In the
former, a user’s work allocation is limited by assigning a
role with a fixed set of tasks. In the latter, a user’s work
allocation is constrained depending on the tasks the user
recently performed. In [6], a taxonomy for different kinds
of static and dynamic separation of duty is given based on
the conflicting tasks paradigm, that implies that the risk of
fraud increases if the associations within a set of conflicting
tasks T, are not carefully controlled and monitored.

Such specification of authorisation constraints is formally
defined in [7] for workflow management systems. The spec-
ification is based on the assumption that: “The workflow
tasks are sequentially executed in order of appearance in
the workflow role specification” [7]. In [8] these concepts are
further refined, by entailment and cardinality constraints
that restrict task authorisation depending on the execution
history of a given workflow instance in a more fine-grained
manner for adjacent tasks.

We investigated if it is possible to enrich the semantics and
syntax of a workflow modelling notation based on these for-
mal definitions. We defined annotation elements that could
be used to visually represent several types of role-based, task
entailment, and task cardinality constraints in a workflow
model at design-time [9].

Workflow modelling covers several perspectives with dif-
ferent concerns. In this context we focus on the control-flow
perspective that deals with aspects of modelling workflow
execution sequences consisting of routing, synchronisation,
and merging. In [10], over 40 control-flow modelling patterns



are presented and their execution semantics are formally de-
scribed. In this paper we focus on the basic control-flow pat-
terns. These patterns are supported by almost all state-of-
the-art workflow modelling notations, and can be executed
at runtime by most of recent workflow execution engines [10,
11]. The basic patterns address the modelling of parallel ex-
ecution branches and the merging of these branches.
Therefore, consider the following workflow description given

in Figure 1 consisting of four human tasks, where task t2 and
task t3 are executed in parallel. We define a workflow W as
a 4-tuple (T, F,cs,ce). Let cs be the start condition of the
workflow. The end condition of the workflow is denoted as
ce. T is a set of tasks. In this example T describes the set
of tasks {t1, t2,t3,¢4}. The control-flow relation F' (i.e., task
sequence, splits, and joins) of all tasks in T is defined by
F C(cs xT)U(T X ce)U(T xT). That means every task in
the workflow (T, F') is on a partially ordered path p = (T}, <)
from cs to ce. If task ¢, < tn+1, then t,11 depends on t,
and must be executed after ¢, in p.

Figure 1: Simple Parallel Execution

1.1 Problem Statement

Existing work on workflow-based authorisation specifica-
tion, especially the definition of task-based entailment con-
straints [8], is based on ordered conflicting tasks [6], im-
plying that the temporal order of task execution is already
known at design-time, i.e. by forced serialised workflow
execution [7] or a partial order ¢, < t,4+1 for conflicting
tasks [8]. Referring to our example this is appropriate for
T. = {(t3,t4)|ts < ta}. Consider, however, the case where
an entailment constraint is defined on T, = {(t2,t3)}. As-
suming that two human tasks can not be performed simul-
taneously, two partial orders are possible at runtime either
to <tz or tz < 2.

Existing specifications deal with this by an enforced se-
rialisation of all parallel branches to derive a single exe-
cution sequence, such as it is common practice in the do-
main of database transactions, that does not violate any au-
thorisation constraints. Nevertheless, sequential workflows
are “unnecessary constraints on the process logic” [12] and
performance is a very important indicator for business an-
alysts. Therefore, workflows that contain a high number of
concurrent execution paths are very common in today’s en-
terprise business scenarios. This is further emphasised by
the large number of control-flow patterns used to describe
several kinds of runtime branching, task cancellation, and
advanced branch synchronisation that result in various ex-
ecution paths with an arbitrary path length depending on
the business logic [10].

The question is, what happens in case of entailment con-
straints being specified on a set of tasks that may result
in execution paths with a varying path length at runtime.
Existing consistency analysis proposals predetermine a ded-
icated path execution that satisfies defined entailment con-
straints [13]. Complex workflows consist of various alterna-

tive paths and complex branching with different path length
observable at runtime. Therefore, we need to question whether
is it possible that for constrained tasks, the execution se-
mantics of control-flow patterns may result in an ambigu-
ous constraint evaluation at runtime or may even lead to a
deadlock-like situation disrupting the overall workflow exe-
cution.

To answer these questions we will present a modified en-
tailment specification during the course of this paper and
provide example constraints in a workflow model, evaluate
dependencies on the execution semantics of basic workflow
patterns, and discuss potential issues that may occur at run-
time.

In essence, the contributions of this paper are as follows:

e it defines an entailment specification consolidating re-
lated authorisation requirements that are common in
the domain of workflow management and presents en-
tailment constraint patterns for workflow modelling.

e it evaluates the execution semantics of basic control-
flow patterns and reveals ambiguities regarding the
partial order of tasks at runtime.

e it outlines dependencies between entailment constraints
and the control-flow of constrained tasks and discusses
potential impact on the runtime constraint evaluation.

e it further fosters the idea of business process experts
and security experts to communicate, define, and dis-
cuss security concerns over a common abstract model.

1.2 Organisation of the Paper

The rest of this paper is structured as follows: We provide
an entailment constraint specification without implying any
temporal order or limitation to exactly two tasks in Section
2. In addition we present modelling examples depicting how
these constraints could be expressed as part of the workflow
model. This is followed by a brief overview of selected basic
control-flow modelling patterns in Section 3 along with an
evaluation of their execution semantics in terms of a graph
depicting all possible execution paths at runtime. This leads
to a follow-up discussion in Section 4 about constrained tasks
and their control-flow semantics in the context of workflow
models and potential side effects. In Section 5 we discuss
related work for security modelling concepts in the domain
of workflow models and existing fine-grained authorisation
specifications. In the last section we outline potential ex-
tensions to our existing concepts with respect to more com-
plex control-flow patterns exclusive data access in terms of
Chinese Wall policies or other aspects, such as compliance
modelling [14] and risk assessment [15].

2. SPECIFICATION OF CONSTRAINTS
IN WORKFLOWS

Fine-grained specification of authorisation constraints has
been investigated for a long time in the literature [2, 6, 7,
8, 16, 17, 18]. Concepts were presented investigating how
authorisation, risk assessment, or compliance artefacts can
be specified as part of a workflow model [9, 14, 15, 19]. They
emphasise the collaboration between the technical security
expert and business process domain expert. Ideally, the task
of defining security aspects is done at the workflow model it-
self. Therefore, both business process and technical security



experts may collaborate on a security augmented workflow.
Each expert is still responsible for his domain specific ac-
tivities, but the communication takes place over a shared
workflow model.

These concepts of authorisation and security modelling in
workflows - as depicted in Figure 2 - are based on two key
observations:

1. Several well defined, standardised, and accessible busi-
ness process modelling notations are available that can
be used by the business process domain expert at an
appealing and abstract level that can be easily com-
municated to various stakeholders.

2. Security experts however, can only specify enforceable
authorisation policies and security metrics (e.g. confi-
dentiality) on a very technical level, instead of directly
in the context of the workflow and business process
expert domain. Valuable domain knowledge of the
business stakeholder, for instance knowledge regard-
ing compliance constraints, is lost or its refinement not
intuitively traceable.
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Figure 2: Combining Security and Workflow Do-
main

2.1 Task-Based Entailment Constraints

In recent work we demonstrated a method that applies
existing research results for task-based entailment specifica-
tion into the domain of workflow modelling [9], and applied
a model-driven approach to generate platform-specific secu-
rity policies based on the modelled constraints [20]. As an
example modelling notation we selected the Business Pro-
cess Modelling Notation (BPMN) [21]. BPMN essentially
provides a graphical notation for business process modelling,
with an emphasis on control-flow.

Task-based entailment constraints are based on the con-
flicting entities paradigm, e.g. tasks in a workflow. In the
domain of workflow management systems, conflicting tasks
imply that the risk of fraud increases if the associations with

those tasks are not carefully controlled and monitored [6].
A set of conflicting tasks of a workflow model is denoted as
Te, accordingly a task t € T, is called a constrained task
[8]. In order to specify task-based constraints as part of the
workflow model we extend the definition of a workflow W:

W = (T,F,cs,ce,Te,C,U(Ts))

T. C T set of conflicting tasks

C = set of entailment constraints , {c1, ¢z, ..., ci }
U(T.) = determines past task allocation of ¢ € T,

In the literature each task-based constraint ¢ € C' defines
a task allocation restriction on one or two tasks € T.. In
general, a user would be authorised to allocate a task based
on his role and the role-task assignment relation of the work-
flow. A constraint specifies additional conditions that must
hold beyond the user’s role at runtime. If the allocation
of a task t, is constrained based on the previous alloca-
tion of another task t¢,, in the same workflow instance, with
tm,tn € Te, such a constraint is called an entailment con-
straint. A constraint that restricts the allocation of a task
t, based on the number of previous task allocations of the
same task for a given workflow instance is called a (local)
cardinality constraint [8].

The constraint specification limited to sets of tasks con-
taining one or two tasks is a drawback when it comes to
history-based or operational separation of duty in workflows.
A history-based or operational separation of duty [2] defines
an entailment constraint on a set of tasks Ty C T.. At least
n,, users must perform a task ¢ € Tj. In addition no single
user is allowed to perform more than k tasks t € Tj.

This also applies to a repetitive allocation of the same task
t € Ty, used to express a local cardinality constraint as an
operational separation of duty constraint based on |Tj| =1
and the values n,, and k. Accordingly, we define a task-based
entailment constraint ¢ € C' as:

¢ = (Twynu,k);Tk C Te;nu, k €N,

Ty relates to the tasks in T. that are affected by this con-
straint. The number of different users that must allocate at
least one task ¢t € T is denoted as n,. The maximum num-
ber of tasks in T} that can be allocated, such that a new task
instance is created at runtime by a single user is denoted by
the threshold value k. In order to avoid a situation where no
task can be allocated by no user any more due to restrictive
values for n,, and k, we require:

0 < |Tk| < ny *k;Vnu, k€N,

We specified [9] such constraints as part of a workflow
model. Thus, Figure 3 depicts two examples how to repre-
sent such a constraint as part of a workflow model.

A dotted association line or box is used to define the set of
constrained tasks Tj;. Two digits or small icons are used to
represent n, and k. Based on this specification we are able
to express well-known types of entailment constraints, such
as separation of duty or binding of duty. In what follows we
will provide examples for classical constraints, such as the
four-eyes-principle. It should be noted that at this point,
we focus only on the specification of Ty, n., and k as part of
the model, so the examples do not contain any control-flow
information between tasks in Tj. This will be part of our
discussion in Section 3 and 4.



Figure 3: Workflow Annotation

2.2 Constraint Examples

Based on the given entailment specification we provide
modelling examples for four-eyes-principle, binding of duty,
and history-based separation of duty. The latter one is a
general case of the more specialised four-eyes-principle.

Four-Eyes-Principle
The four-eyes-principle is the classical example for a sep-
aration of duty constraint in terms of defining two tasks
that must be executed by two different users. Using our
entailment constraint definition, we express the four-eyes-
principle on T}, as:

csop = (T%,2,1)
Te| = 2
Ny = 2
kK =1

The four eyes-principle is enforced by a set size |Tx| = 2,
the requirement that 2 users must allocate at least one task
t € Ty, and that not more than one task t € Ty can be allo-
cated in a workflow instance by the same user. The combi-
nation of n, = 2,k = 1 is equivalent to the predicate # that
is used in [8] to denote a separation of duty constraint. Re-
ferring to Figure 4 a separation of duty entailment constraint
example would be csop = ({t1,t2},2,1).

Figure 4: Separation of Duty Pattern

Binding of Duty

A binding of duty constraint is another special case of history-
based separation of duty. In principle this type of constraint
enforces that two tasks must be performed by the same per-
son. Such constraints reflect requirements that, for instance
confidential data is only accessed by a minimal set of users.
A binding of duty on an arbitrary set of tasks can be defined
by the following constraint:

CBoD = (Tk7 1,2)
1 < Ty
1 = ne
ko= [Tyl

We enforce the binding of duty by specifying that one user
must allocate all the tasks in 7. In order to do so we must

also set the threshold value k = |T%|. Referring to Figure 5
an example binding of duty entailment constraint would be
CBoD = ({t17t2}7 17 2)

Figure 5: Binding of Duty Pattern

History-based Separation of Duty
According to [2] a history-based separation of duty con-
straint states that a principal may execute a set of tasks
that may cover an entire workflow, though must not execute
all tasks on the same workflow instance. Thus, a general
history-based separation of duty constraint on T}, is defined
as:

cnsop = (Th,Nu,k)

1 < lTk|§nu*k

1 < nu<|Ty]
<

LTl /7)) k< [(ITk|/nu)]

Referring to Figure 6 a history-based separation of duty
entailment constraint modelling example would be cps50p =
({th t27 t3}7 27 2)

Figure 6: History-Based Separation of Duty Pattern

3. BASIC WORKFLOW PATTERNS

In the research field of workflow definition, various mod-
elling patterns have emerged. These patterns can be clas-
sified as control-flow, data-flow, or resource centric. In this
section we investigate on basic control-flow patterns focus-
ing on the aspect of workflow execution semantics, such as
sequence flows, routing, synchronization, and merging. Pat-
terns related to the data perspective address issues such as
data visibility, data interaction, data transfer, and data-
based routing. Patterns dealing with resources, or rather
those describing the manner in which work is distributed
and managed by human resources associated with a work-
flow [22] are not addressed. As stated before, our selection
of basic control-flow patterns is motivated by the fact that
almost all modelling notations and workflow execution en-
gines support these basic patterns [10, 11].



3.1 Control-Flow Pattern

The set of workflow patterns in the control-flow perspec-
tive are derived from a detailed examination of contem-
porary workflow systems and business process modelling
notations in order to identify generic, recurring constructs
[23]. We present basic control-flow related patterns for work-
flow tasks and their potential observed runtime behaviour
in terms of observable execution paths. Depending on the
control-flow semantics of each pattern, several execution paths
are likely at runtime. Which path is chosen depends on the
context of the current workflow instance - which is an in-
stantiation of a workflow model - and the processing time of
each human task. The graph denotes all alternative execu-
tion paths based on the patterns, without considering their
likelihood of occurrence at runtime. Further we assume that
each edge in a graph is of equal weight. As the basic patterns
do not address multiple instances of a task in a workflow, all
paths are open, in that they are acyclic and share common
root and end nodes (cs and c. respectively), with cs # ce.

Therefore, we define a set of workflow execution paths for
a given workflow W = (T, F, cs, cc) as a rooted tree graph G
consisting of vertices V' and edges E. We refer to a path by
the natural sequence of its vertices by writing t1 Pts := t1, ta:

G = (V,E)
V(G) {T U{cs,ce}}
E(G) C (esxT)U(T xece)U(TxT)
¢s = the root node, t1 < to|t1 € ¢s Ptz in G

|P;|] = length of a path P; in G

In order to enumerate all vertices we label each vertex with
the name of the related task. Unlike in classical graph the-
ory, vertices related to the same task in the workflow model
have the same label if they occur multiple times in the graph

G.

Sequence Pattern:

The Sequence pattern serves as the fundamental building
block for any workflow. It is used to construct a series of
consecutive tasks which execute once, one after the other (cf.
Figure 7(a)). Two tasks ¢; and ¢z form part of a sequence
if there is a control-flow edge t1t2 which has no conditions
associated with it (e.g., OR-Split). The execution path P;
is depicted in Figure 7(b):

V(G) = V(P)
P = ({cs,t1,ta,t3,ce}, {cstr, tita, tats, tace})
Pl = 4

@—'{ththsJ—'@

a) Sequence Pattern

(b) Sequence Flow Runtime
Path

Figure 7: Sequence Pattern

Parallel Split Pattern:

The Parallel Split or AND-Split pattern allows a single thread
of execution to be split into two or more branches, which can
execute tasks concurrently. These branches may or may not
be synchronized at some point in future time. This second
basic pattern provides two execution paths P; and P> in G
with an alternating execution orders of the tasks t2 and t¢3
as shown in Figure 8(a).

V(@) = V(P)UV(P)
Py = ({cs,t1,t2,t3,ce}, {cstn, tita, tats, tace})
P, = ({cs,t1,t2,t3,ce}, {cstn, tits, tata, tace})
[P = [P =4

Note that while the two flow relations t2ts and tst2 are equiv-
alent under any interleaving equivalence notion, we would
however, consider them to be semantically different [24] as
their execution order differs.

(a) Parallel Split Pattern

YOS IO
(o)

(b) Parallel Split

Paths

Runtime

Figure 8: Parallel Split Pattern

Multi Choice Pattern:

The multi choice or OR-Split pattern describes the diver-
gence of a branch into two or more branches. When the
task t1 is completed, the thread of control is passed to one
or more of the outgoing branches based on the context of the
workflow instance. This means that any combination of task
t2 and task t3 is possible to occur at runtime as depicted by
the four paths in G depicted by Figure 9(b).

In this example four different paths exists. Unlike the pre-
vious examples the paths are not of equal length, meaning
not all tasks must be executed in a given workflow instance
in order to reach the end condition c.. Figure 9(b) depicts
the various execution paths that may occur:

V(G) V(P ) UV (P) UV (Ps) UV (Ps)
Pi = ({cs,t1,t2,t3,ce}, {cstn, tata, tats, tsce})
P, = ({cs,t1,t2,ce}, {csta, tita, tace})
Py = ({cs,t1,t3,ce}, {cst1, tats, tace })
Py = ({es,t1,ts,ta, ce}, {csta, tats, tata, tace})
[P = [Py =4
[P = |P5|=3



(b) Multi Choice Runtime Paths

Figure 9: Multi Choice Pattern

Exclusive Choice Pattern:

The exclusive choice pattern or XOR-Split describes the di-
vergence of a single branch into two or more branches. When
the task ¢ is completed, the thread of control is immediately
passed to exactly one of the tasks t2 or t3 based on the out-
come of a logical expression associated with the branch at
runtime. The two possible paths P; and P both contain
an exclusive task such that it does not occur in the other
path. This is illustrated in Figure 10(b) where P does not
contain any occurrence of task ts and P» does not contain
any occurrence of task ta.

(a) Exclusive Choice Pattern

(t)
ONOP-P. 0O
(o)
(b) Exclusive Runtime

Paths

Figure 10: Exclusive Choice Pattern

V(@) = V(P)UV(P)
Pi = ({cs,t1,t2,ce}, {cstn, tita, tace})
Py = ({cs,t1,t3,ce}, {csti, tits, tace})
|Pi| = |P|=3

Simple Merge Pattern:

The simple merge or OR-Join describing the convergence
of two or more branches into a single subsequent branch is
one of the mostly widely discussed patterns in the domain of
workflow management [10]. Essentially, each completion of
an incoming branch results in the occurrence of a task in the

subsequent branch. This provides the means of merging two
or more distinct branches without synchronising them. As a
result, this affords the simplification of a process model by
removing the need to explicitly replicate a sequence of activ-
ities that is common to two or more branches as illustrated
by Figure 11(b). Instead, these branches can be joined with
a simple merge construct and the common set of tasks need
only to be depicted once in the process model. As shown in
Figure 11(b) this leads to a total of 8 different paths. Note
however, that path P;,Ps have two occurrences of task t3 in
a row. Unlike the other paths in this case it is not possible to
judge if either task t; or task t2 triggered the first execution
of task t3. This is however, decidable for the other paths at
runtime.

(b) Simple Merge Runtime Paths

Figure 11: Simple Merge Pattern

V(G) = V(P)UV(P)UV(Ps)UV(P)UV(Ps)UV(Ps)
Py = ({cs,t1,t2,t3,t3,ce}, {cst1, tita, tats, tats, tace})
P, = ({cs,t1,t2,t3,t3,Ce}, {cst1, t1ts, tata, tats, tace})
P = ({cs,t1,ts,ce}, {cst1, tats, tace})

Py = ({cs,t2,t3,ce}, {csta, tats, tace})

Ps = ({cs,t1,ta, ta, 13, ¢}, {csta, tats, tatr, tits, tzce})
Ps = ({cs,t1,ta,t3,ts,ce}, {Csta, taty, tats, tats, tce})
|Ps| = |4 =3

|P;| = 5;YP;in G \{Ps, P}

4. CONTROL-FLOW DEPENDENCIES

In the previous section we discussed control-flow semantics
for basic patterns that are well known in the domain of work-
flow management systems. We listed all possible execution
paths and discovered that some patterns even result in paths
of different length. In addition, we presented a specification
for entailment constraints for an arbitrary set of conflicting
tasks Ty without considering their control-flow relation. In
this section we define two sets of constrained tasks {t1,t2}
and {t2,t3} and define a control-flow relationship between
them based on the basic control-flow patterns.



4.1 Constrained Tasks Properties

In order to reveal a potential dependency between the set
Ty, the applied control-flow patterns, and the latter entail-
ment constraints we specify three properties for Ty that are
based on the execution path evaluation of Section 3:

4.1.1 Strict Entailment

In case a constrained set of tasks T} has exactly one par-
tial order observable at runtime when applied to a workflow
pattern we call Ty, a strict set of constrained tasks. Thus, the
tuple (T%, <) defines an antisymmetric order on Tj. In other
words T} is strict when applied to a control-flow pattern if:

H(ti,tj) € Ty, with t; < tjv Pin G

4.1.2 Loose Entailment

In case a set of constrained tasks 7% has more than one
partial order observable at runtime when applied to a work-
flow pattern we call Ty a loose set of constrained tasks.
Thus, the tuple (Tk,=) defines a symmetric order on Tj.
According to the pattern discussion in Section 3 a set T} is
loose if:

3(t¢7tj) S Tk7 with t; < tj € P, in G
3(t¢7tj) € T, with <t € P in G
P, # P

4.1.3 Safe Entailment

The evaluation of the basic control-flow patterns in Sec-
tion 3 revealed that some patterns imply execution paths of
differing length. Different path lengths mean that not all
tasks may occur at runtime, i.e. for a set of constrained
tasks T} there may be no partial order between two tasks
ti,t;. We call a set of constrained tasks T} safe if:

A(ts, ty) € Tk, with (¢; < t3)||(¢ti < t;)VP in G

4.2 Pattern Evaluation

The following Figure 12 depicts the properties of two con-
strained sets of tasks {t1,t2} and {¢2, t3} when applied to the
basic control-flow patterns discussed previously. An imme-
diate observation is the mutual exclusivity of the properties
strict and loose. Thus, a set of constrained tasks may be
either strict, loose, or possess neither (none). The safety
property eventually holds true for strict or loose sets, but
not for sets that are none of both.

Based on the relationship between the constrained tasks
set properties and the influence of the control-flow patterns
execution semantics we argue that there are constraint spec-
ifications that are correctly applied to the workflow model,
but could lead to ambiguous or non-occurring situations. In
some cases this may even lead to a disruption of the whole
workflow execution when it comes to constraint evaluation
at runtime.

4.2.1 Dead Entailment

We define a dead constraint in case there exists no execu-
tion path that contains all of the tasks in T),. The XOR-Split
contains a set of constrained tasks {t2,t3}, whose temporal

Pattern Tk Strict Loose Safe
{to,t2} O]
sewme (O 4 H e [{  JO - 20 B ’
| m ‘ O ‘ ]
futl m O 1]
AND-Split
| O ¥l %)
{t1,t2} (%} O O
OR-Split
{ta,ts} O KA O
futl m O] Cl
XOR-Split
| O O O
futl O %] Cl
OR-Join
| O %] O

Figure 12: Pattern-Property Dependency

order is neither strict nor loose, given that there exists no
path P in G with t € V(P); V¢ € T). Therefore, such a con-
straint will never be enforced at runtime for any potential
execution path.

(b) Incomplete Path Execution

Figure 13: Non-Safe Binding of Duty

4.2.2 Blocking Entailment

According to Figure 12, strict entailment constraints for
sequential tasks or loose entailment constraints on parallel
tasks are considered safe. In case a strict entailment con-
straint is defined on two parallel tasks, a blocking situation
may occur in case the evaluation of the current constrained
tasks depends on a task that has not yet been executed.
For example, considering Figure 13, we defined a binding of
duty constraint on {t2,t3}. In case a constraint requires a
strict partial order this may lead to a blocking situation at
runtime [25].



4.2.3 Nested Entailment

In a business scenario, workflows are constructed out of
various control-flow patterns. Therefore, we consider the
workflow depicted in Figure 14. In this case an AND-split
is combined with an XOR-Split. The AND-Split singularly
is considered safe because all resulting paths are of equal
length. As t5 is part of the nested XOR-Split control-flow
pattern however, the constrained tasks {t¢s,ts} may lead to
a deadlock situation where t4 is executed instead of t5, and
ts must occur before tg. This is related to the non-safety
property implied by the XOR-Split. Therefore, a combina-
tion of a safe and a mon-safe pattern results in a non-safe
combination.

(a) Non-Safe Constraint
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(b) Incomplete Paths

Figure 14: Constraint-Based Deadlock

4.2.4 Non-Decidable

Another issue is related to the simple merge pattern or
OR-Join (cf. Figure 11(a)). In this scenario there exist
two paths with two neighboured vertices that are related
to the occurrence of task t3. Consider a constraint defined
on {t1,t3}. Given the highlighted paths in Figure 15 de-
ciding which occurrence of t3 is based on the completion of
t1 is non-decidable: either the first or the second could be
executed because of the completion of task t;.

Figure 15: Ambigious Paths

S. RELATED WORK

The definition of fine-grained authorisation constraints in
the domain of workflow management systems received a lot
of attention recently.

In [7] a language is presented for defining constraints on
role assignment and user assignment to tasks in a workflow.
This language is enriched with constraints supporting the
expression of both static and dynamic separation of duties.
While it is not explicitly stated that constrained tasks must
be adjacent they only define constraints on exactly two tasks
with a single observable temporal order at runtime. Their
example workflows are based on sequences and And-Splits.
Nevertheless, by only applying constraints to strict and safe
sets of tasks with respect to the control-flow they are able
to provide a constraint validation algorithm.

A complete algebra for complex separation of duty con-
straints is given in [26]. The algebra is used to specify poli-
cies that associate a task with a term in the algebra and
require that all sets of users that perform the task satisfy
the term. Complete syntax and semantics are given along
with a study on their algebraic properties. Their algebra
is limited to express constraints based on exactly two tasks
and without supporting binding of duty constraints. In ad-
dition, they point out some computational problems related
to their algebra.

SecureFlow [27] is a workflow management system that
enforces authorisation constraints at runtime for users, roles,
and workflow tasks. These authorisations are based on two
partially ordered tasks. Their approach is based on a formal
model, but their model does not consider any dependency
on the control-flow of the constrained tasks, such as XOR-
Splits.

Similar, in [8, 13] entailment and cardinality constraints
are defined for two adjacent tasks. They also argue that
the order of execution for two constrained tasks must not be
fixed due to parallelism. In order to evaluate the consistency
of defined entailment constraints they calculate a linear ex-
tension defining a task execution order that does not violate
any constraints. Their proposed solution is applicable in
case all potential execution paths implied by the control-
flow are of equal length. They do not consider control-flow
patterns that result in paths of arbitrary length, such as
OR-Splits or OR-Joins order at runtime. This is a draw-
back regarding their proposed mapping of their constraints
to the process execution languages BPEL in [17], due to
the fact that BPEL supports all basic control-flow patterns,
ambiguous situation as discussed in Section 4 may arise.

Wang and Li presented a role-relation-based access control
model for workflow systems in [28] providing an extended
set of authorisation constraints that also considers user re-
lationship. They discussed the workflow resiliency problem
and outlined an approach to determine a valid set of users
that must execute tasks in order to successfully complete
the constrained workflow. Their definition of a workflow is
based on the assumption that there exists exactly one partial
order among workflow tasks for a given workflow instance
not considering various orders of task execution and execu-
tion path lengths depending on the control-flow semantics
of more complex workflows patterns, such as OR-Splits or
OR-Joins.

In [29], separation of duty constraints are defined in the
context of Petri Nets. Knorr and Stromer discussed the
potential different partial orders observable at runtime and



therefore defined constraints for a non-fixed execution or-
der on the modelled control-flow of the Petri Net. Their
approach supports the Sequence and AND-Split, but they
do not investigate implications on other basic control-flow
patterns.

Model-driven security and the automated generation of
security enhanced software artefacts and security configura-
tions has been a topic of interest in recent years. For in-
stance, SecureUML [30] is a model-driven security approach
for process-oriented systems focusing on access control. Sim-
ilar to SecureUML, Jiirjens presented the UMLSec extension
for UML [31] in order to express security relevant informa-
tion within a system specification diagram. One focus of
UMLSec lies on the modelling of communication-based se-
curity goals, such as confidentiality, for software artefacts,
while SecureUML describes desired state transitions and
access control configurations for process-aware information
systems, both do not address the specification of fine-grained
entailment constraints in the context of workflow models.

Recently an approach was presented to describe authorisa-
tion concepts as part of UML-Activity diagrams and BPMN
models [32]. Their approach follows the same idea of creat-
ing a common level of abstraction for both security expert
and workflow expert, but their approach only supports role-
based task assignments without any consideration of fine-
grained authorisation concepts, such as separation of duty.

6. CONCLUSION

The analysis of basic control-flow patterns, and their im-
pact on entailment constraints is based on the industrial
need to better understand the specification of security as-
pects. This is typified by authorisation constraints on the
abstract level of workflow models.

Recent work has discussed task-based entailment constraints

and their specification in the context of example workflows,
such as a classical approval scenario. To the best of our
knowledge existing work on consistency and resilience prop-
erties of authorisation constrained workflows assume safe
task constraints, implying only execution paths of equal
length at runtime have been considered.

First proposals for security annotated process models have
emerged [14, 9, 17, 32] that can be directly enforced by a
process engine or an authorisation monitor at runtime [13].
We highlighted in this paper that depending on the control-
flow semantics of the constrained tasks, situations may oc-
cur at workflow runtime that could lead to a disruption of
the workflow execution based on the current definitions of
task-based entailment constraints. Therefore, we evaluated
the execution semantics of basic control-flow patterns that
were supported by all major BPM standards, such as BPEL,
BPMN, EPC, XPDL or UML ([33].

We applied dynamic authorisation constraints as part of
business process models and developed first modelling pro-
totypes. This pragmatic approach revealed that even basic
control-flow patterns lead to execution paths with varying
length at runtime that may also affect the consistency and
resilience properties of authorisation constrained workflows.
Related work was focused on consistency analysis methods
limited to safe constraints related to the Sequence and And-
Split Patterns, but access control models and evaluation
methods must be suitable for complex control-flow work-
flows and today’s real world business scenarios in order to
become accepted and supported by the industry. This has

been the case for workflow and business process manage-
ment for decades. It is therefore our intention to initiate a
discussion into the impact of control-flow semantics for task-
based access control models and authorisation constraints in
the context of process modelling notations.

6.1 Future Work

We are aware that this paper is pointing towards a possi-
ble direction of research in the domain of task-based access
control models and workflow management systems where
several topics remain unaddressed. In this work, we evalu-
ated 5 out of over 40 different control-flow patterns. We have
not yet investigated certain aspects, such as task iteration
or task cancellation. Such patterns are of importance, es-
pecially when considering advanced authorisation concepts,
such as delegation and revocation.

A control-flow perspective is only one aspect of workflow
modelling, a resource perspective could be suitable in or-
der to define organisation role and role-task assignments in
the context of workflow models. An evaluation of data-flow
patterns may reveal valuable input in order to specify Chi-
nese Wall, compliance artefacts, or data-driven authorisa-
tion concepts as part of the workflow model.

A very important aspect is the evaluation or validation of
authorisation constraints being part of the workflow model.
We are considering applying evaluation techniques, such as
binary decision trees or high-level Petri Net analysis that
are well known in the domain of workflow management for
some time, in order to detect potential deadlock situations,
dead entailment constraints, and contradicting constraints.
For bound Petri Nets such an evaluation could be used to
provide immediate feedback at workflow design-time and to
avoid potential workflow execution disruption based on in-
consistent authorisation constraints at runtime.
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